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Recent advances in connected-vehicle technologies have
enabled the large-scale collection of driving data, facil-
itating the deployment of data-driven control schemes.
Although these methods offer advantages by eliminat-
ing the need for explicit modeling, they also intro-
duce vulnerabilities due to their reliance on stored
data. This study investigates a class of targeted data
poisoning attacks on fictitious reference iterative tun-
ing, a widely used data-driven controller tuning ap-
proach. We present a method that allows an adver-
sary to influence closed-loop dynamics by manipulat-
ing the training data so that the resulting controller
behavior matches a maliciously defined reference re-
sponse. This strategy differs from conventional poison-
ing attacks, which aim only to the degrade control per-
formance. Instead, it enables deliberate alteration of
control characteristics such as overshoot and conver-
gence time. The proposed attack is formulated as a con-
strained optimization problem under bounded tamper-
ing signals. Through a numerical study involving adap-
tive cruise control with stop functionality, we show that
minor data modifications, indistinguishable from sen-
sor noise, can cause significant degradation in control
behavior. These findings highlight the need for robust
security mechanisms in data-driven control implemen-
tation.

Keywords: cyberattack, data-driven control, cruise con-
trol, FRIT, poisoning attack

1. Introduction

In recent years, cyberattacks have increasingly targeted
important systems such as power grids, factories, and other
control systems that support our daily lives [1]. Because of
this growing risk, many researchers are studying methods
to protect control systems from cyber threats, especially
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from an engineering perspective [2].

One area of particular concern is the automotive indus-
try. As more vehicles adopt Internet of Things (IoT) tech-
nologies, their measurement and control systems have be-
come more vulnerable to attackers. In self-driving cars,
ensuring the security of control algorithms is therefore a
critical concern.

Data-driven control (DDC) has emerged as a promising
framework for controller design, in which control parame-
ters are derived directly from input—output time-series data
obtained during actual system operation [3—6]. Unlike tra-
ditional model-based approaches, DDC does not require
an explicit plant model such as a transfer function or state-
space representation, thereby allowing more efficient con-
troller tuning.

A well-studied example is fictitious reference it-
erative tuning (FRIT), which enables the design of
high-performance controllers from a single experimental
trial [3]. The practicality of DDC has led to its applica-
tion in domains such as vehicle motion control [7]. More-
over, several studies have applied FRIT in various contexts,
including industrial equipment [8] and theoretical exten-
sions [9].

However, DDC is inherently dependent on the quality
and integrity of the recorded input—output data. Since the
control law is obtained by minimizing a cost function de-
fined over these data, any modification or corruption may
directly affect the resulting system behavior. Recent stud-
ies have shown that DDC is susceptible to “poisoning at-
tacks,” in which adversaries deliberately contaminate the
data to degrade the performance or stability of the result-
ing control system [10-16].

A major challenge in addressing such attacks is that
many existing studies use the same cost function for both
attack design and the DDC method [10,11]. Consequently,
it is often unclear how an attack actually changes the sys-
tem’s behavior. In addition, DDC algorithms are especially
weak against small changes in data, as such changes can
be concealed within normal sensor noise. This presents
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a serious safety issue, especially in systems such as adap-
tive cruise control (ACC), where the vehicle must stop at
correct location. For example, excessive overshoot during
stopping may cause the vehicle to pass the stop point and
lead to an accident [17]. Previous studies investigating cy-
berattacks on ACC systems have already revealed signifi-
cant safety concerns [18].

In this study, we focus on a type of directed poisoning
attack against FRIT, applied to stop-motion control in auto-
motive ACC systems [17,19]. Unlike typical poisoning at-
tacks that simply reduce control performance, our method
allows an attacker to intentionally alter the system’s behav-
ior for example, by increasing the time constant or causing
an overshoot. Because the attacker can control system be-
havior, the effects of the attack become clearer and more
dangerous, particularly for safety-critical systems.

Although this study focuses on ACC stop control, the
proposed attack formulation is applicable to control sys-
tems that can be tuned using least-squares-based FRIT.

The remainder of this paper is organized as follows.
Section 2 describes the problem formulation of ACC con-
trol systems and FRIT. Section 3 introduces the poisoning
attack scenario and reviews related studies. Section 4
presents the formulation of the proposed attack. Finally,
Section 5 provides two numerical examples. Section 6
concludes the paper.

<Notation> Let R" denote the set of n-dimensional real
column vectors, and let a denote the transpose of a vector
aeR".

For a continuous-time signal w, the value of the signal at
time ¢ is denoted by w(f). The finite-time sequence of this
signal, sampled with period 7, from k = k, to k = k,, is
represented by wy, , | € Rk~ 1*1 For brevity, we simply
write w € R¥~%1*1 when the context is clear.

The norm of this finite-time signal is defined as

N
lwllo.n =\ Z witgi)?. (1)
i=0

Let R(s) denote the set of rational functions in s with
real coefficients.

The output of a system with transfer function G(s) €
R(s) in response to the input signal w(?) is, strictly speak-
ing, given by the convolution of the Markov parameters of
G(s) and the signal w(t). However, for notational simplic-
ity, we denote this as G(s)[w](?) throughout the study.

2. Preliminary

2.1. Vehicle Dynamics and Control Objective

The control system is illustrated in Fig. 1. This system
is designed to decelerate a vehicle cruising at a constant
speed v, [m/s] so that it can stop at a designated target po-
sition using the deceleration mode.

The vehicle is modeled as a first-order lag system in
which the control input is torque u(¢) [Nm], and the out-
put is the vehicle velocity v(¢) [m/s]. The corresponding
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Vref (f) + 1
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Fig. 1. Block diagram of automatic stop system.

transfer function is

1

P(s) := m,

2)

where 7 is the time constant. Only straight-line motion
is considered, and lateral dynamics and interactions with
other vehicles are not modeled. Although this model is
used throughout the study, the exact value of 7 is assumed
to be unknown, as it varies depending on vehicle type and
operating conditions.

The vehicle position and acceleration are denoted by
x(t) [m] and a(r) [m/s?], respectively. Defining the state
vector as X(1) 1= [x(1),v(r),a(r)]", the continuous-time
state-space representation becomes:

01 0 0
xn =0 0 11 X(t) + ‘1) u(o), 3)
0 0 —— -
T T
y(®) :=1[0,1,01X (), 4
X(0) = [0, v,,0]". Q)

2.2. Stopping Strategy and Control Law

In Fig. 1, d(¢) [m] denotes the distance to the stop posi-

tion d, at time 7, which is defined as

d(t) = dgyy — x(1). (6)

The required stopping distance is given by:

2

dyop = — == ™
sop 2aref’
as shown in [17]. When the condition d(t) < dgop is satis-

fied, the system switches to the deceleration mode.

During deceleration, an I-PD controller was used instead
of a standard PID controller to suppress sudden changes in
the control input [19]:

u(t) = kyd(t) — kpo(t) — kpa(?), 8)

t d
) kl/ {Urei(®) = 0(0)} d7 = kpv () = kp Z(zt), ©)
0

where, kp, kj,and kp are the proportional, integral, and
derivative gains, respectively. The reference velocity
Ue() [m/s] was obtained by integrating the reference de-
celeration a,.; [m/s?], a,,; < O with the cruise speed v,.
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2.3. FRIT for the Stop Controller

We now describe the use of FRIT to tune the controller
parameters p = [kj, kp, kp]' in Eq. (8). Suppose that ex-
perimental driving data over the interval t = O to t = (N
has been collected as D, := {ug ny> Uopo.n7}- The con-
troller tuning objective is to align the system output v(z, p)
to the reference response vy () defined by a desired trans-
fer function Ty (s)[v,¢I(t). Here, we denote the signal w(t)
generated by some system with tunable parameter p as
w(t, p).

The tuning problem can be formulated as:

mpin [|vges(® — v(. p)|| - (10)

As the solution to this problem, this paper considers the
use of FRIT.

~ FRIT for I-PD type ACC systems [12] —

We consider the I-PD control system shown in Fig. 1.
Given the desired property Ty (s) and the initial feed-
back controller C(p°), and the experimental data set
{top0.np Vojo.np }» We define & = 6* as the parameter
choice that minimizes the following cost function:

Trrir(®) 1= [|vg = Taes () [FO |, - 1D
where

F6) 1= vopo.n) + 50, [uoo ]

+ 56, [Uop0.n] + 576, [Dor0.n1] - (12)
- T_[L ke ko]’
6= [91’62’93] = kl, P kl] . (13)

Then, we can get a parameter p = p* as

160, 6517
* ===, = ) 14
P [91 91 91 ( )

which can be minimized Eq. (10).
- J
Since Jgg;y is linear in 6, the globally optimal solution can
be obtained by least squares:

9 := (0'd) ' @y, (15)
where
® = [STdes(S) [MO[O,N]] s STyes(s) [UO[O,N]] )
5 Tyes(s) [UO[O,N]H ) (16)
1= (1= Tye()) [UO[O,N]] . 17

If any signal has a non-zero initial offset, it is corrected to
zero for accurate parameter estimation.

3. Threat Model and Attack Formulation

This section describes the threat model for poisoning
attacks in DDC, focusing on industrial controller tun-
ing scenarios, as illustrated in Fig. 2. We adopt the
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Fig. 2. Conceptual diagram of a poisoning attack against
DDC with connected ACC system. The user believes they
are accessing the original data D,, but the stored data has
been tampered with by the attacker, resulting in D;, which
is used unintentionally for controller tuning.

“maximum-impact, minimum-resource” attacker model
proposed in [20].

3.1. Settings

We define the system entities and roles of the user and
attacker as illustrated in Fig. 2.

3.1.1. Control System

The control system consists of a plant P and a con-
troller C(0), as shown in Fig. 2. The controller regu-
lates the plant using a model reference approach, such
as a PID controller implemented on an electronic control
unit (ECU). During operation, the system exchanges input—
output data to follow a reference signal v,.¢(f). The ECU
transmits the operational data {u(?), v(f)} to a central data
server.

The control objective is to stop appropriately at stop
lines specified by law such as those in the Road Traffic
Act [a]. In this case, crossing the stop line was not per-
mitted.

3.1.2. Data Server

The data server is located in a control center or cloud
environment, and stores the received data as time-series
records: D, := {u,v}. The data can be accessed and mod-
ified by authorized operators.

3.1.3. User

The user is responsible for tuning the controller to im-
prove system performance. Without access to the plant
model, the user retrieves historical data D; C D,. The user
then minimizes the FRIT cost function Jggp(6) to obtain
an optimal parameter set p* using Eqgs. (11)-(14). The re-
sult p* is uploaded to the controller. This parameter tuning
process can be viewed as a mapping from data to parame-
ters: Dy, — p*.
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3.1.4. Attacker

The attacker aims to degrade system performance by
tampering with the stored data before it is used for tuning.
In recent years, fileless malware has become increasingly
prevalent due to its high stealth, often behaving like legit-
imate operating system processes [21-23]. Such malware
can execute DDC-based tuning without requiring explicit
knowledge of the desired control specifications.

We assume that the attacker knows the DDC algorithm
used by the user; however, like the user, the attacker lacks
knowledge of the true plant dynamics. The attacker ac-
cesses the data D, from the server, modifies it into D(’),
and uploads it before the user performs tuning. Conse-
quently, the user unknowingly tunes the controller using
corrupted data. The tampered input and output signals are

represented as w, € RV*!' and w, € RN*', respectively,
and the poisoned dataset is defined as
D} :={u), vy}, (18)
uy i=uy+w,, (19)
vy =0+ w, (20)

The attacker’s objective is to induce overshoot behavior
in an automatic driving vehicle, causing it to pass beyond
the legally designated stop line instead of coming to a com-
plete stop at the prescribed position.

3.2. Baseline Attack for ACC

Prior studies, such as [12], assume an attacker who opti-
mizes data perturbations to maximize the FRIT cost func-
tion, which is formulated as follows:

-~ Poisoning attack against FRIT [12] ~
,Tvrule}zf JERIT (é (w,w,)), @b
subject to
bw, w,) := (&Td)" &7, (22)

o := [STdes(s) [”om,zv] + wu[O,N]] )
5Tges(8) [Vopo,ny + Wopon1] »

5 Tyes() [Vopo.n1 + Woron] ] »

(23)
i 1= (1= Tges(®) [Vogo.n + Wotony] -
(24)
max |w,o,5)| < 6, (25)
max |w, y| < 6, (26)
- J
The poisoned data used by the user becomes:
D, := {u(,)[O,N]’ U(/)[O,N]} 27
= {”O[O,N 1t wi[O,N]’ Voo,n1 T wj[O,N]} , (28)
where w;, v, and wy, v, are the optimal solutions ob-

tained from Eq. (21). However, this type of attack does
not explicitly steer system behavior in a targeted manner,
resulting in unpredictable or suboptimal outcomes.
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4. Main Result

4.1. Directed Poisoning Attacks on FRIT

We propose a directed poisoning attack, in which the
attacker defines an adversarial reference model T,(s) (e.g.,
with an undesirable overshoot) and manipulates the tuning
process, such that the resulting controller aligns with T, (s)
instead of the original T}, (s).

Replacing Ty.((s) with T,(s) in the FRIT cost function
yields:

J,(0) 1= |lvg = Tu(s) [f(o)]||[0’N] , (29)

where 7(0) is similarly redefined using T,(s).

The optimal parameter is then obtained to achieve
v(p*) — T,(s)[r] by minimizing Eq. (29).

Here, we consider obtaining the parameters through data
poisoning. Hence, an attacker can solve the following
problem:

~ Directed poisoning attack against FRIT B

min J, (6(w,, w,)) , (30)
subject to:
ow, w,) = (ﬁ)TﬁD)_l T, (€19
b = [sTdeS(s) [uO[O?N] + wu[O,N]] ,
5Taes () [Vogo.ny + Wepon] -
5 Tes(®) [Vopo.n + Woon]] »
(32)
i 1= (1= Tyes(9) [voo,n1 + Weony] -
(33)
max |w,o v| < 8, (34)
max |w, o v| < 6, (35)
\_ J

The formulated optimization problem is a min-min
problem, where the solution to the inner optimization prob-
lem is embedded within the main problem. Due to this
hierarchical structure and the presence of constraints, the
overall problem becomes nonconvex with respect to the de-
cision variables w, and w,. Hence, solving the problem is
challenging, and the obtained solution corresponds to a lo-
cal optimum computed using a nonlinear optimization al-
gorithm.

4.2. Interpretation of the Attack Strategy

Next, we explain why solving the proposed optimization
problem produces the desired attack signals. For simplic-
ity, we temporarily ignore tampering-bound constraints.
Since the estimated parameter vector 8(w,, w,) depends on
the tampering signals w, and w,, the resulting parameter 6*
changes according to the choice of these signals.

The attacker selects w], and w) to minimize the cost
function J,, where J, is defined based on the estimated
parameter f(w,,w,) obtained from the tampered data.
In this formulation, minimizing J, effectively aligns the
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Table 1. Simulation parameters.

Symbol  Value  Unit
Aot -1.15 /s’

T 0.54 S
v, 8.0 m/s

t 0.001 S

S

closed-loop system response with the attacker-defined tar-
get model T),(s), owing to the structure of the FRIT-based
cost function.

Therefore, in the absence of constraints, the optimal
tampering signals w), and w}, yield a parameter 6*(w;, w;)
(the actual control parameter obtained is p* made by 6%)
such that the resulting system output v(z, p*(w?, w?)) ap-
proximates the attacker’s desired response T, (s)[v,.¢]1(?).

When tampering constraints are applied, the tracking
performance depends on the magnitude of the signals the
attacker is allowed to modify. If the tampering bound
is large, the system can follow the adversarial reference
model T,(s) more closely, but the attack becomes easier
to detect. Conversely, if the tampering bound is small, the
attack is harder to notice, but the attacker has less ability
to alter the system behavior.

5. Numerical Example

In this section, the adversarial effects of poisoning at-
tacks on FRIT are investigated using two numerical exam-
ples. Example 1 compares the proposed method with the
previous study in [12] whereas Example 2 analyzes the per-
formance with respect to the tampering widths 6, and 6,,.

5.1. Common Simulation Setup

The same conditions were used for both simulations.
The control system corresponds to that shown in Fig. 1,
with parameters listed in Table 1, based on values re-
ported in [17, 19]. These experiments were conducted us-
ing MATLAB/Simulink [b].

Here, ¢, denotes the sampling period. Sensor noise was
modeled as additive white Gaussian noise with zero mean
and variance 0.1 applied to each state of the vehicle model.

The desired reference transfer function for FRIT is de-

fined as:
2
! ) . (36)

Ta(2) = (ﬁ

FRIT is performed using the least-squares approach.
The attacker designs an adversarial reference model as
follows:

0.2

_— 37
s24+0.35s+0.2 37

T,(s) =

To generate the poisoning signals, the attacker solves the
optimization problem using fmincon in MATLAB with an
interior-point algorithm.
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Table 2. Controller parameters before and after FRIT tuning.

Case ki kp kp
Initial setting 0.50 1.00 1.00
After FRIT (normal) 298 8.78 6.57
After FRIT [12] 0.00 0.08 -0.14
After FRIT (proposed) 0.19 0.30 -0.19

(a) Comparison between the original
and poisoned inputs generated by [12]

——Origina input signal
5 —— Poisoned input signal ([12])

Input

Time [s]
(b) Comparison between the original
and poisoned inputs generated by the proposed method

—Origina input signal
5 —— Poisoned input signal (Proposed method)

Input

-5 I I
0 5 10 15 20
Time [s]

Fig. 3. Comparison of input torque signals (original vs.
tampered).

(a) Comparison between the original
and poisoned outputs generated by [12]

15
——Original Output signal

+ 10 —— Poisoned Input signal ([12])
o
= 5
Co

-5 I I I

0 5 10 15 20
Time [s]
(b) Comparison between the origina
15 and poisoned outputs generated by the proposed method
—OQOrigina Output signal
10}, — Poisoned Input signal (Proposed method)

Output

Time [s]

Fig. 4. Comparison of vehicle speed signals (original vs.
tampered).

5.2. Example 1

We first evaluated the effectiveness of the proposed
method by comparing it to the previous method in [12].
The controller parameters p° used to obtain the experimen-
tal data {ugo n}» Uojo.n} are listed in Table 2. Figs. 3 and 4
illustrate the original input torque and output speed signals
used for controller tuning by FRIT, as well as the signals
after poisoning.

In each figure, the original data were obtained using the
initial (pre-tuned) control parameter p° (shown in Table 2).
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15 ‘ :
Desired output (User)
= mAdversaria Output (Attacker)
= 10} —Qutput (Original data) |
= —Qutput (Poisoned by [12])
%* " —Output (Proposed method)
S 5
—
~
£
-, Of
+~
kS,
9
= 5
-10 I I I
0 5 10 15 20

Time [s]

Fig. 5. Comparison of vehicle speed after FRIT tuning.

120
— Stop position
100} Desired output (User) |
m mAdversarial Output (Attacker)
—Output (Original data)
— 80F —Qutput ([12]) J
=] —Output (Proposed method)
g
g 60 i
&
z
~ 40} ]
Lo
L
20+ 1
0 1 1 1
0 5 10 15 20
Time [s]

Fig. 6. Comparison of vehicle position relative to the stop
line after FRIT tuning.

We tampered with the original data using both the pro-
posed method and the previous method, with §, = 6, = 2.

The tampered input and output signals closely resemble
the original signals, indicating that the poisoning attack is
subtle and difficult to detect.

We then performed controller tuning using FRIT on both
the original and the tampered datasets. The resulting con-
troller parameters are listed in Table 2.

The vehicle responses obtained using the tuned con-
trollers are shown in Figs. 5 and 6.

As shown in Fig. 5, the vehicle using the original con-
troller successfully tracked the desired output without over-
shooting. In contrast, the controller tuned using the tam-
pered dataset exhibited a significant overshoot. The output
obtained using the proposed method closely matches the
attacker’s adversarial reference trajectory v,(f). As shown
in Fig. 6, this overshoot caused the vehicle to stop beyond
the designated stop line. In the presented example, the ve-
hicle was cruising at 36 km/h and stopped approximately
12 m beyond the intended stop position. This level of over-
shoot not only violates traffic rules related to stop-line com-
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[
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=
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0
-
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Perturbation bound 4, or d,
Fig. 7. The cost function value of FRIT.
60 ‘ ;
. X |nput poisoning only
g + Output poisoning only
Tﬁ 501 Combined input and output poisoning||
= ****-I-
38 40+ ><->|<-+ .
§ ><++++
= 30f x |
& ++++
[5) 9 +++|-|-|.+
Pl X PR
~ SN
) TORICIIRIRIRICIICIORIICIICIIINGIIIIIRIIORKIOK
g 10+ :
<
0 1 1 1 1
0 2 4 6 8 10

Perturbation bound 4, or d,

Fig. 8. The attacker’s cost function value.

pliance but is also sufficient to enter critical zones such as
crosswalks at intersections or railway crossings, poses a
serious risk of accidents.

Next, we compared these results with those obtained us-
ing an existing method [12]. In the case of the existing
method, the tampering was successful and caused a signif-
icant overshoot. However, the attacker’s objective in this
approach is to maximize the FRIT evaluation error, which
does not necessarily produce the specific system behavior
the attacker intends. By contrast, the proposed method
explicitly considers the attacker’s desired adversarial re-
sponse as the target. In this experiment, we confirmed that
the system behavior closely followed the attacker-defined
reference characteristics, demonstrating the effectiveness
of the proposed approach.

5.3. Example 2

Next, we inverted the width of the data tampering. We
conducted the directed poisoning attack by changing 6, and
6, from 0.2 to 10 in increments of 0.2.

The results are presented in Figs. 7 and 8. The parame-
ters calculated using Eq. (11) with the poisoned data gen-

1397



Ikezaki, T., Sawada, K., and Kaneko, O.

erated by the proposed method, along with the attacker’s
cost function value Eq. (30) are shown in Figs. 7 and 8,
respectively.

Figures 7 and 8 illustrate how FRIT and the attacker’s
cost function respond to varying tampering widths. From
Fig.7, we observe that tampering only with the input signal
has little effect on the FRIT’s cost value, whereas tamper-
ing only with the output signal results in a larger increase
in the cost value, which is proportional to the tampering
width. In both the input-only and output-only cases, the
FRIT’s cost function value eventually levels off.

In Fig. 8, we analyze the changes in the attacker’s cost
function. The cost decreases more quickly when only the
input signal is tampered with than when only the output
signal is tampered with. Moreover, tampering with both
the input and output signals simultaneously leads to the
fastest reduction in cost value.

These findings indicate that the FRIT of the I-PD sys-
tem is more sensitive to input tampering. Furthermore, the
joint modification of both signals can enhance the effec-
tiveness of the attack, particularly when the allowed tam-
pering range is small.

6. Conclusion

In this study, we examined how poisoning attacks can af-
fect controller tuning using FRIT, focusing on stop control
in automotive ACC systems. We proposed a directed poi-
soning attack that forces the system to behave in a specific
manner chosen by the attacker. In our simulations, this at-
tack caused the vehicle to stop late by making the system
follow an adversarial reference model. Such attacks are
particularly dangerous in stop control, where precise stop-
ping is critical for safety. For example, if a car overshoots
a stop point, it may enter a crosswalk or intersection, cre-
ating a risk of accident. Although this study focused on
ACC as an example, the proposed method is not limited to
automotive systems. The same concept can be applied to
any system using least-squares-based FRIT, making these
findings relevant for a wide range of DDC applications.
This highlights the importance of implementing protection
mechanisms when deploying DDC in real systems.

In future work, we plan to test the proposed attack in real
vehicle environments, investigate the sensitivity of system
performance to the attacker’s design, and develop methods
for detecting and preventing such attacks.
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