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This thesis is organized with five chapters as follows.
Chapter 1 introduces the objectives of protecting the multimedia content with reference to multimedia security
techniques and related research.

In Chapter 2, the watermarking and fingerprinting techniques and algorithm are reviewed.

Chapter 3 proposes the DNN watermarking robust against pruning attacks. Our contribution is the introduction of
encoding technique into the DNN watermark to make it robust against pruning attacks. While previous studies have
proposed DNN watermarks that are robust against a certain level of pruning rate, our method can assure the robustness
with a pre-defined level of pruning rate by carefully setting the encoding parameters. The common scenario in which
DNN watermarks are used in DNN model is the buying and selling of DNN models. In this scenario, our method can
prevent illegal redistribution and illegal copying by users who have purchased the DNN model. As a white-box
watermarking is assumed in our method, it suffers from the direct modification of weight parameters, which is the
common threat in white-box setting. If the weight parameters are replaced with random values and trained from the
scratch with enough dataset, the watermark can be removed completely without compromising the performance of DNN
model. Hence, it is assumed in our method that the attacker cannot train the target DNN model from scratch in terms of
computational resources and amount of training dataset.

Chapter 4 proposes the near-optimal detection for near-optimal detection for binary Tardos code by estimating
collusion strategy. Our contribution is the realization of detector for optimal detector by estimating requirement
parameters which are number of colluders and collusion strategy by colluders. In other words, we have developed an
estimator that estimates the parameters required for an optimal detector. The collusion strategy estimator focuses on the
number of symbols in the binary code. Symbols are distributed differently depending on the number of colluders and
collusion strategies. It achieved better performance than any of the previous studies. Similar performance was also
achieved when the evaluation was conducted under realistic noise-added scenarios.

Finally, Chapter 5 concludes the thesis by briefly reviewing the entirety.
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