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Abstract

In recent years, the use of a wide range of Ethernet communication applications has
increased and become popular. Ethernet communication applications are mostly used
in automobiles, telecommunication sectors, data security, high-speed data communica-
tion systems, etc. Due to the structural difference at the discontinuity point where the
cable connects with the printed circuit board (PCB) through the connector, mode con-
version occurs and generates common-mode noise. This common-mode noise-induced due
to mode conversion in a PCB with attached-cables is one of the significant factors of elec-
tromagnetic interference (EMI) issues. It degrades the system performance and causes
disturbances to other systems. Besides, the risk of security attacks such as side-channel
attacks (SCA) due to EMI, has also increased. SCAs are a major concerned for hardware
security as different electronic equipment is used indoors and outdoors and is open and
easy to access physically.

In order to reduce the common-mode noise, it is essential to suppress mode conversion
effectively through mode-conversion analysis, which is one of the factors of EMI. This
thesis aims to improve EMI issues in signal transmission system and enhance hardware
security of the cryptographic module when secret information leaks outside the module
via common-mode current through the power cable. The author achieved both goals by
suppressing mode conversion at the interface where the cable (communication/power)
connects with the PCB. In this thesis, the author focuses on the following two points to
solve the EMI and security issues:

(A) Mode conversion at the connector section due to imbalance difference between cable
and connector section.

(B) Secret information leakage outside the cryptographic module via the common-mode
current in a power cable.

The main objective of this thesis is to achieve (A) and (B). Therefore, a concrete
method was proposed for each point to realize (A) and (B). Chapter 3 proposed an
imbalance matching method to solve (A), and Chapter 4 applies the mode conversion
suppression technique at the discontinuity point on the power delivery network (PDN)
for enhancing hardware security to solve (B).

In Chapter 2, modal-equivalent circuit model is used to analyze mode conversion at the
connector section that connects the cable with the PCB. The parameter, h, is known as
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the imbalance factor, represents the degree of imbalance of a transmission line. When two
transmission lines with different imbalance factors are connected, mode conversion occurs
at the interface that causes EMI issues in transmission line, and information leakage from
the cryptographic module. The modal-equivalent circuit model assumes that the mode
conversion electromotive force is proportional to the product of imbalance difference,
Ah and the normal-mode voltage, V,. However, mode conversion can be suppressed by
reducing Ah based on imbalance matching between two transmission line or reducing
Vi at the discontinuity point on PDN. Based on modal-equivalent circuit model, (A) is
achieved in chapter 3, by reducing Ah, and (B) is achieved in chapter 4 by reducing V;,.

Chapter 3 solved point (A). When an STP cable is connected with a PCB via an
Ethernet (RJ45) connector, mode conversion occurs at the connector section due to their
structural difference that causes the difference in the imbalance factor of the transmis-
sion line. This chapter treats two common modes, and the secondary-common mode of
the two is recognized as a significant factor of EMI issues in signal transmission line.
Suppressing the mode conversion with the secondary-common mode at the Ethernet con-
nector improved EMI issues in signal transmission line. To verify the above idea, mode
conversion is suppressed at the connector section based on imbalance matching with the
cable section. The inadequate shielding around the connector section causes imbalance
difference with the cable section and result in mode conversion at the connector section.
The author improved the footprint of female connector by placing a copper layer on the
PCB surface, and the inadequate shielding at the edge of the connector section by sol-
dering and wrapping it with copper tape. The imbalance matching is achieved with the
improvement around the connector section, and results in the suppression of the mode
conversion. The approach is evaluated by comparing the circuit simulation result with
the measurement result by using mixed-mode S-parameters as an evaluation index. The
simulation result showed that mode conversion is reduced by improving the footprint of
the female connector on the PCB surface. It is also observed that the measurement result
obtained with the VNA (vector network analyzer) measurement agrees well with the sim-
ulation results. Therefore, the effect of the shield-improved connector with an improved
footprint of female connector on mode conversion suppression at the connector section is
validated experimentally and numerically to improve EMI issues in signal transmission
line.

Chapter 4 solved point (B). Secret information can leak via common-mode current
in a power cable that delivers power to a cryptographic module, enabling attackers to
eavesdrop from a remote location. The secret information initially leaks as normal-mode
noise from the cryptographic module, and then mode conversion conveys this secret in-
formation as side-channel information from the normal-mode noise to the common-mode
current at the connector section where the imbalance factor between the power cable and
the trace on a power delivery network (PDN) is discontinuous. This common-mode cur-
rent is generated due to mode conversion and flows through a power cable as side-channel
information. We apply the mode-conversion suppression technique at the discontinuity
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point on a PDN to reduce the common-mode current as a side-channel attack (SCA)
countermeasure. We place a capacitor at the discontinuity point of an imbalance factor
between the trace and the ground layer of the module to suppress mode conversion by
reducing normal-mode voltage, V;. Therefore, the common-mode current in a power ca-
ble is also reduced and should enhance SCA resistance of the cryptographic module. To
enhance hardware security, this work evaluates the effectiveness of the mode-conversion
suppression technique by analyzing the reduced common-mode current with correlation
power analysis (CPA). The CPA result shows that correlation values were decreased with
the capacitor at this discontinuity point. The experimental result also shows that the
number of key bytes disclosed decreases with the mode conversion suppression technique.
Therefore, the impact of the mode conversion suppression technique by reducing the value
of V, at the discontinuity point is experimentally validated to enhance SCA resistance
when information leakage occurs far from the cryptographic module via the common-mode
current in a power cable.
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Chapter 1

General Introduction

1.1 Background

Electromagnetic compatibility (EMC) is a major problem for the designers of electri-
cal and electronic equipment. These EMC issues include two problems. One is electro-
magnetic interference (EMI) due to undesirable electromagnetic radiated and conducted
emissions from electronic devices, and might affect the operation of other devices and
the device itself. Moreover, the other one is Electromagnetic Susceptibility (EMS), also
known as the immunity of electronic devices. It is essential for every electronic device not
to be affected by the surrounding external electromagnetic environment. Unfortunately,
the electromagnetic environment surrounding the electrical and electronic equipment be-
comes worse than ever because the electromagnetic interference (EMI) is increasing due
to a large amount of conducted or radiated electromagnetic noise.

Along with the increase in EMI, EMI regulation levels of various standards become
stringent. Thus, the design of every piece of electronic equipment should meet the re-
quirement of an acceptable radiated emission level. Several organizations determine this
adequate level of radiated emission. For example, VCCI (Voluntary Control Council for
Interference by Information Technology Equipment) in Japan, FCC (Federal Communi-
cations Commission) in the U.S.A, and CENELEC (Comite European de Normalisation
Electrotechnique) in Europe, etc., which also highlights the importance and urgency of
EMC related issues. If any electronic equipment is found to be higher radiated emis-
sion than the acceptable level, the equipment is not allowed to be sold or manufactured.
Therefore, electromagnetic compatibility (EMC) design to control the EMI becomes in-
creasingly essential.

Hence, to predict and reduce radiated emissions, we should understand the reason for
EMI generation. Common-mode noise is one of the major reason for EMI issues, gener-
ated due to mode conversion at the connector section that connects the cable (communi-
cation/power) with the printed circuit board (PCB). This common-mode noise-induced
due to mode conversion in a printed circuit board (PCB) with attached cables is one of
the significant factors of electromagnetic interference (EMI) issues [1-4] that the electro-
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magnetic emissions from a system interfere with the regular operation of other systems.
Furthermore, Common-mode also becomes a major threat for hardware security as the
secret information leaked outside the cryptographic module via common-mode current.
In order to solve this issue, it is essential to suppress the mode conversion effectively
through mode-conversion analysis. Mode conversion is obtain from the product of mbal-
ance difference, Ah between two transmission line and the normal-mode voltage, V; at
the interface of the power delivery network (PDN) where the power cable connected with
the device. Mode conversion can be suppressed by reducing the value of Ah or the value
of V,,.

The purpose of this thesis is to suppress the mode conversion effectively to solve
the EMI issues in signal transmission system by reducing the value of imbalance factor
difference, and enhance hardware security of cryptographic module by reducing the value
of the normal-mode voltage, V.

1.2 Motivation

Recently, we are entirely dependent on the communication system for communicating
with each other, and for our daily work such as online meetings, online classes, online
shopping, online payment, and many other confidential and non-confidential work. More-
over, the recent world pandemic also forces us to work all of our tasks remotely. Therefore,
it is noticeable that people exchange enormous amounts of information globally by using
communication equipment. For this reason, they use a cell phone, laptop, or desktop as
a communication device and connect them with the internet through different commu-
nication cables. It is observed from the Fig. 1.1 that different communication device is
connected to the internet through the communication cable. LAN cable is widely used
as a communication cable that connects with the communication equipment through an
connector.

The structural difference between the cable section and the connector section causes
imbalance difference and mode conversion occurs at the interface. Therefore, the common-
mode current is generated and flowing through the device. This common-mode current
often causes electromagnetic interference (EMI) issues and interrupts the normal operation
of the system. As a result, it degrades the system performance and causes disturbances to
other systems. Besides, the risk of hardware security attacks due to EMI has increased.
Hardware security (HWS) attacks such as side-channel attacks (SCAs) [5] are concerned
because different electronic equipment is used indoors and outdoors and is open and easy
to access physically. Recently, the vulnerability of CPUs to SCA has been reported [6].

Not only the EMI regulation level of electronic equipment but also SCA resistance
criteria are needed to monitor. Various organizations monitored the SCA resistance level
stringently. Such organizations are IPA (Information-technology Promotion Agency) in
Japan, NIST (National Institute of Standards and Technology) in the U.S. Therefore, it
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Figure 1.1 Communication system for exchange information.

is essential to solve the EMI issues and enhance the hardware security by suppressing
mode conversion at the interface where the imbalance factors are different between two
connected transmission lines.

Therefore, in this thesis work, we have studied the following two issues to solve the
EMI problem in signal transmission line and enhance hardware security of cryptographic
module:

(A) Mode conversion at connector section due to imbalance difference between cable and
connector section.

(B) Secret information leakage outside the cryptographic module via the common-mode
current in a power cable.

The main objective of this thesis is to achieve (A) and (B). If (A) and (B) are ide-
ally achieved, then EMI issues are expected to solve signal transmission line and also
counteract the secret information leakage from outside the cryptographic module. Thus,
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EMI and immunity issues are solved by achieving (A), and enhance hardware security by
achieving (B).

For issue (A)

It is observed from Fig.1.2 that the LAN cable is connected with PCB through an
Ethernet connector. It is observed that the LAN cable is directly connected with the
male connector, and the male connector is connected with the female connector that is
mounted on PCB. The male and female connectors are connected to become a connector
section that connects the LAN cable with PCB. The male and female connector may be
shielded and unshielded, whereas the LAN cable may also be shielded and unshielded.
For achieving (A), we consider a 4-conductor transmission line where shielded LAN cable
is connected with the shielded connector.

Common-mode current
flowing through the PCB Lem— =~ External noise

e

77— viode—

" // conversion ®
]

)
LAN-cable

conhector

CB

(@)

#3
#3
#1 #2
X ) Cable section
Connector section (c)

(b)

Figure 1.2 Noise issues in signal transmission system (a) 4-conductor transmission
line (b) cross-sectional view of the connector section (c) cross-sectional view of the cable
section

Fig. 1.2 (b) and (c) show the cross-section of the Ethernet connector and LAN cable,
respectively. It is noticeable that the structural difference between the cable section and
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the connector section causes imbalance difference at the interface and result in mode con-
version at the connector section. Common-mode current-induced due to mode conversion
in a printed circuit board (PCB) with attached cables, often causes electromagnetic inter-
ference (EMI) issues that the electromagnetic emissions from a system interfere with the
regular operation of other systems. In order to solve the issues, it is important to suppress
the mode conversion at the interface between two transmission line. Mode conversion is
suppressed by reducing the value of imbalance factor difference, Ah or the value of the
normal-mode voltage, V;, at the discontinuity point. To acheive (A), mode conversion is
suppressed by reducing the value of imbalance difference based on imbalance matching
between two transmission lines.

Several models were developed to analyze mode conversion. Two equivalent models
have been proposed in [7] to investigate the mode conversion from differential mode (called
normal mode in this thesis paper) to common mode in PCBs. Such models are commonly
referred to as current-driven and voltage-driven models. The current-driven and voltage-
driven models were experimentally validated by investigating common-mode current on
the attached cables in [2,8]. Many researchers [2,8-12] observed the current-driven model
as a dominant source of radiation emission from PCB with an attached cable between
these two models. In addition, a voltage-driven model was developed to estimate the
radiated emissions from the PCB with the attached cables [13].

On the other hand, the novel model, called the imbalance difference model, was pro-
posed to determine radiated emissions due to common-mode current-induced due to mode
conversion in the trace-board structure having two transmission lines with the structural
difference [14,15]. In the model, the current division factor, also known as the imbalance
factor, was introduced to analyze mode conversion based on the difference in the current
division factor. Then, the model was validated by demonstrating the EMI reduction due
to the guard-traces designing based on the model [16,17].

The imbalance difference model can significantly simplify the mode conversion analysis
focusing on different imbalance factors of the transmission lines but treats only normal-
to-common mode conversion. In [18,19], we introduced a modal-equivalent circuit model
with mode conversion sources for analyzing mode conversion considering common-to-
normal mode conversion as well as normal-to-common mode conversion in a 3-conductor
transmission system. A similar approach for mode-conversion analysis between the two
orthogonal modes is also provided [20,21].

In addition, we first developed the modal-equivalent circuit for a 4-conductor transmis-
sion system to analyze mode conversion among three orthogonal modes of normal mode,
primary-common mode, and secondary-common mode [22]. Tt was elucidated that pigtail
termination of 2-m shielded-twisted-pair (STP) cable affects the mode conversion among
the three orthogonal modes in the 4-conductor transmission system with the STP cable.
However, as far as the balanced cable is used with Ethernet (RJ45) connectors, mode
conversion only occurs between primary- and secondary-common modes. Furthermore,
it was experimentally confirmed in [23] that the improve-shielding around the Ethernet
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connectors achieved imbalance matching with the cable section and result in suppres-
sion of the mode conversion between primary- and secondary-common modes. Then, the
modal-equivalent circuit model for the 4-conductor transmission system is used to evalu-
ate the relationship of mode conversion suppression with the shield improvement around
the connector section quantitatively from the viewpoint of the imbalance matching.

For issue (B)

It is observed from Fig. 1.3 that a power delivery network (PDN) deliver power to
the cryptographic module through the power cable and traces on the module that are
connected through the on-board power connector. The structural difference causes the
discontinuity in the imbalance factor between the cryptographic module and the power
cable on PDN. Therefore, mode conversion occurs, and generates common-mode current,
I.. that flows through the power cable. Attackers can acquire the waveform of the common-
mode current flows through the power cable and analyze with correlation power analysis
(CPA), [24] a primary side-channel analysis method for hardware security attack, such as
side-channel attack (SCA).

During encryption or decryption of those cryptographic modules, secret information
can be leaked as side-channel information [25] via common-mode current in a power
cable [26,27]. If the attacker can retrieve the secret information outside the cryptographic
module via common-mode currents on the connected power cable, it would be a major
threat to hardware security because attackers would access the connected power cables
even if they cannot access the module directly. Therefore, it is essential to suppress mode
conversion at the discontinuity point to reduce common-mode current, and enhance the
hardware security of the cryptographic module. To achieve (B), V; at the discontinuity
point on the PDN, is reduced to suppress mode conversion.

Power trace

_Dlscontlnwt_y due to I, carries secret
imbalance difference information

Mode conversion occurs at

connector section
Connector

section Cryptographic module

Figure 1.3 Information leakage due to mode conversion at the discontinuity point on
the PDN.
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Many articles and research works have been published on side-channel attacks (SCA),
and countermeasures against them by focusing on algorithms and implementation at both
hardware and software levels [25,28,29]. It was reported in [30-34] that the attacker is
able to measure the side-channel information if the attacker has direct access to the cryp-
tographic module. Some research works [26,35-37] proposed countermeasure against SCA
by using a decoupling circuit on the power traces. However, it is always not possible to
acquire side-channel information closely as the cryptographic modules with countermea-
sures such as electromagnetic shielding and tamper-sensing mesh, can prevent attackers
from intruding on their security boundaries. Hence, it is not possible to obtain side-
channel information with such countermeasures. However, if the attacker can access the
side-channel information far from the cryptographic module, it becomes vulnerable to
side-channel attacks. Based on this concept, in [31,32], proposed an attack, known as
electromagnetic analysis (EMA) attack, that is successfully able to measure side-channel
information without close access to the module even if there remains a possibility to ex-
tract secret information due to EM radiation from the cryptographic module. However,
the value of EM radiation is below the value specified in EMC guidelines [38,39]. More-
over, it may increase the probability of extracting the secret information by analyzing the
acquired radiation waves.

We consider here to measure common-mode currents [40] on cables attached to cryp-
tographic modules as shown in Fig. 1.3. It was confirmed in [26,27,41] that the common-
mode current on cables attached to cryptographic modules contains secret information.
It is also known that common-mode current is one of the dominant factors on noise emis-
sions [2,9,42-44]. Therefore, there is a possibility that the signal contains the secret
information can propagate long-distance via common-mode current as of the side channel
information for the attacker. In that case, the attacker in the remote place can acquire
the waveform of common-mode current and analyze its characteristics to reveal the secret
information.

In [26] the author placed a decoupling capacitor near the cryptographic FPGA to
countermeasure against SCA when the secret information leaks outside the cryptographic
module via common-mode current. This method reduces the supply voltage fluctuations
and provides insufficient reduction of common-mode current in a power cable. Therefore,
we need to reduce the common-mode current generated due to mode conversion at the
discontinuity point on the PDN, as shown in Fig. 1.3. A capacitor is placed at this
discontinuity point on PDN of the imbalance factor to reduce the normal-mode voltage,
V. and hence suppressed mode conversion. Therefore, the flow of common-mode current
in a power cable is also reduced, and attackers have less side-channel information to
reveal the secret information. The mode conversion suppression technique is applied at
the discontinuity point on the PDN to enhance hardware security by improving SCA
resistance when information leakages occur far from the cryptographic module via the
common-mode current.
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1.3 Structure of the Thesis

Fig. 1.4 shows the outline of this thesis. The background and motivation of this thesis
are introduced in this chapter. At first, Chapter 2 describes the modal-equivalent circuit
model for analysis mode conversion at the interface where two transmission lines with
different imbalance factors are connected. Chapter 3 proposed an imbalance matching
method at the connector section to improve EMI issues by suppressing mode conversion
at the Ethernet connector. The proposed imbalance matching method is validated by
comparing the experimental result with the simulation result, obtained from the modal-
equivalent circuit model. In chapter 4, the mode conversion suppression technique is
applied at the discontinuity point on the PDN where imbalance factor changes, to enhance
hardware security. Due to mode conversion at this discontinuity point, the common-mode
current flows with the side-channel information through the power cable, and causes secret
information leaks outside the cryptographic module. Finally, Chapter 5 summarizes the
thesis work with a general conclusion.

Chapter 2 explain the modal-equivalent circuit model for analysis mode conversion
in a transmission line. In a transmission line system, mode conversion occurs when two
transmission lines with different imbalance factors are connected. In this case, the current
division factor, also known as the imbalance factor, is used as an imbalance parameter
to evaluate mode conversion. This chapter explains the mode conversion mechanism
for analysis mode conversion at the interface when two transmission lines with different
imbalance factors are connected. Then, the construction of the modal-equivalent circuit
for a 4-conductor transmission-line system is explained. Based on the modal-equivalent
circuit model, we suppressed mode conversion in chapter 3. Finally, we enhanced hardware
security by applying the mode conversion suppression technique at the imbalance factor
discontinuity point in chapter 4.

Chapter 3 proposed an imbalance matching method at the connector section to sup-
press mode conversion by using a modal-equivalent circuit model. There is inadequate
shielding around the connector section, which causes an imbalance difference with the ca-
ble section, and occurs mode conversion at the Ethernet connector. This chapter improved
the footprint of female connector on the PCB structure, and also improved shielding at
the edge of the male and female connectors to accomplish imbalance matching at the con-
nector section. From the viewpoint of imbalance matching at the connector section, the
improvements should make the imbalance factor of the connector section be close to that
of the cable section and suppress mode conversion. The modal-equivalent circuit model
with the imbalance factor of the transmission line is used to estimate mode conversion at
the connector section and improve EMI issues of the signal transmission-line systems. The
improvement based on imbalance matching at the connector section on mode-conversion
suppression was experimentally and numerically validated in this chapter.

Chapter 4 applies the mode conversion suppression technique at the discontinuity
point on the power delivery network (PDN) where the imbalance factor of the power
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cable is different from the imbalance factor of the trace on the cryptographic module,
to enhance hardware security. Mode conversion occurs at the discontinuity point on
PDN where imbalance factor changes, and conveys secret information as side-channel
information from the normal-mode noise to the common-mode current. As a result,
common-mode current with the side-channel information flows through the power cable
and causes information leakage from the cryptographic module. The correlation power
analysis (CPA), one of the most effective analysis methods, is used to analyze the acquired
common-mode current waveform to retrieve the secret information. To enhance the SCA
resistance of the cryptographic module, we reduced the common-mode current on the
power cable by suppressing mode conversion at the discontinuity point. A capacitor at
the discontinuity point should suppress mode conversion by reducing the normal-mode
voltage. Therefore, reduce the flow of common-mode current through the power cable,
and counteract SCA from outside the module. This method is validated experimentally
in this chapter.
Chapter 5 concludes this thesis with a summary of the key points.
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Chapter 2

Mode Conversion Analysis by using
Modal-equivalent Circuit Model

2.1 Introduction

This chapter will discuss the mode conversion mechanism for analysis mode conversion
by using modal-equivalent circuit model. When two transmission lines with different
imbalance factors are connected, mode conversion occurs at the interface. The common-
mode current generated due to mode conversion often causes electromagnetic interference
(EMI) issues and interfere with the normal operation of other systems. Furthermore,
the generated common-mode current also enhance the risk of secret information leakage
outside the cryptographic module. To solve the EMI issues in signal transmission line and
security issues in cryptographic module, it is essential to suppress the mode conversion
effectively through mode-conversion analysis by using modal-equivalent circuit model.

At first, we will define the parameter, h, current division factor (also known as im-
balance factor) [14,15] to represent the degree of imbalance of a transmission line. Then,
we will define mode conversion that causes EMI in signal transmission systems and infor-
mation leakage from the cryptographic module. In this section, we will also describe the
factor that is responsible for mode conversion.

Section 2.4 will describe the mode conversion mechanism for analysis mode conver-
sion at the connector section that connects the cable (communication/power) with the
printed circuit board (PCB) by using modal-equivalent circuit model. However, mode
conversion can be suppressed by matching the imbalance factor between two transmission
lines as well as by reducing normal-mode voltage and common-mode current at the dis-
continuity point on power delivery network (PDN). Then, we describe the construction
of the modal-equivalent circuit model by inserting voltage-controlled voltage source and
current-controlled current source at the mode conversion point with the parameter h.

Section 2.5 will describe the modal-equivalent circuit model to mitigate the EMI issues
in the signal transmission system by suppressing mode conversion at the connector section
that connects the shielded-twisted-pair (STP) cable with the PCB. Furthermore, the

11
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modal-equivalent circuit model is used to enhance hardware security by reducing the
normal-mode voltage, V; at the discontinuity point on the power delivery network (PDN).

2.2 Imbalance Factor of Transmission line

Watanabe et al. [14, 15] introduced the concept of an imbalance factor to quantify
the electrical imbalance of various transmission line configurations. He showed that only
the imbalance factor is not responsible for mode conversion. Instead, it is changes in
imbalance factor between transmission lines that facilitate this mode conversion.

2.2.1 Definition of Imbalance Factor

Current flowing through a transmission line, is divided into two orthogonal mode
current namely, normal mode current and common-mode current. These normal and
common-mode currents of a transmission line is located above the system ground as
shown in Fig. 2.1. As shown in this figure, I, indicates the normal-mode current and I,
indicates the common mode current.

It is observed from this figure that the normal-mode currents flow in one signal line and
return through another signal line. This current flows in opposite direction but always the
same in magnitude. On the other hand, the common-mode currents flows through both
signal lines and return through system ground as shown in Fig. 2.1. This current is flowing
in the same direction through both signal lines but not always the same in magnitude.
It depends on the parameter, known as current division factor is denoted by h. The
parameter h, is also known as imbalance factor, and define as “the ratio of common mode
current flowing through one conductor to total common-mode current of the transmission
line”. This parameter h denotes the degree of imbalance in the transmission line and
determined with the cross-sectional geometry of the transmission line.

The imbalance factor is determined from the capacitances of each conductor to ground.
For example, the imbalance factor, h for two conductor transmission line can be described
in terms of the per-unit-length capacitances as [15],

Chy

h=
Cig + Coq

(2.1)

The capacitance matrix is obtained from the cross section of the transmission line.

2.2.2 Imbalance Factor for Different Transmission Line Struc-
ture

In this section, we described the imbalance factor for some commonly used transmis-
sion line. Some commonly used transmission line with their imbalance factor are given
below:
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Signal line

return line

System ground

Figure 2.1 Current is divided between two orthogonal modes.

Coaxial Cable

The normal-mode current flows inner conductor and inside surface of the outer con-
ductor. All the common-mode current flows on outside surface of the outer conductor.
For this transmission line the value of imbalance factor, h =0.

Balanced Pair Line

The structure is symmetric, so the common-mode current flows equal magnitude on
each line. Thus, imbalance factor for this type of transmission line will be A = 0.5. In my
research work, this type of transmission line is considered for analysis mode conversion
mechanism in Ethernet communication system.

Ideal Microstrip Line (MSL)

An ideal MSL structure has a infinite size ground plane. The mirror current of the
signal traces flows on the ground plane. So, all the common-mode current flows on ground
plane. Thus, in this case the value of imbalance factor, h =0. [17].

Microstrip Structure with a Limited Width Ground Plane

The mirror current of the signal traces almost flows on the ground plane. This current
is not perfect because of the insufficient size of ground plane. So, a part of the common-
mode current flows on the signal trace and rest flows on the ground plane. Thus, the
value of h is between 0 and 0.5.
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2.3 Mode conversion due to Imbalance Difference

The factors that are responsible for mode conversion in the transmission line are
described in this section. Mode conversion often causes EMI issues in signal transmission
systems and information leakage from the cryptographic module. Therefore, we need to
investigate the reason of mode conversion and suppress it effectively to solve both issues.

h, (N P by ) =y (Mg D, D) h, (N, Py ) 2 Ry (R, B )
#1()Conductor 1 ——)Conductor2)  #1() Conductor 1 ———)Conductor 1 )
e
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#2() conductor 2——) Conductor 2) m====p Primary-common mode

#3() Conductor 3 )Conductor 3) m=p Secondary-common mode
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(©

Figure 2.2 Mode conversion occur due to imbalance difference.

When two transmission lines with different imbalance factors are connected, mode
conversion occurs at that interface point. It is observed from Fig. 2.2 that mode conversion
depends on the difference of imbalance factor between two transmission lines. When two
transmission lines with the same imbalance factor are connected, no mode conversion
occurs, and hence simple transmission of signal as shown in Fig. 2.2 (a). However, when
two transmission lines with different imbalance factors are connected, mode conversion
occurs at the interface, as shown in Fig. 2.2 (b). As shown in Fig. 2.2 (b), the imbalance
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Figure 2.3 Factors that causes mode conversion (a) Mode conversion at pigtail termi-
nation (b) Mode conversion at connector section (¢) Mode conversion at the discontinuity
point on PDN.

factor between two transmission lines is different due to their structural difference at the
interface and interrupt transmission of signal. In this condition, the flow of modal currents
is not continuous at the interface, and each mode is affected by other modes, results in
mode conversion at the interface point.

However, for a 4-conductor transmission system, when two transmission lines are sym-
metric in their imbalance factor, mode conversion does not occur with normal mode.
Hence, mode conversion only occurs between primary-common mode and secondary-
common mode, as shown in Fig. 2.2 (c¢). Therefore, chapter 3 investigates mode conversion
under balanced conditions and only considers mode conversion between primary-common
and secondary-common modes.

Fig. 2.3 shows some research work that explains how imbalance difference between two
transmission lines causes mode conversion. It is observed from Fig. 2.3 (a), a pair (Shielded



16 2 Mode Conversion Mechanism...

Twisted Pair: STP) of shielded cable is terminated to ground through pigtail connection,
and mode conversion occurs at the pigtail termination point [22] due to imbalance dif-
ference between the cable and the pigtail termination point. In my previous work [23],
as shown in Fig. 2.3(b), mode conversion occurs at the connector section that connects
the cable with the PCB through an Ethernet connector. Mode conversion occurs at the
connector section due to the difference in imbalance factor between the cable section and
the connector section. In this case, we improved shielding around the connector section
for imbalance matching between the cable section and the connector section that reduces
the value of imbalance difference and suppress mode conversion. The modal-equivalent
circuit model for the 4-conductor transmission line is used to evaluate the mode conver-
sion suppression at the connector section quantitatively from the viewpoint of imbalance
matching.

Mode conversion also occurs at the discontinuity point on power delivery network
(PDN), where the power cable connects with the trace on the cryptographic module
through an on-board power connector, as shown in Fig. 2.3(c). Due to the imbalance
difference between the cable and the trace, mode conversion occurs at the discontinuity
point on PDN and generates common-mode current that flows through the power cable
and causes information leakage [26,27,41]. Therefore, to enhance hardware security in the
cryptographic module, it is essential to countermeasure against information leakage by
suppressing mode conversion at the discontinuity point on the PDN. In this case, we mount
a capacitor at the discontinuity point between the power line and the GND to reduce the
normal-mode voltage, V;, and result in suppression of mode conversion. In Chapter 4, we
investigate the hardware security enhancement based on the mode conversion mechanism.
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2.4 Modal-equivalent Circuit Model for Analysis Mode
Conversion

This section described about the mode conversion mechanism for 4-conductor trans-
mission system. Then, described the construction of modal-equivalent circuit model for
4-conductor transmission system to evaluate mode conversion.

Normal mode Common mode
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#3 System ground
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Figure 2.4 Orthogonal modes (a) 3-conductor transmission system (a) 4-conductor
transmission system.
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2.4.1 Mode Conversion Mechanism

In this section, at first, we will explain the orthogonal mode of multi-conductor trans-
mission line. The n-conductor transmission system contains (n-1) orthogonal modes
that propagates along the transmission system by keeping the property of orthogonal-
ity. Fig. 2.4 shows the orthogonal modes of a transmission system. Fig. 2.4(a) shows the
orthogonal modes of 3-conductor transmission system that consists of two conductors and
one system ground. Each conductor is named as conductor #1, conductor #2, as shown
in Fig. 2.4(a). 3-condcutor transmission system has two orthogonal modes, normal-mode
and common-mode.

On the other hand, a 4-conductor transmission system consists of three orthogonal
modes: normal mode, primary-common mode, and secondary-common mode. Normal
mode and primary-common mode are the same as the normal mode and common mode
of 3-conductor transmission system, but 4-conductor transmission system has one more
additional common-mode named secondary-common mode. A 4-conductor transmission
systems consist of three conductors and a system ground. Each conductor is named as
conductor #1, conductor #2, and conductor #3 as shown in Fig. 2.4(b).

In normal mode, conductor #1 is the signal line and conductor #2 is the return
line. This mode defines the normal transmission of signal. In primary-common mode,
conductor #1 and conductor #2, are the signal line and conductor #3 is the return line.
This mode defines the imbalance factor, h; from the ratio of the current flowing through
the conductors #1 and #2, which is the signal line and the current flowing these two lines
are defined as I,;, and I, respectively, as shown in Fig. 2.4(b).The primary-common
mode current /,;, and I,» expressed as

I = Ml (2.2)

Ip = (1—h)I, (2.3)

In secondary common mode, conductor #1, conductor #2 and conductor #3, are the
signal line and system ground is the return line. This mode defines imbalance factor
hs and hgz from the ratio of current flowing through conductor #1, conductor #2, and
conductor #3 , which is the signal line and the current flowing these three lines are defined
as I, Iy, and Ig, [22] respectively, as shown in Fig. 2.4(b).

Iy = hol, (2.4)
[s2 == (1 - h2 - hg)fs (25)

Iy = hsl, (2.6)
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The imbalance factors for each orthogonal mode in the 4-conductor transmission sys-
tem can be defined as.

I I (C11 + C12)(Caz + Cs3) — C13(Chra + Ci3 + Cog + Cas)

hy = 2= — = 2.7
! I, I+ Ipo (Ci1 + 2C15 + Co2)Cs3 — (Chz + Ca3)? (2.7)
B — E _ Iq _ Ci + Cia + Ci3 (2.8)

? I Ig + I+ Ig  Ci+ Co+ Cs3+2(Cia + Crz + Cas) .
hy = I _ Iss Cs1 + Czg + Cs3 (2.9)

I Ig + I+ I3 - Chy + Cog + Cs3 4 2(Ca + C3 + Ca3)

Here, the capacitance matrix C of the 4-conductor transmission system is obtained
from the cross-sectional structure of the transmission line and defined as follows.

Cll 012 013
C= 021 022 023 (210)
031 CS2 CS3

where Oij:Oji~

Therefore, the actual voltages and currents of conductors #1, #2, and #3 are denoted
as Vi, I, Vs, I, and V3, I3, respectively. Moreover, V,, I,, V,, I, and V;, I are the
modal voltages and the modal currents, where n, p, and s indicate the normal mode, the
primary-common mode, and the secondary-common mode, respectively. Based on the
mode-decomposition technique [45,46] as describe for 3-conductor transmission system,
the actual voltage and actual current are converted into a modal voltage and modal current
in a 4-conductor system, but the difference with the 3-conductor transmission system is
that the number of elements of the vector and the matrix increases as the number of
conductor increases in 4-conductor system. Therefore, the actual line voltages V' ( Vi, V5,
V3) and the actual line currents I (I, I, I3) are associated with the mode voltages Vi, (
Vi, Vo, Vi) and mode currents I, (1,1, Is) using the mode-conversion matrices T', and
T; [47] as follows:

Vi L—hy—hihs  hy 1| (V4
Vi=1\V| =| —ha—lhhg hs 1| [Vu| = TV, (2.11)
Vs hi —hy —hihs hsg—1 1| [V}
L 1 hy hs I,
[=|L|=|-1 1-h 1-hy—hs| |L| =T, (2.12)

I3 0 -1 hs I

w0
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Figure 2.5 Modal voltage and modal current for transmission line with different im-
balance factor.

where mode conversion matrix T, and T; is written as

1—hy—hihy  hy 1
T.=| —hy—Mhs  hy 1], (2.13)
hi—hy —hihy hs—1 1

1 h h
Ti=|-1 1—h 1—hy—hs|, (2.14)
0 -1 hs

The matrices in equation (2.11) and (2.12) should satisfy the modal orthogonality [48],
ie, (T)TT,=1.

It is observed from Fig. 2.5 that when two transmission lines with different imbalance
factor are connected, mode conversion occurs at the interface. Here, the transmission
line A indicates the cable section and transmission line B indicates the connector section.
In the 4-conductor transmission system, the modal voltage, V,,. and current, I, for a
transmission line with imbalance factor, h,, and the modal voltage, Vi, and current, I,
for a transmission line with imbalance factor, hy, is defined as follows.

‘/na Ina an Inb
Vma = ‘/pa aIma = Ipa 7Vmb = ‘/pb 7Imb = Ipb
V;a Isa V;b Isb
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The orthogonal mode conversion matrix for 4-conductor transmission system is ex-
pressed in the similar way as in 3-conductor transmission system [18,19]. The following
equation shows the mode conversion matrix for 4-conductor transmission system

Vna ‘/nb 1 0 0 Vn
Voal = ThTw |Vin| = | =ARy 1 0 [V, (2.15)
Vea Veb —Ahg, Ahg 1| [V
Ina [nb 1 Ahl Ah2au [nb
Lol = TL Ty || = [0 1 —Ahs| ||, (2.16)
I, Iy, 0 0 1 Iy,

where T, and T, are the mode-conversion matrices of the cable section and T}, and
T;, are those of the connector section.
The coefficient of the mode conversion sources [22] can be written as

Ahy = hip, — hia, (2.17)
Ahg = hay, — haa, (2.18)
Ahg = hg, — hsa, (2.19)
Ahsy = Ahy + hiaAhs, (2.20)
Ahgy, = Ahg + hipAhs, (2.21)

2.4.2 Construction of Modal-equivalent Circuit Model for 4-
conductor Transmission Line

A modal-equivalent circuit is used to analysis mode conversion for the transmission
line containing 4 conductors or less. The modal-equivalent circuit model constructs an
equivalent circuit for the transmission line that represent the existing transmission line.
Furthermore, in the modal-equivalent circuit model, the mode conversion is expressed by
inserting a mode conversion excitation source on each interface. This mode conversion
excitation source is a voltage control voltage source and a current control current source
containing the imbalance factor as parameter. The advantage of the modal-equivalent
circuit is that the mode conversion is estimated only by the current-control current source
and the voltage-control voltage source, and this makes it easy to give reasonable effective
measures. In this section, we describe the construction of modal-equivalent circuit model
for a 4-conductor transmission line in the similar way as in a 3-conductor transmission
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Figure 2.6 Mode-equivalent circuit of a 4-conductor transmission system.

system [19], by inserting mode conversion sources at the interface where two transmission
line with different imbalance factor are connected.

Fig. 2.6 shows the modal-equivalent circuit of a 4-conductor transmission system [22]
obtained from the relationships of equation ( 2.15) and ( 2.16). The mode conversion
sources on Fig. 2.6 are obtained from the product of the modal voltage or modal current
and the difference between the adjacent imbalance factors. The mode conversion sources
are inserted at the interface for each orthogonal mode, as shown in this figure. It is
observed from Fig. 2.6 that,

e In the normal mode, two current sources are inserted as shown in the schematic
at the top of the Fig. 2.6. These sources are obtained by multiplying the primary
common-mode current and the secondary common-mode current with the difference
between the adjacent imbalance factors called the coefficient of mode conversion
excitation source. In this way the normal mode is affected by the primary common-
mode current and the secondary common-mode current.

e In the primary common mode, one current source and one voltage source are inserted
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Figure 2.7 Mode equivalent circuit under condition hi,=hy, = 0.5.

as shown in the schematic in the middle of the Fig. 2.6. In this way, the primary
common mode is affected by the normal mode voltage and the secondary common-
mode current.

e Finally, in the secondary common mode, two voltage sources are inserted as shown
in the schematic at the bottom of the Fig. 2.6. In this way, each mode is affected by
every mode and the mode conversion excitation source influences each other mode
and expresses the mode conversion.

The size of the mode conversion between each mode is determined by the value of
imbalance difference, where the imbalance difference between the normal and primary
common mode is Ahy, between the normal and secondary common mode are Ahs, and
Ahgy,, and between the primary common mode and the secondary common mode is Ahs.

Under balanced condition “h,=h;,=0.5"

In a 4-conductor transmission system, a balanced condition “ hi,=h;,=0.5" holds
when two transmissions #1 and #2 are symmetric in their imbalance factor. In this
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condition, the coefficient of mode conversion excitation source Ah; between normal mode
and primary-common mode become:

hlb == hla; (222)
Ahl - hlb - hla = 0, (223)

Furthermore, under this condition, the imbalance factor hy and hs on the secondary-
common mode must satisfy the following condition [22].
For transmission line A, that is the cable section,

1 — h3a
oo = 5 3 (2.24)
After solve equation (2.24),
hga - (1 - 2h2a) (225)
Similarly, for transmission line B, that is the connector section,
1—nh
hay = — 3b (2.26)
After solve equation (2.26),
hap = (1 — 2hap) (2.27)

Therefore, the coefficient of mode conversion excitation source between normal mode
and secondary-common mode Ahs, is obtained from equation (2.20), (2.25) and (2.27),

Ahga = Ahg—l—hlaAhg = (th—hQa)+O.5(h3b—h3a) = (hgb—hQa)+O.5(1—2h2b—1+2h2a) = 0,
(2.28)
Similarly, for the coefficient of mode conversion excitation source between normal

mode and secondary-common mode Ahg, is obtained from equation (2.21), (2.25) and
(2.27),

Ahgy, = Ahs+hi,Ahg = (hap—h2,)+0.5(hsp—hsa) = (hap—ha2a)+0.5(1—2hg,—142h9,) = 0,
(2.29)

It is observed from the above discussion that, under balanced condition “hia=h1,=0.5

7, the coefficient of mode conversion excitation source between normal mode and primary-
common mode is Ahq, the coefficient of mode conversion excitation source between normal
mode and secondary-common mode Ahs, and Ahg, are all become zero i.e. Ahy = Ahsg,
= Ahg, = 0. Therefore, there remain only the mode conversion sources having Ahg be-
tween the primary-common mode and the secondary-common mode, as shown in Fig. 2.7.
Therefore, in this case, mode conversion only occurs between the primary-common mode

and the secondary-common mode, as shown in Fig. 2.8 and can be evaluated only by the
value of Ahs;.
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It is observed from Fig. 2.8 that under balanced condition hy,=h1,=0.5, mode conver-
sion does not occur with normal-mode. Therefore, under the balanced condition, mode
conversion only occurs between primary-common mode and secondary-common mode that
can be evaluated only by the value of Ahg. It is also observed that mode conversion from
secondary-common mode to primary-common mode causes immunity issues and mode
conversion from primary-common mode to secondary-common mode causes emission is-
sues. In this research work, we investigate this immunity issues and improve the immunity
in signal transmission system by suppressing mode conversion at Ethernet connector.

Normal mode

X %

Primary-common mode Secondary-common mode

»
>

—————3  Immuni L.
v ——>  Emission

Figure 2.8 Mode conversion when imbalance factor hi,=h1,=0.5.
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2.5 Application of Modal-equivalent Circuit Model

This section describes the application of the modal-equivalent circuit model to solve
EMI issues and enhance hardware security. At first, in chapter 3, the EMI issues are solved
by suppressing mode conversion at the connector section based on imbalance matching
between the cable section and connector section that reduces the value of imbalance differ-
ence. Finally, the modal-equivalent circuit model is used to enhance the hardware security
of the cryptographic module by reducing the normal-mode voltage at the discontinuity
point on the PDN.

2.5.1 Mode Conversion Suppressing at Ethernet Connector to
Solve EMI Issues

Mode conversion occurs due to imbalance difference between two connected transmis-
sion lines, causes EMI issues in the signal transmission system. Therefore, it is important
to solve the EMI problem by suppressing mode conversion based on imbalance matching
between two connected transmission lines. Chapter 3 focuses on the Ethernet connec-
tor used to connect the STP cable with the PCB. Mode conversion occurs at Ethernet
connector due to imbalance difference between the cable section and connector section.
We consider a balanced transmission line, and hence mode conversion does not occur
with normal mode under this condition, and only mode conversion between primary and
secondary common modes is dominant.

In Chapter 3, we proposed an imbalance matching method at the connector section
by improve-shielding around the connector section. This will make the imbalance factor
of the connector section, hg;, matched with the imbalance factor of the cable section, hs,
and suppress mode conversion to solve the immunity and emission issues in Ethernet com-
munication. In order to investigate mode conversion suppression, we consider the three
cases described in section 3.3.3. The mixed-mode S-parameter is used as an evaluation
index in this experiment. We investigate mode conversion suppression at the connector
section based on imbalance matching. In order to validate this method, we estimate mode
conversion at the connector section by using a modal-equivalent circuit model that is de-
veloped based on the mode conversion mechanism. Chapter 3 will explain in detail our
proposed imbalance matching method around the Ethernet connector based on the mode
conversion mechanism.

2.5.2 Mode Conversion Suppression Technique to Enhance Hard-
ware Security

In recent years, EMC (electromagnetic compatibility) design has become more im-
portant as EM leakage and manipulation of information are becoming realistic threats
to hardware security. Information leakage from cryptographic IC may occur due to sev-
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eral reasons. Mode conversion at the discontinuity on the power delivery network (PDN)
where imbalance factor changes, is one of the most important reasons. Due to mode con-
version at the discontinuity point, common-mode current flows through the power cable
that contain the side-channel information of the cryptographic IC. An attacker can ana-
lyze the characteristics of the common-mode current and retrieve the information. One
of the most common security attacks is the side-channel attack (SCA), which extract se-
cret information from cryptographic IC by conducting correlation power analysis (CPA),
one of the most popular analysis methods to the waveform of the common-mode current
acquired from the power cable. To counteract SCA, and enhance hardware security, it is
essential to reduce the common-mode current on the power cable by suppressing mode
conversion.

Power cable | Mode conversion | Board
v I
#1 | na b
—] —O o—i —
| |
Normal mode ¥ Ah'Icl ‘ |
#o 1 " o
: N A :
---------------- . ANV S —
w2 o g I,
© N\ o——

Common mode

Figure 2.9 Modal-equivalent circuit for 3-conductor transmission system.

Modal-equivalent circuit model is used to analysis mode conversion mechanism on
PDN of a cryptographic module. To deliver the power to cryptographic FPGA, the
power cable is connected with the trace on the cryptographic module through on-board
connector. Fig. 2.9 shows the model-equivalent circuit of a 3-conductor transmission
system, where a current-controlled current source, Ahl. is inserted to the normal-mode
circuit and a voltage-controlled voltage source, AhV; is inserted to the common-mode
circuit [19] so that the following relationship holds at the interface.

‘/ca = chb - Ahvn; (230)

Lo = Ly — AR, (2.31)

where Ah =hy, - h, is the difference of the imbalance factors between power cable (h,)
and board (hy,), V;, is normal-mode voltage at the connected point of the cable and board,
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I. is the common-mode current flowing through the cable, (Via, Vo) and (Iea, L) are
the modal voltages and modal currents, respectively. The common mode electromotive
force, AV.(=Vip - Vea) is generated by mode conversion at the discontinuity point. The
amount of mode conversion is given by the product of Ah and V,,. Mode conversion can
be suppressed by reducing the value of Ah [23] or by reducing the value of normal mode
voltage V,, [49]. A decoupling capacitor was used to suppress the mode conversion by
reducing the normal-mode voltage at the discontinuity point [49].

Chapter 4 applied the mode conversion suppression technique at the discontinuity
point on PDN where the imbalance difference changes for SCA countermeasure and en-
hance hardware security. We suppressed the mode conversion at the discontinuity point
on PDN by reducing the normal-mode voltage [49]. A capacitor is installed at the discon-
tinuity point on PDN to reduce the normal-mode voltage and suppress mode conversion.
Therefore, the common-mode current with side-channel information is reduced and at-
tackers have less side-channel information to retrive secret key information. Result in
enhancement of SCA resistance. Chapter 4 will explain in detail the countermeasure
method against SCA and enhance the hardware security of the cryptographic module.
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2.6 Conclusion

This chapter describes mode conversion at the interaface where two transmission lines
with different imbalance factors are connected. First, we define the imbalance factor,
h, as the parameter for presenting the imbalance of the transmission line. Second, the
imbalance factor, h, defined as the ratio of common-mode current on the signal lines to
total common-mode current, is used to evaluate mode conversion. We described this in
Section 2.2.

Next, in section 2.3, we define mode conversion that causes EMI issues in signal
transmission line and security issues in cryptographic module. We explained the reason
of mode conversion.

In section 2.4, mode conversion mechanism of a 4-conductor transmission system was
explained. Then, the construction of a modal-equivalent circuit model for a 4-conductor
transmission line was explained for analysis mode conversion. It is evident from modal-
equivalent circuit that mode conversion electromotive force is proportional to the product
of imbalance difference between two transmission lines and the magnitude of normal mode
voltage at the discontinuity point of the imbalance factor. Therefore, mode conversion can
be suppressed by approaching the imbalance difference close to zero based on imbalance
matching between two transmission lines or by approaching the normal mode voltage close
to zero at the discontinuity point where imbalance factor changes.

In section 2.5, the EMI issues of the signal transmission system and the hardware
security of the cryptographic module were solved by suppressing mode conversion based
on the mode conversion mechanism.






Chapter 3

Mode Conversion Suppression at
Connector Section based on
Imbalance Matching

3.1 Introduction

When an STP cable is connected with a printed circuit board (PCB) via an Ether-
net (RJ45) connector, mode conversion occurs at the connector section due to imbalance
difference between the cable section and the connector section. Common-mode current-
induced due to mode conversion at Ethernet connector often causes electromagnetic in-
terference (EMI) issues in the signal transmission system. This EMI interferes with the
normal operation of other systems. In order to suppress EMI below a prescribed level, it
is essential to suppress the mode conversion at the Ethernet connector. It is described in
chapter 2 that the mode conversion amount is evaluated from the product of the imbalance
difference and the normal-mode voltage. Therefore, mode conversion can be suppressed
by reducing the value of imbalance difference or the value of the normal-mode voltage.
For the signal transmission system, the mode conversion is suppressed by reducing the
value of imbalance difference that is expected to obtain by matching the imbalance factor
between the cable section and the connector section. This chapter proposed an imbalance
matching method at the connector section for reducing the value of imbalance difference.
Therefore, mode conversion is suppressed at the connector section and solves the EMI
issues in the signal transmission system.

In recent years, several researchers have proposed various methods to suppress the
mode conversion by matching the imbalance factor between two transmission lines. It is
observed in [50] that an unbalanced structure in the differential interconnection on the
PCB causes mode conversion because of the PCB design [51], mismatch of two trace
lengths in a differential line [52], and design of the ground plane. The author proposed a
differential line structure to suppresses mode conversion at GHz range by matching the
trace width and ground proximity. Then, in [53], the author showed that the mismatch of

31
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two trace lengths in a differential line and the asymmetric ground via configurations causes
imbalance difference and results in mode conversion. The author proposed a changing
ground via configuration to achieve imbalance matching and result in suppression of mode
conversion. Then, the authors in [54] proposed the mode conversion suppression method
by adding a shunt capacitor between the single line and the ground.
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Figure 3.1 Analysis of mode conversion at the connector section of a 4-conductor
transmission line (a) side view (b) top view.

Imbalance difference occurs due to line imbalance [20,55] and imbalance in the ter-
minal networks [56] (termination imbalance) that was analyzed in [21]. It was described
in [57] that a balanced transmission line terminated with unbalanced loads as well as man-
ufacturing uncertainty [58], adjacent structures [20], or special design [59] causes balance
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state mismatch of the transmission line and occurs mode conversion. Another reason [60]
for imbalance difference in the transmission line, is the connection between the coaxial
cable and pigtail structure. It was also shown in [61] that pigtail has a dominant role in
the coupling, crosstalk, common-mode radiation emission causes due to mode conversion.
The mathematical model of the common-mode radiation from a shielded cable caused by
the pigtail was studied in [62,63]. Pigtail connections cause discontinuity in the transmis-
sion line resulting in mode conversion. Then our research group [22] also investigated that
pigtail termination of 2-m shielded-twisted-pair (STP) cable affects the mode conversion
in the 4-conductor transmission line. The matching imbalance factor suppressed mode
conversion at pigtail termination.

This chapter investigates mode conversion at the Ethernet connector different from
pigtail termination case [22], which connects STP cable with the PCB. Fig. 3.1 shows
the cascade connection between two transmission lines with different imbalance factors,
where transmission line A is the STP cable, and transmission line B is the Ethernet
(RJ45) connector. Fig. 3.1(a) shows the side view, and Fig. 3.1(b) shows the top view
of the transmission system. It is observed that the male connector is connected with the
STP cable, and the female connector is mounted on the PCB. The male connector and
the female connector are connected to become one connector that connects the cable with
the PCB. It is also observed from this figure that the imbalance factors hq,, ho., and hg, of
the cable section are not equal to the imbalance factors hiy, hay,, and hgp, of the connector
section, because of the structural difference between two transmission lines. The actual
voltages and the actual currents are continuous at the connector section of the cascade
connection. However, the modal voltages and currents are discontinuous at the connector
section, which causes mode conversion as described in Section 2.4.1.

In this chapter, we improve EMI issues by suppressing mode conversion at the connec-
tor section by making the imbalance factor of the connector section closer to that of the
cable section from the viewpoint of imbalance matching. This imbalance matching method
reduces the value of imbalance difference and suppressed mode conversion. The mixed-
mode S-parameter with normal-mode, primary-common mode, and secondary-common
mode is used as an evaluation index to investigate mode conversion suppression at the
connector section by matching the imbalance factor with the cable section. For analysis,
we use LAN cable and RJ45 Ethernet connector. When all conductors of LAN cables are
modeled, and mode equivalent circuits are created, the number of parameters required is
dramatically increased, resulting in a more complex form. Therefore, we apply a mode
equivalent circuit of four-conductor transmission systems for a pair of STP cables to easily
analyze the mode conversion of LAN cables. The next section describes the replacement
of LAN cable to a 4-conductor transmission line.

This chapter aims to improve EMI issues by suppressing mode conversion at the con-
nector section based on imbalance matching with the cable section so that the value of
imbalance difference is expected close to zero. This work treats two common-modes, and
the secondary-common mode of the two is recognized as a significant factor of EMI issues
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with the emission issues through the STP cable and the immunity issues induced by the
so-called common-mode current. Suppressing the mode conversion with the secondary-
common mode at the Ethernet connector can solve the EMI issues. It is confirmed in
this chapter that the proposed imbalance matching method is expected to suppress mode
conversion at the connector section that is validated through comparing the measurement
and simulation result obtained from the modal-equivalent circuit model that is described
in Chapter 2.

Section 3.2 explainsin detail about the cable and connector used in this experiment.
Then, the proposed imbalance matching method for suppressing mode conversion at Eth-
ernet connector is described in section 3.3. Section 3.4 explains the measurement system
and measurement result to evaluate mode conversion suppression at the connector sec-
tion. Finally, section 3.5 estimate the mode conversion amount at the connector section
by using a modal-equivalent circuit model for validating the proposed imbalance matching
method.
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3.2 LAN Cable and Ethernet Connector

In this section, we describe the LAN cables and Ethernet connector used in this
experiment. In this experiment, Cat 7 LAN cable with transmission bandwidth 600
MHz and Cat 5 Ethernet connector with transmission bandwidth 100 MHz is used.
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Figure 3.2 LAN cable for analysis mode conversion in Ethernet commuinication. (a)
LAN cable with 4-pair of STP cable (b) Cross-sectional view of LAN cable (c) Single pair
STP-cable (d) Single STP-cable is considered as 4-conductor transmission line

3.2.1 LAN Cable for analysis Mode Conversion

As observed from Fig. 3.2(a), four pairs of twisted-pair cables are installed on LAN
cables, and the Ethernet standard and LAN cable shielding method and transmission
band are standardized according to ISO/IEC 11801 [64]. Category 7 LAN cables have
four pairs of STP cables plus another shield and a conductor count of 13 conductors.
Therefore, there are three orthogonal modes for each pair of STP cables. Hence, there
are so many orthogonal modes that it is practically impossible to model all conductors
and construct a modal-equivalent circuit.

For this reason, it is necessary to replace the transmission line with five conductors
or more to 4-conductor transmission lines to make the analysis easy and efficient. In a
multi-conductor line, the size of the coupling is determined by the value of the capacitance
between each line.
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In LAN cable, four pairs of STP cables are covered with a single shield. The cross-
section of LAN cable is shown in Fig. 3.2(b). It is observed that there 13 conductors
in the LAN cable, including the shield of each pair of STP cables and the shield of the
cable that covers all pairs of STP cable. In order to make analysis efficient and easy, this
LAN cable can be defined as a single pair STP cable by focusing on the targeted pair
on the LAN cable. All shields have the same potential, so coupling with other cables is
weak, and we can ignore them. Now the STP cable can be viewed as a four-conductor
transmission system that covers two signal lines with a shielding sheath of metal foil as
shown in Fig. 3.2(d).
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Figure 3.4 Ethernet connector of female type (a)unshielded (b)shielded (c) pin config-
uration.

Pair2

12345¢6738

fHang
44 i 31 49 11

2% ,f/
¢

(b) (©

PCB

3.2.2 Etherent Connector for analysis Mode Conversion

Ethernet connectors are called RJ45 connectors and are standardized in ISO/IEC
8877 [65]. The RJ45 connector consists of 8 pins. There are two types of RJ45 connectors:
male and female connectors with both shielded and unshielded. Fig. 3.3 shows the figure
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of Ethernet connector of male type [67,68], and Fig. 3.4 shows the figure of Ethernet
connector of female type [66].

Fig. 3.3(a) shows the unshielded male connector, Fig. 3.3(b) shows the shielded male
connector and Fig. 3.3(c) shows the pin connection of male connector. The eight pins of
the male connector are connected with the LAN cable that contains four pairs of STP
cables. The female connector is commonly called a modular jack. Fig. 3.4(a) shows the
unshielded female connector and Fig. 3.4(b) shows the shielded female connector. The
female connector is mounted on PCB and connects with the differential line on the PCB.
Fig. 3.4(c) shows the pin connection of female connector on the PCB. It is observed from
this figure that eight pins of the female connector are connected with the four pairs of
differential lines on the PCB. As describe in the previous section, we use one pair of STP
cables to avoid complexity in analysis. We use pair 3 of the differential line for analysis
as we use in the cable.

3.2.3 Connection Scenario between LAN Cable and Ethernet
Connector

It is observed from Fig. 3.3 and Fig 3.4 that the pin configuration of the male and
female connector with the conductor number is in order from #1, #2, #3, #4, #5, #6,
#7, #8. And the cable also shows order from #1, #2, #3, #4, #5, #6, #7, #8 as shown
in Fig. 3.2(b). The connection between the cable section pair and connector section pair
is shown in Table 1. For our experiment, we consider pair 3, where pair 3 of the connector
section contains conductor numbers #4 and #5, and pair 3 of the cable section contains
conductor numbers #1 and #2.

Table 3.1 Pair connection between LAN cable and Ethernet connector.

Cable section pair | Connector section pair2
Pair 1 (#3 and #4) Pair 1 (#1 and #2)
Pair 2 (#5 and #6) | Pair 2 (#3 and #6)
Pair 3 (#1 and #2) Pair 1 (#4 and #5)
Pair 4 (#7 and #8) | Pair 1 (#7 and #88)




38 3 Imbalance Matching at Connector Section...

3.3 Improvement around Connector Section for Im-
balance Matching

This section described the proposed imbalance matching method at the connector
section to reduce the value of imbalance difference between the cable section and the
connector section. We improved shielding around the connector section for imbalance
matching between the connector section and the cable section. In fact, we improved the
footprint of the female connector on the PCB surface to accomplish imbalance matching
at the connector section. Furthermore, we improved shielding at the edge of male and
female connector for more improvement. From the viewpoint of imbalance matching at the
connector section, the improvements should make the imbalance factor of the connector
section be close to that of the cable section. Therefore, the value of imbalance difference
is reduced and suppresses mode conversion.

Connector
mounting area

Via connecting copper layer with

No copper pattern on PCB surface PCB GND layer Copper pattern on PCB surface
(a) (b)
L1: Signal Copper layer on PCB surface
PCB
L2: GND
Dielectric layer
L3: GND
L4: Signal
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Figure 3.5 Footprint of female connector (a) original footprint of female connector on
PCB surface (b) improved footprint of female connector on PCB surface (c) cross-sectional
view of PCB layer.
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3.3.1 Improvement of Female Connector Footprint on PCB Sur-
face

Fig. 3.5(a) shows the original footprint of female connector on PCB surface. It is
evident from this figure that the footprint of the female connector on the PCB surface
is insufficient, which seems to cause mode conversion. Therefore, the footprint of the
female connector on PCB surface needs to be improved to match the imbalance factors
between the connector section and the cable section. The footprint of the female connector
is improved by placing a copper pattern below the female connector mounting area, as
shown in Fig. 3.5(b), and connected with the PCB GND layer through vias. The dashed
lines on the improved footprint indicate the female connector mounting position on the
PCB surface, as shown in this figure. The copper pattern is set to 20x20 mm and kept
bigger than the female connector so that it can be firmly soldered around the connector.
IEEE standard [69] did not describe about the footprint of female connector on the PCB
surface. Therefore, our improved footprint of female connector on PCB surface do not
conflict with the IEEE standard [69].
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(b)
Figure 3.6 PCB used in this experiment (a) before improvement (b) after improvement

Fig. 3.5(c) shows the cross-sectional view of the improved PCB where the copper
pattern on the PCB surface is connected with the PCB GND layer through vias. The
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improved PCB pattern will remove the gap between the connector mounting area of the
female connector on the PCB surface and the shield of the female connector. Fig. 3.6
shows the PCB that is used in this experiment. Fig. 3.6(a) and Fig. 3.6(b) shows the
PCB before and after improvement, respectively.

3.3.2 Improvement of Shielding around Connector

N Female connector
<
«-,ﬁ

\>

STP-Cable

/

Gap on edge of Gap on edge of
male connector female connector

Gap between PCB and Front view

female connector

Figure 3.7 Original connector with improved PCB structure.

The inadequate shielding on the PCB surface was improved, as described in the previ-
ous section. However, there remains inadequate shielding at the connector section. This
section describes the improvement of shielding around the connector section for imbalance
matching. This section describes the improvement of shielding around male and female
connectors for imbalance matching. Then describe the cross-section of the connector sec-
tion. This improvement around both connectors improves the imbalance factor at the
connector section.

Fig. 3.7 shows the original shielded Ethernet male and female connector. It is observed
from Fig. 3.7 that the male-type RJ45 connector is directly connected with the STP-
cable, and the female-type RJ45 connector (TE Connectivity /6339160-1) is mounted on
the PCB. The Male and female connectors are connected to become one connector that
connects the STP cable with the PCB. It is noticeable from the figure that there is an
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insufficient shield on the edge of the male connector. Moreover, there is a gap between
the underside of the female connector and the PCB, as shown in Fig. 3.7. It is also
observed from this figure that there remains inadequate shielding on the edge of the
female connectors, which causes mode conversion. The inadequate shielding around the
connector will decrease the value of hgy,.

Female connector

Copper layer on
PCB surface

Top view

Male connector wrapped

with copper tape Copper tape fills gap on
edge of female connector

Soldering fills gap =

Front view

Figure 3.8 Improved shielding around connector.

Fig. 3.8 shows the improved shielding around the connector section. The shielding of
the male connector is improved by wrapping the entire circumference with copper tape
to cover the shield of the STP cable body and the shield of the male connector, as shown
in Fig. 3.8. It is also observed that the gaps between the PCB and the underside of the
connector was filled by soldering, and the gap on the edge of the connector shield was
filled by wrapping the edge of the connector shield with copper foil tape as shown in
Fig. 3.8. The improved shielding around the connector will make the value of hg, close
to hz,.

Fig. 3.9 shows the cross-sectional view at the connector section. Fig. 3.9 (a) shows
the cross-section before improvement and Fig. 3.9 (b) shows the cross-section after shield-
improvement.
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#9(Shield of connector) #9(Improved shielding of connector)

#3 #4 #5 #1 #2 #6 #71 #8 #3 #4 #5 #1 #2 #6 #7 #8

Fra #9(GND of PCB) Fr4 oD of PCE)
30 mm Copper pattern

on PCB surface
\ System Ground \ System Ground

(a) (b)

30 mm

Figure 3.9 Improved shielding around male connector (a) original connector (b)shield
improved connector.

3.3.3 Imbalance Matching Due to Improvement around Con-
nector Section

This section explains the impact of the improvement for imbalance matching at the
connector section. In this experiment, the following three different conditions are evalu-
ated:

Case 1: original connector with original footprint of female connector on PCB surface
Case 2: original connector with improved footprint of female connector on PCB surface

Case 3: shield-improved connector with improved footprint of female connector on PCB
surface

After the improvement of removing the gap at the footprint of the female connector
on the PCB surface as described in Section 3.3.1 (Case 2), the imbalance factor at the
connector section should become larger than that of Case 1, then the difference with hg,
= 1 at the cable section will decrease. After the further improvement of the shielding at
the edge of the connector by soldering and wrapping with copper tape as described in
Section 3.3.2 (Case 3), the imbalance factor at the connector section should become larger
than that of Case 2, then the difference with hs, = 1 will decrease furthermore. Thus, the
magnitude of the mode conversion sources between the primary-common and secondary-

common mode become close to zero, resulting in suppression of mode conversion.
Table 3.2 summarizes the imbalance factors of the STP cable and connector section

obtained from ANSYS Q3D Extractor, a commercial quasi-static 3D electromagnetic field
solver. It is observed from Table 3.2 that the balanced condition holds as hi, = hip=
0.5 and mode conversion does not occur with normal mode. The imbalance factor was
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Table 3.2 Imbalance factors of STP cable and connector section.

Connector section

STP cable Case 1 Case?2 Case3

hia 0.5 | hyp 0.5 0.5 0.5

hoa 0 ho,  0.045  0.017  0.004

hsa 1 hs, 0.910  0.967  0.992
Ahs 0.090  0.033  0.008

calculated by using equations (2.7) to (2.9). The twisted pair cable is covered by a shield,
and the imbalance factor h, of the cable part is hy, = 0.5, ho, = 0 and hg, = 1.

It is also observed from Table 3.2 that the imbalance factor at the connector section,hs,
= 0.910 for Case 1, and the difference with the imbalance factor at the cable section (hs,
= 1) is estimated as Ahg= 0.090, which causes mode conversion at the connector section.
In Case 2, the imbalance factor at the connector section becomes hgz, = 0.967, then the
difference with hs, = 1 is estimated as the decrease from 0.090 to 0.033. In Case 3 after
the further improvement, the imbalance factor at the connector section becomes hs;, =
0.992, then the difference with hs, = 1 is estimated as the decrease from 0.033 to 0.008.

It is noticeable that improvement of the connecter section by focusing on the imbalance
factor results in the reduction of the difference in the imbalance factors between the
connector and cable sections, which leads to a reduction in mode-conversion excitation
according to imbalance matching. Therefore, the proposed imbalance matching method
is expected to validate in the next section.
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3.4 Measurement of Mode Conversion Suppression

In this section, the validation of the imbalance matching method for suppressing mode
conversion at the connector section is carried out with the measurement results. Therefore,
we will first explain the evaluation system to measure the mode conversion amount at
the connector section of a 4-conductor transmission system. Then we will explain the
measurement result for the mixed-mode S-parameter, which is the evaluation index in
this experiment.

Signal line #3 & #6 of Layer 1 connect with
Signal line #3 & #6 of Layer 4

L1:Signal #1 #2 #3 #4 #5 #6 #7 #8
L2:GND
Through hole
L3:GND
L4:Signal
#3 #6
| GND is connected through vias |
(b)

Figure 3.10 Printed Circuit Board (PCB) used for measurement (a) tob view (b)
cross-sectional view.
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3.4.1 Evaluation System

We will explain the measurement scenario to measure the mode conversion at the
connector section and investigate the effect of imbalance matching between the cable and
the connector section on mode conversion suppression. At first, we will explain the PCB
as shown in Fig. 3.10. that is used in this experiment. Then explain the stand as shown
in Fig. 3.11. that is used to hold the PCB above the system ground. Furthermore, finally,
explain the evaluation system as shown in Fig. 3.12, used to measure the mixed-mode
S-parameters to evaluate mode conversion suppression at the connector section based on
imbalance matching as described in the previous section.

Figure 3.11 Stand used to hold PCB above system ground.

Fig. 3.10 shows the printed circuit board (PCB) with the female RJ45 connector
mounted on it to connect the STP cable through a male RJ45 connector. Moreover, four
pairs of twisted pair wires of the STP cable are connected to the differential lines on the
printed circuit board through the female RJ45 connector, as shown in Fig. 3.10(a). These
differential lines are designed with the normal-mode characteristic impedance of 100 €2 to
match that of the STP-cable. In addition, the GND surface of the printed circuit board
is also connected with the system ground through the stand. As a result, the differential
line of the Pair 1, 3, and 4 on the printed circuit board shows the same characteristics of
the normal mode for signal transmission, while the Pair 2 differential lines contain vias in
the path, and the characteristics of the normal mode are degraded compared with other
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differential lines. Therefore, we use pair 3 differential line for experimental measurement
that is connected to STP-cable through Ethernet connector.

Fig. 3.10(b) shows the cross-section view of the PCB used in this experiment. It is
observed from this figure that Layer 1 and Layer 4 are the signal line, and Layer 2 and
Layer 3 are the GND layer that connected through vias. A dielectric layer separates
each layer. This GND layer of this PCB is also connected with the system ground. As
observed, signal lines #3 and #6 are placed on Layer 4, and other signal lines are placed
on Layer 1. The Layer 1 signal line #3 and #6 are connected with Layer 4 signal line #3
and #6 through vias.

Fig. 3.11 shows the stand that is made with an aluminum plate and placed on the
system ground. The stand is connected with the system ground by using copper tape, as
shown in this figure. A square hole of 20mm on each side of the stand connects the LAN
cable to the female RJ45 connector mounted on the PCB. The square hole on the stand
is placed 30 mm above the system ground. The PCB used in this experiment is placed
30 mm above the system ground by placing the PCB on the spacer. Four spacers have
been used on each side, as shown in this figure. The GND layer of the PCB is connected
with the stand through spacers.

Vector network analyzer

Injection
current probe

Stand
Port IV

Port 111

STP cable

Measurement current probe
30 mm 2m

System ground

Figure 3.12 STP-cable system for validation.

Fig. 3.12 shows the STP cable system for validation. The evaluation system measured
mixed-mode S-parameters to evaluate mode conversion suppression at the connector sec-
tion based on imbalance matching. A 2 m long STP cable is placed 30 mm above the
system ground. It is observed that the STP cable is connected with the PCB through an
Ethernet connector. As the STP cable is a 4-conductor transmission line, the PCB is also
defined as a 4-conductor transmission line with two differential lines as conductor#1 and
#2, and the GND layer as a conductor #3. SMA connector is attached on the end of the
differential transmission line where the leftmost end of the differential line is connected
with Port I and Port II of a vector network analyzer (VNA, Agilent Technology/E5071C)
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through coaxial cable. The other end of the differential lines is connected with two 50 €2
termination registers. The two current probes (ETS-Lindgren/94111-1L, 94111-1) clamp-
ing the STP cable are also connected to the VNA for the injection and measurement of
the secondary-common mode.

o— ——o0
Port | Port 111
- - —O
(Signal line 1) (Injection probe)
o— | ———o0
Port Il Port IV
. . O—] O
(Signal line 2) @ (Measurement probe)

Differential line on PCB

o— | —— O
/ Normal mode > Logical Port 2
Logical Port 1 Secondary-common mode
O——— ——— 0
Primary-common mode > Logical Port 3
O— —O
\ (b) Secondary-common mode

Figure 3.13 Port definitions: (a) Ports I to IV in VNA measurement of standard
S-parameters; (b) Logical ports 1 to 3 for evaluation by single-ended mixed-mode S-
parameters.

Fig. 3.13(a) shows the port definition of Ports I to IV in the VNA measurement of
standard S-parameters (8%¢). On the other hand, Fig. 3.13(b) shows the port definition
of Logical port 1 to 3 for evaluation by mixed-mode S-parameters (S™"). Logical port 1
corresponds to two mixed-mode ports of normal mode and primary-common mode. The
conversion from four measurement ports of Port I to IV to four Logical ports 1 to 3 is
carried out by using the following equation [70].

S = M S M (3.1)

where M is defined as
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Table 3.3 Measurement conditions of the vector network analyzer.

Maker /model number | Agilent Technology / E5071C
Start frequency (MHz) 1
Step frequency (MHz) 500
Points (pt) 500
Output power (cBw) -5

(3.2)

The mixed-mode S-parameter Sps2 used for evaluation is obtained by the above
conversion and indicates the transmission characteristic of the mode conversion from
secondary-common mode at Logical port 2 to primary-common mode at Logical port 1.
The subscripts p and s represent primary-common mode and secondary-common mode,
and subscripts 1 and 2 represent Logical ports 1 and 2. Thus, the mode conversion means
that the secondary-common mode is stimulated by injection probe at Logical port 2 (Port
IIT in the VNA measurement), and primary-common mode is observed at Logical port 1
(Port IT in the VNA measurement).

3.4.2 Measurement Result

Measurement results are obtained from the evaluation system described in section
3.4.1. The measurement conditions of the vector network analyzer, which is the measuring
instrument, are shown in Table 3-3. We measure the mixed-mode S-parameter for each
Case to evaluate mode conversion suppression based on imbalance matching. The vertical
dashed line on the graph of the measurement results indicates the frequency, which is
thought to be a half-wavelength resonance of the secondary-common mode obtained from
a distance between stands of the transmission system. The green, blue and red spectra
on the graph of the measurement results indicates the measurement result for Case 1,
Case 2 and Case3, respectively. We obtained 16 mixed-mode S-parameters out of this 4
indicates the reflection characteristics denoted as Suni1, Sppi1, Sss22 and Sgess, and the rest
of 12 indicates the transmission characteristics of mode conversion between each mode of
the 4-conductor transmission system. The measurement was carried out in the frequency
range from 0 to 500 MHz.
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Figure 3.14
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Measured spectra of (a) Suyni1, indicates the refection characteristics

of normal-mode at Logical port 1, (b) Sppi11, indicates the refection characteristics of
primary-common mode at Logical port 1, (c¢) S22, indicates the refection characteris-
tics of secondary-common mode at Logical port 2, and (d) Sgss, indicates the refection
characteristics of secondary-common mode at Logical port 3.

Reflection Characteristics

Fig. 3.14 shows the spectra of mixed-mode S-parameter for reflection characteristics
of each mode. Fig. 3.14(a) indicate the reflection characteristics, Syn11, of normal mode
for Logical port 1, Fig. 3.14(b) indicate the reflection characteristics, Spp11, of primary-
common mode for Logical port 1, Fig. 3.14(c) indicate the reflection characteristics, Sss22,
of secondary-common mode for Logical port 2, and Fig. 3.14(d) indicate the reflection
characteristics, Sgss, of secondary-common mode for Logical port 3. Fig. 3.14(a) and
Fig. 3.14(b) confirmed the transmission of the differential signal through the transmission
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line whereas Fig. 3.14(c) and Fig. 3.14(d) indicates that signal does not transmit through
the current probe. It is observed from this figure that the imbalance matching method
does affect the reflection characteristics of the transmission system as Case 1, Case 2, and
Case 3 show almost the same mode conversion amount. It is noticeable from Fig. 3.14(a)
that the mode conversion amount for Case 2 and Case 3 are the same but shows some
difference with Case 1. Because the same PCB and female connector is used for Case 2
and Case 3 while Case 1 used different PCB and female connector.
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Figure 3.15 Measured spectra of Spyp11( Spn11), indicates the transmission characteristics
of mode conversion between normal-mode at Logical port 1 and primary-common mode
at Logical port 1.

Transmission Characteristics

Fig. 3.15 to Fig. 3.18 shows the transmission characteristics of mode conversion be-
tween orthogonal modes. The dotted curve on the graph indicates the spectra of the
symmetric mixed-mode S-parameter. Fig. 3.15 and Fig. 3.16 shows the spectra of mixed-
mode S-parameter for transmission characteristics of each mode. Fig. 3.15 shows the
spectra of Syp11( Spn11) indicates the mode conversion between normal mode and primary-
common mode. It is observed from this figure that mode conversion amount between the
normal-mode and primary-common mode is about -40 dB, and it remain almost same
for all Case. Fig. 3.16(a) and Fig. 3.16(b) shows the spectra of Sps12( Ssn21) and Sysis(
Ssn31), respectively, indicating the mode conversion between normal mode and secondary-
common mode. It is also observed that the mode conversion amount is at a deficient level
close to the noise floor of the vector network analyzer, and it can be said that the mode
conversion does not occur with normal mode. Moreover, the improvement around the
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connector section for imbalance matching does not affect the mode conversion. There-
fore, it is confirmed from Fig. 3.15, Fig. 3.16(a) and Fig. 3.16(b) that mode conversion
does not occur with normal mode as we explained it in chapter 2.
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Figure 3.16 Measured spectra of (a) Sys12( Ssn21), indicates the transmission character-
istics of mode conversion between normal-mode at Logical port 1 and secondary-common
mode at Logical port 2, and (b) Sps13( Ssns1), indicates the transmission characteristics of
mode conversion between normal-mode at Logical port 1 and secondary-common mode
at Logical port 3.

Fig. 3.17 shows the mode conversion between primary-common mode and secondary-
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Figure 3.17 Measured spectra of (a) Spsia( Ssp21), indicates the transmission character-
istics of mode conversion between primary-common mode Logical port 1 and secondary-
common mode at Logical port 2, and (b) Sps13( Ssps1), indicates the transmission charac-
teristics of mode conversion between primary-common mode Logical port 1 and secondary-
common mode at Logical port 3.
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common mode. Fig. 3.17 (a) and Fig. 3.17 (b) shows the spectra of Spsa( Ssp21) and
Spst3( Ssp31), respectively, indicates the mode conversion between primary-common mode
and secondary-common mode. For investigating the effect of imbalance matching method
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on mode conversion suppression at the connector section, the mixed-mode S-parameter,
Sps12 1s used as an evaluation index in this experiment. It is noticeable from the Fig. 3.17
(a) that all spectra are similar and have peaks at every resonance frequency with the
secondary-common mode. It was experimentally confirmed that Case 3 provides the
most reduction of the three, and Case 2 provides the second reduction as predicted.
Furthermore, it is observed that the reduction from Case 1 to 2 indicates 8-11 dB, and
the reduction from Case 2 to 3 also indicates 8-11 dB, and the reduction is not constant
but almost independent of frequency.

And finally, Fig. 3.18 shows the spectra of Syo3( Sss32) indicates the mode conver-
sion between secondary-common mode of Logical port 2 and secondary-common mode of
Logical port 3. It is noticeable that the improvement around the connector section for
imbalance matching does not affect the mode conversion. Moreover, the dotted line in
the figure indicates the reciprocal value of each mixed-mode S-parameter.

It is noticeable from Fig. 3.15, Fig. 3.16, Fig. 3.17 and Fig. 3.18 that the magnitude
of mode conversion amount for mixed-mode S-parameter Syp11 and Spni1, Sns12 and Ssnar,
Shs1s and Sgnzi, Spsi2 and Sgpar, and Sgo3 and Sg3e are same that also confirmed the
reciprocal properties of the mixed-mode S-parameter.
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Figure 3.18 Measured spectra of Sgo3( Sss32) indicates the transmission characteristics
of mode conversion between secondary-common mode at Logical port 2 and secondary-
common mode at Logical port 3.
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3.5 Estimation of Mode Conversion by using Modal-
Equivalent Circuit Model

This section estimates the mixed-mode S-parameter at the connector section by using a
modal-equivalent circuit model. Then, the validation of the imbalance matching method
for suppressing mode conversion at the connector section is carried out by comparing
the measurement results with the simulation results obtained from the modal-equivalent
circuit model.

3.5.1 Modal-equivalent Circuit Model for Estimating Mode Con-

.
Mode Mode
conversion Connector conversion Mode . ) Mode
i nversion onnector i
section STP-cable conversiol € conversion
sources sources sources section sources
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Figure 3.19 Modal-equivalent circuit for circuit simulation.

To simulate the modal-equivalent circuit shown in Fig. 3.19 based on the measurement
system shown in Fig. 3.12, we used AWR Microwave Office, a commercial circuit simulator.
In the equivalent circuit, the male and female connectors are implemented as one connector
in the same way as the measurement system. As shown in Fig. 3.19, the mode conversion
sources are inserted into four interfaces in the equivalent circuit.

In the circuit simulation, the exact dimensions as used in the measurement system
were provided. In addition, ANSYS Q3D Extractor, a commercial quasi-static 3D elec-
tromagnetic field solver, was used to obtain the values of the modal parameters for Case 1,
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Case 2, and Case 3. Tables 3.2, as described in section 3.3.3, and Table 3.4 summarize the
parameters of the modal-equivalent circuit for Case 1, Case 2, and Case 3, used for simu-
lation. Table 3.4 shows the modal parameters where Z denotes the modal characteristic
impedance, and ¢ denotes the effective permittivity.

Table 3.4 Modal parameters of STP cable and connector section.

Connector section
STP cable Case1l Case?2 Case3
Zna(Q) 10162 | Z,,(2) 142,92 143.12 143.42
Zpa(2)  BL5 | Z,p(2) 128.60 123.16 124.38
Zwo(Q)) 2045 | Zg,(2) 644 53.46  53.53
€na 1.63 €nb 1.63 1.63 1.63
Epa 1.15 Epb 1.07 1.07 1.07
€sa 1.0 Esh 1.0 1.0 1.0

Table 3.5 Coefficient of mode conversion source at connector section.

Casel Case2 Case 3

Ahy 0 0 0
Ahg, 0 0 0
Ahyy, 0 0 0

Ahsz  0.090 0.033  0.008

Table 3.5 summarizes the value of the coefficient of mode conversion sources at the
connector section based on the value of the imbalance factors of the STP cable and
connector section as described in section 3.3.3. The subscripts of a and b represent the
STP cable and the connector section, respectively. The value of the mode conversion
excitation source coefficient is calculated by using the equation (2.17) to (2.21). It is
also observed from Table 3.5 that the value of Ahy, Ahsy, and Ahg, are become zero for
Case 1, Case 2 and Case 3. Hence, it is validated that mode conversion does not occur
with normal mode, and mode conversion only occurs between primary common-mode and
secondary-common mode.

It is observed from the modal-equivalent circuit of Fig. 3.19 that 24 mode conversion
sources are inserted at four interfaces in the equivalent circuit. Under the balanced con-
dition, 16 mode conversion sources in the modal-equivalent circuit become zero, we have
only 8 mode conversion sources in the modal-equivalent circuit for obtaining a simula-
tion result that only depends on the value of Ahz. As described in Section 3.3.3, the
magnitude of the mode conversion sources between the primary-common and secondary-
common mode is approaching to zero, resulting in suppression of mode conversion.

In the modal-equivalent circuit for simulation, the current probes are characterized
by an ideal transformer and the transfer impedance, Zt of the current probes as shown
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in Fig. 3.19.
port impedance are 100€2 and 25¢2, respectively. In the circuit simulation, the frequency

In the equivalent circuit, the normal-mode and primary-common mode

responses of the transfer impedance, Z1 was used from the datasheet of the current probe.

Figure 3.20
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Simulation result of (a) Syu11, indicates the refection characteristics

of normal-mode at Logical port 1, (b) Spp11, indicates the refection characteristics of
primary-common mode at Logical port 1, (¢) Sso2, indicates the refection characteris-
tics of secondary-common mode at Logical port 2, and (d) Ssss, indicates the refection
characteristics of secondary-common mode at Logical port 3.

3.5.2 Simulation Result obtained from Modal-equivalent circuit

Simulation results are obtained from the modal-equivalent circuit as shown in Fig. 3.19.
This simulation result is compared with the measurement result to confirm the validation
of the imbalance matching method. We estimate the mixed-mode S-parameter for each
Case to evaluate mode conversion suppression based on imbalance matching. As shown
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in the simulation result graph, the vertical dashed line is inserted into the graph as in
the measurement results, indicating the half-wavelength resonance frequency with the
secondary-common mode. The green, blue and red spectra on the graph of the simulation
results indicates the simulation result for Case 1, Case 2 and Case3, respectively.

Reflection Characteristics

Fig. 3.20 shows the simulation results of the reflection characteristics of mixed-mode
S-parameters obtained from the modal-equivalent circuit model of each mode. Fig. 3.20(a)
indicate the reflection characteristics of normal-mode, Fig. 3.20(b) indicate the reflection
characteristics of primary-common mode, and Fig. 3.20(c) and Fig. 3.20(d) indicate the
reflection characteristics of secondary-common mode. It is observed from this figure that
Case 1, Case 2, and Case 3 show almost the same mode conversion amount. Therefore,
the imbalance matching method does affect the reflection characteristics, as we observed
from the measurement result. The mode conversion amounts are almost the same between
the measurement result and simulation result. However, some discrepancy was observed
with the reflection characteristics for the secondary-common mode.
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Figure 3.21 Simulation result of Syp11( Spn11), indicates the transmission characteristics
of mode conversion between normal-mode at Logical port 1 and primary-common mode
at Logical port 1.
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Figure 3.22 Simulation result of (a) Sus12( Ssn21), indicates the transmission character-
istics of mode conversion between normal-mode at Logical port 1 and secondary-common
mode at Logical port 2, and (b) Sus13( Ssns1), indicates the transmission characteristics of
mode conversion between normal-mode at Logical port 1 and secondary-common mode
at Logical port 3.

Transmission Characteristics

Fig. 3.21 and Fig. 3.23 shows the spectra of mixed-mode S-parameter for transmission

characteristics between each mode. The spectra of Fig. 3.21 that indicates the mode
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Figure 3.23 Simulation result of (a) Sps12( Sspo1), indicates the transmission character-
istics of mode conversion between primary-common mode Logical port 1 and secondary-
common mode at Logical port 2, and (b) Sps13( Ssps1), indicates the transmission charac-

teristics of mode conversion between primary-common mode Logical port 1 and secondary-
common mode at Logical port 3.

|
500 600

conversion between normal mode and primary-common mode,Syp11( Spni1), shows the
mode conversion amount about -40 dB for Case 1, Case2, Case 3, and it remain almost
same with the measurement result. The imbalance matching method does affect the
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mode conversion amount between normal mode and primary-common mode as the mode
conversion amount for all Case are same. Fig. 3.5.2 (a) and Fig. 3.5.2 (b) shows the spectra
of Shsia( Ssn21) and Shsiz( Ssnz1), respectively, indicates the mode conversion between
normal mode and secondary-common mode. It is confirmed from Fig. 3.21, Fig. 3.5.2(a),
and Fig. 3.5.2(b) that mode conversion does not occur with normal mode as we obtained
from the measurement result.
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Figure 3.24 Simulation result of Sgos( Sss32), indicates the transmission characteristics
of mode conversion between secondary-common mode at Logical port 2 and secondary-
common mode at Logical port 3.

Fig. 3.23 shows the mode conversion between primary-common mode and secondary-
common mode. Fig. 3.23 (a) and Fig. 3.23 (b) shows the mixed-mode S-parameter Sps1a(
Sep21) and Sps13( Ssp31), respectively. It is observed from Fig. 3.23 (a) that all spectra have
a sharp peak at every resonance frequency. Since the imbalance factor is independent of
frequency, the frequency variation in the reduction amounts of mode conversion stays
constant in the frequency range of interest, which indicates 10-11 dB for Case 1 to 2 and
8-9 dB for Case 2 to 3. It is noticeable from this figure that Case 3 provides the most
reduction of the three, as we observed from the measurement result. In the next section,
we validate the imbalance matching method by comparing the measurement result and
the simulation result based on the evaluation index Spg2. Furthermore, the spectra of
Fig. 3.24 show the mode conversion between the secondary-common mode of Logical port
2 and secondary-common mode of Logical port 3. It is noticeable that the improvement
around the connector section for imbalance matching does not affect the mode conversion
amount.

The dotted line in the figure indicates the reciprocal value of each mixed-mode S-
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parameter. It is observed from Fig. 3.21, Fig. 3.5.2, Fig. 3.23 and Fig. 3.24 that the
simulation result obtained from modal-equivalent circuit confirmed the reciprocal prop-
erties of the mixed-mode S-parameter as we confirmed with the measurement result.

3.6 Verification of Mode Conversion Suppression Method
by Comparing Measurement Result with Simu-
lation Result

The validation of the imbalance matching method for improving EMI issues in a
signal transmission line by suppressing mode conversion at the connector section is carried
out by comparing the measurement results with the simulation results. The solid and
dotted spectra on Fig. 3.25 indicate the measurement and simulation result, respectively.
Moreover, the green, blue, and red spectra of this figure correspond to Case 1, Case 2,
and Case 3, respectively. Fig. 3.25 (a) and (b) shows the measurement and simulation
result for 600 MHz and 100 MHz, respectively.

It is observed from this figure that all spectra have a sharp peak at every resonance
frequency. It is noticeable from this figure that there is a good agreement between the
measured and estimated result in the frequency range below 600 MHz. The disagreement
with the measurement results at resonance frequency is at most 5 dB. At most resonant
frequencies, the disagreement is low. It can be ignored compared to the error that may
occur due to the environment of the evaluation system and the values of the parameters
used for simulation.

If we focus on the first resonant point as shown in Fig. 3.25 (b), there is a good
agreement between the measurement and simulation result for Case 2 when we improved
the footprint of the female connector on the PCB surface. The comparison demonstrates
that the improvement of the footprint of the female connector on PCB surface suppresses
mode conversion at the connector section to improve EMI issues in the signal transmission
line. Furthermore, it is also observed from this figure that there is also a good agreement
between measurement and simulation results for Case 3.

Therefore, the comparison of spectra shown in Fig. 3.25 validated that the improve-
ment based on imbalance matching at the connector section makes the imbalance factor
of the connector section closer to that of the cable section and results in the suppression
of the mode conversion.
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3.7 Conclusion

Mode conversion between the secondary-common mode and the primary-common
mode at the connector section becomes problematic, and imbalance factor hs, of the
connector section depends on the structure of the shield that can be evaluated. The
mode conversion amount can be suppressed by reducing the value of Ahz. Therefore, this
chapter proposed an imbalance matching method at the connector section to suppress
mode conversion by matching the imbalance factor of the connector section hgp, with the
imbalance factor of the cable section hsz,.

Due to the inadequate shielding around the connector section, mode conversion oc-
curs because of the difference in the imbalance factor between the connector section and
the cable section. It was observed that the inadequate shielding at the footprint of the
female connector on the PCB surface actually causes mode conversion. Moreover, the
insufficient shield on the edge of both connectors and a gap between the underside of the
female connector and the printed circuit board (PCB) also causes mode conversion. The
improvement of the footprint of female connector on PCB surface and the inadequate
shielding at the edge of male and female connector achieves imbalance matching between
the connector and cable sections. As a result, the application of the improvement based
on imbalance matching at the connector section makes the imbalance factor of the con-
nector section closer to 1, which is the imbalance factor of the cable part and results in
the suppression of the mode conversion.

It was experimentally numearically confirmed that mode conversion is suppressed by
11 dB at the first resonance frequency for Case 2 when improved the footprint of female
connector on the PCB surface. This reduction level is almost the same for the rest of the
resonance frequencies. Furthermore, the validation of imbalance matching for suppressing
mode conversion at the connector section for Case 3 is also achieved by comparing the
measurement results with the simulation results. It was observed that the simulation
result obtained from the modal-equivalent circuit agrees well with the measurement result.

Therefore, the effect of the improvement based on imbalance matching at the connector
section on mode-conversion suppression was experimentally and numerically validated.






Chapter 4

Enhancement of Hardware Security
through Mode Conversion Analysis

4.1 Introduction

Recently leakage and manipulation of information are becoming realistic threats to
hardware security even in consumer products, such as smart cards, server computers,
memory cards, and automated teller machines (ATMs). Methods for attacking crypto-
graphic modules, known as side-channel attacks (SCA), have been developed [25,28] that
can make the cryptographic modules vulnerable.

SCA is a major concern for designers of cryptographic modules that contain software
or hardware implementation of cryptographic algorithms. During encryption or decryp-
tion of those cryptographic modules, secret information can be leaked as side-channel
information, such as through change in power consumption or electromagnetic (EM) radi-
ation [25,28]. Previous research [26,27] confirmed the leakage of secret information outside
a cryptographic module via the common-mode current in power/communication cables
and that this threatens hardware security. In this scenario, an attacker can acquire the
common-mode-current waveform without being in close contact with the cryptographic
module. Therefore, the common-mode current in a power cable is one of the main factors
of unintended EM radiation, and hence, it needs to be reduced to counteract information
leakage.

To reduce the CM current on the power cable, a decoupling capacitor was placed close
to the cryptographic field-programmable gate array (FPGA) [26]. However, while this
technique suppresses supply-voltage fluctuation and act as a standard SCA countermea-
sure as well [26,36], it cannot suppress mode conversion to reduce the common-mode
current. Thus, information leakage remains a possibilty. To enhance the security of the
cryptographic module against SCA, therefore, we need to reduce the common-mode cur-
rent to make the cryptographic module tolerant against SCAs from outside the module.

To enhance the SCA resistance of a cryptographic module if an attacker is at a re-
mote location, we apply the mode-conversion suppression technique at the discontinuity

65
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point on a power delivery network (PDN) where the imbalance factor changes. With
the encryption or decryption operation, the normal-mode noise on a power delivery net-
work (PDN) initially contains the secret information from the cryptographic module.
Due to mode conversion at the interface where the imbalance factor of the transmission
line changes [19], the common-mode current generates. Then mode conversion conveys
the secret information as side-channel information from the normal-mode noise to the
common-mode current. The modal-equivalent circuit model assumes that the common-
mode electromotive force is proportional to the product of the normal-mode voltage at
the discontinuity point where the imbalance factor changes [19] and imbalance difference
between two transmission line. We previously found that a capacitor at the discontinu-
ity point on a PDN suppresses mode conversion and hence that it successfully reduces
common-mode current in a power cable [49]. Therefore, the attacker has less side-channel
information to reveal secret information. In this study, we experimentally investigated the
effect of installing a capacitor at the discontinuity point on mode-conversion suppression,
which can mitigate the threat of a cryptographic secret key being stolen through an SCA.

In this chapter, we validate the mode-conversion suppression technique that places
a capacitor at the connector section to counteract SCAs. Using a cryptographic board
called the side-channel attack standard evaluation board (SASEBO) [71], we confirmed the
reduction of the common-mode current and the normal-mode voltage with the capacitor
placed at the discontinuity point on the PDN. This chapter evaluates the common-mode
current flowing through the power cable by correlation power analysis (CPA) [24], a
primary side-channel analysis method for block ciphers like advanced encryption standard
(AES), and clarifies that the capacitor placed at the connector section, which is the
discontinuity point of PDN where the imbalance factor changes, can enhance hardware
security efficiently by suppressing mode conversion successfully. It verifies experimentally
that the application of the mode conversion suppression technique enhances hardware
security of the cryptographic modules as it improves the SCA resistance when information
leaks via common-mode current.

Section 4.2 explain the generation of common-mode current that is responsible for
information leakage. We also explain the mode conversion mechanism for suppressing
mode conversion by reducing normal-mode voltage, V;, and improved resistance against
information leakage. In section 4.3, we discuss applying the mode conversion suppression
technique at the discontinuity point on the PDN to enhance hardware security. Section
4.4 explained the measurement setup for this experiment. Finally, in section 4.5, the
measurement result and CPA result of the measured waveform of the common-mode
current on the power cable have been explained to validate the countermeasure method
experimentally based on the mode conversion mechanism.
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4.2 Information Leakage via Common-mode Current

This section described the factors that are responsible for information leakage from
the cryptographic module. In this experiment, we focus on the information leakage from
outside the cryptographic module via common-mode current. First, we described the
generation of common-mode current based on the mode conversion mechanism.
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Figure 4.1 PDN of SASEBO-G board from power supply to cryptographic FPGA.

In practice, a cryptosystem is implemented on a physical device. It is very difficult
to break the cryptographic algorithm. However, during cryptographic computations, the
physical devices usually reveal some information in terms of power consumption and time
of computation or electromagnetic leakage. This information is called side-channel infor-
mation. Side-channel attacks (SCA) are among the most powerful attacks where secret
information is extracted from the cryptographic chip or cryptographic system through
measurement and analysis of this side-channel information.

The attacker can acquire the side-channel information by direct access to the cryp-
tographic module [36] or outside the cryptographic module via common-mode current
[26,41,76]. In this experiment we focus on information leakage from outside the crypto-
graphic module via common-mode current. The attacker uses the waveform of common-
mode current on the power cable as the side-channel information to reveal the secret
information. The common-mode current is generated due to mode conversion at the
discontinuity point on the cryptographic module. Therefore, to countermeasure against
SCA when information is leaked outside the cryptographic module, it is essential to under-
stand the generation of common-mode current and reduce it based on the mode conversion
mechanism.

Fig. 4.1 illustrate PDN for delivering power to a cryptographic FPGA through the
cable and traces on the board. The cable is a twisted pair cable and the trace on the
board is a microstrip line connected through an on-board connector and the board is
placed at 25 mm above the system ground. At the connector section, the current division
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factors [14], which quantify the electrical imbalance of a transmission line as the imbalance
factor, of the cable, h,, and the board, hy,, are 0.5 and around 0, respectively, as shown
in Fig. 4.1. The imbalance factor of the cable and the board are obtained from the
capacitance matrices of the transmission lines [14, 15]. The difference in the imbalance
factor Ah reveals the impact of the discontinuity between the cable and trace on mode
conversion.

Mode conversion occurs at the discontinuity point on a PDN and conveys the side-
channel information in the normal-mode noise to the common-mode current. As a result,
the common-mode current flows through the power cable with the side-channel informa-
tion and is thus responsible for information leakage. An attacker can acquire the waveform
of the common-mode current in the cable without being in close contact with a crypto-
graphic module and conduct CPA to retrieve the secret key information [26]. As a result,
security attacks, such as SCAs, become a major concern for hardware security. We need
to reduce the common-mode current efficiently to enhance hardware security. Therefore,
it is essential to suppress mode conversion at the discontinuity point of the imbalance fac-
tor on a PDN to reduce the common-mode current and counteract SCAs. The following
section described the mode conversion suppression technique and explains how a capacitor
at the discontinuity point of PDN suppressed mode conversion by reducing normal-mode
voltage.
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4.3 Mode Conversion Suppression Technique at Con-
nector Section of PDN to Enhance Hardware Se-
curity

In this section, the mode conversion suppression technique is applied at the disconti-
nuity point (connector section) on the power delivery network (PDN) where imbalance
factor changes to enhance hardware security when secret information leaks outside the
cryptographic module via common-mode current. We placed a capacitor at the disconti-
nuity point of PDN to reduce the normal-mode voltage, V;, and hence suppressed mode
conversion. Therefore, common-mode current reduces and enhance hardware security.
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Figure 4.2 Capacitor mounting position on PDN for suppressing mode conversion.
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Figure 4.3 Circuit diagram of PDN based on Fig. 4.2.
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4.3.1 Mode Conversion Suppression Technique to Enhance Hard-
ware Security

In this chapter, we use the mode-conversion suppression technique at the connector
section on the PDN to counteract SCA when information leaks outside the cryptographic
module via common-mode current flowing through the power cable. The amount of
mode conversion at the discontinuity point is given by the product of Ah and normal-
mode voltage V,, [19]. Mode conversion can be suppressed by reducing V; or Ah at
the discontinuity point. In our previous study [49], we used a capacitor to suppress
mode conversion by reducing V;, at the discontinuity point. In this chapter, we applied
the mode-conversion suppression technique we used in that previous study as an SCA
countermeasure.

Fig. 4.2 shows the capacitor-mounting position on the PDN, and Fig. 4.3 shows the
corresponding circuit diagram. The left end and the right end of the circuit diagram
represents the power supply, and the cryptographic FPGA, respectively. “d” and “c¢”
on the circuit diagram indicating the measurement ports of V, and I, respectively. As
shown, several capacitors are mounted on the PDN. The initially mounted capacitors
C7 and C5 are kept on the board so as not to affect the measurement results. The
decoupling capacitor C3 is mounted at “a” close to the cryptographic FPGA [26, 36],
to suppress supply-voltage fluctuations. To confirm the importance of the capacitor-
mounting position to counter SCAs, an additional capacitor, Cy, is also mounted on the
PDN. We investigated the following three conditions:

Reference: C4, C5, and C placed on the PDN
Condition 1: Cf is placed at the connector section with C, Cy, and C}y

Condition 2: C is placed on the board at 20 mm from the connector section with C',
CQ, and 03

Table 4.1 Different measurement conditions.

Capacitor mounting
position Reference | Condition 1 | Condition 2
position "a” Cs Cs Cs
position 7d” Not placed Cx Not placed
position ”b” Not placed | Not placed Cy

Table 4.1 summarized the three different conditions that are used in this experiment.
It is observed from Table 4.1 that C3 is mounted at “a”, close to the cryptographic
FPGA, and the other two capacitor mounting positions “d” and “b” are open, which
corresponds to Reference condition. In condition 1, a capacitor, Cy is mounted at “d”
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Figure 4.4 Real picture of capacitor mounting position on cryptographic module.
(a) Capacitor mounted close to the cryptographic FPGA, (b) Capacitor mounted at the
discontinuity point, (¢) Capacitor mounted on the board 20 mm far from the discontinuity
point.

and Cs3 is mounted at “a” as shown in Fig. 4.2. In this case, the capacitor mounting
position “b” is open. In condition 2, we placed C5 and Cy, and the capacitor mounting
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Figure 4.5 Impedance of capacitor.

position “b” is open, as described in Table 4.1. Fig. 4.4 shows the real picture of capacitor
mounting position on the cryptographic module. In this figure, Fig. 4.4 (a) corresponds to
Reference condition, Fig. 4.4 (b) corresponds to condition 1 and Fig. 4.4 (c) corresponds
to condition 2.

The additional capacitor Cy is a 2012 sized chip capacitor and has the same value of
0.01 uF as C5 placed close to the cryptographic FPGA. The impedance of the capacitor is
shown in Fig. 4.5. It is observed from this figure that the resonance frequency of the chip
capacitor is 28.3 MHz that is higher than the clock frequency of the cryptographic module.
The resonance frequency of the capacitor must be higher than the clock frequency of the
cryptographic module. Otherwise, the side channel information will not contain effective
secret information. Because the cryptographic module starts encryption/ decryption op-
eration at clock frequency, and the side-channel information may contain the secret key
information at this frequency band. The capacitor has its equivalent series inductance
(ESL) of 3.2 nH, and the resistance of 0.17 €.

For Condition 1, Cy is placed at the connector section “d” between the power trace
and ground plane on the board and should reduce V,, more than at any other location on
the board trace. Hence, this location will suppress mode conversion and I, the most. For
Condition 2, Cx is placed on the board at “b” 20 mm from the connector section to
determine the appropriate capacitor-mounting position on a PDN for efficiently reducing
V. and suppressing mode conversion. The noise filter is generally placed close to the noise
source. In this case, the noise source is the cryptographic FPGA; hence, Condition 2 can
be considered an option to reduce the normal-mode noise, not the common-mode noise.
We verified the reduction of I, to counter SCAs by suppressing mode conversion at the
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connector section on a PDN.
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Figure 4.6 Equivalent circuit based on the circuit diagram of Fig. 4.3

Zpower

4.3.2 Reduction of Normal-mode Voltage V;, by Placing Capac-
itor at the Discontinuity Point on the PDN

Fig. 4.6 shows the equivalent circuit based on the circuit diagram of PDN shown
in Fig. 4.3. The equivalent circuit model represents the FPGA is composed with an
equivalent impedance Z; and an equivalent current source Iyuee. Fig. 4.7 represents the
simplified equivalent circuit based on Fig. 4.6. Table 4.2 summarized the parameters of the
equivalent circuit. In this simplified equivalent circuit, the dotted line portion of Fig. 4.6 is
replaced with the Z, and V,, represent Thevenin’s equivalent voltage source of the network
between the FPGA and C; in Fig. 4.6 and the switching noise that caused by FPGA
activity and contains the side-channel information, respectively, Z is the impedance of
the decoupling capacitor Cy, Ly is the ESL of the trace between the two ports ”d” and
"b”, and Ly is the ESL of the trace between the two ports ”b” and ”e”. For condition 1, C
is on Port ”d”, and Port ”b” is open. The normal-mode voltage, V},, at the discontinuity
point at the discontinuity point is expressed by the following equations [49],

Zx

V, ~
Zy+ Zo+jw(Ly + Ly)

Ve, (4.1)

And, for Condition 2, Cy is on Port ”b”, and Port ”d” is open. The equation of the
normal-mode voltage, V,,, is written as,
Zy
Vi~ Ve,
Zx + Ze + JWL2

When we mount a capacitor at the discontinuity point on the PDN, it provides a low

(4.2)

resistance path for the noise because Z, is much lower than the impedance of the power-
line cable. Hence, the normal-mode voltage, V, decreases. When we place Cy at port
“d”, as shown in Fig. 4.7, V,, should reduce the most. When we place Cy at port “b”,



74 4 Enhancement of Hardware Security...

Zcable Zcon d L, L,
—_Cable |——Connector}—Q— YN O YYN—0 1
/@— Cx o[ Cx Z
é_ s 2 v
N .
Figure 4.7 Simplified equivalent circuit.
Table 4.2 Variable in Fig. 4.6 and Fig. 4.7
Variable Meaning
Zpower Internal impedance of power supply
ZCable Characteristic impedance of power cable
ZCon Characteristic impedance of connector on the board
Ly impedance of the decoupling capacitor Cy
Tsource Noise source
L Noise source internal impedance
L ESL of the trace between the two ports ”d” and ”e”
Ly ESL of the trace between the two ports ”d” and ”b”
Lo ESL of the trace between the two ports ”b” and ”e”
Ve Thevenin’s equivalent voltage source
Lo Thevenin’s equivalent impedance

the additional trace length of 20 mm for position “b” includes the additional inductance,
i.e. Ly as shown in Fig. 4.7, which lowers the denominator of equation (4.3) and increase
V,, and prevent the common-mode current, I. suppression. Therefore, a capacitor placed
at the discontinuity point on the PDN should reduce V; than any other location on
the trace line. As a result, the capacitor at this discontinuity point suppressed mode
conversion successfully. Hence, I. should reduces and this decrease will be an effective
countermeasure against SCAs.
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4.4 Measurement Setup

In this section, we describe the measurement setup for measuring the waveform of
normal-mode voltage, V;, at the connector section on PDN where imbalance factor of the
transmission line changes and the common-mode current, I. on the attached power cable.
At first, we explain the cryptographic module that is used in this experiment. Then,
explain the encryption algorithm and power analysis method. And, finally explain the
measurement conditions and setup.

4.4.1 Test Board for Analysis

The targeted cryptographic device used in this experiment is the side-channel standard
evaluation boards (SASEBO) [71]. The SASEBO-G is equipped with two FPGAs, namely
FPGA1 and FPGA2. One is for operating AES encryption processes and the other for
controlling the encryption operation. FPGA1 in the Virtex-1I Pro (xc2vp7), Xilinx is used
for encryption, and FPGA2 in the Virtex-11 Pro (xc2vp30), Xilinx used for communication
and controlled the encryption/decryption operation. Fig. 4.8 shows the appearance of
SASEBO-G. The two FPGAs have independent dedicated GND and Vcc wiring and are
designed so that each power consumption does not influence as much as possible.

As shown in Fig. 4.8(b), though several capacitors are usually mounted on the backside
of the encryption FPGA, in this experiment, they are unmounted for accurate measure-
ment. In this experiment, we mounted capacitor at the discontinuity point on PDN to
get an efficient countermeasure against information leakage. A composite-based AES-128
circuit is implemented on the encryption FPGA as an encryption circuit. This AES cir-
cuit was generated from Verilog-HDL files written at RTL level by a logic synthesis tool
(Xilinx, ISE 10.1). For measuring side-channel traces accurately, the encryption FPGA
has no function other than the AES. Besides, this circuit operates with a clock of 24 MHz,
and needs 3.3 V of power supply.

It is also observed from Fig. 4.8(a) that between the cryptographic FPGA and the
voltage regulator module (VRM), only a common capacitor Cy is permanently mounted
as a decoupling capacitor, and another capacitor, C3 is mounted on the single pair of
pads close to the cryptographic FPGA as shown in Fig. 4.8(a). Between the VRM and
the measurement point, an electrolytic capacitor, C'; is also mounted. We also mount an
additional capacitor, Cy at the discontinuity point between the power trace and ground
layer of the board, on PDN and 20 mm far from the discontinuity point on the board.
We mount the capacitor on the soldering layer as shown in Fig. 4.8(b). In this study,
2012 sized chip capacitor of 0.01 u F as described previously, is used as the decoupling
capacitor C3 close to the FPGA, and as the additional capacitor C at the discontinuity
point and 20 mm far from the discontinuity point.

Fig. 4.9 shows the layer structure of the SASEBO-G board. Fig. 4.9 (a) represent the
layer structure and Fig. 4.9 (b) shown the side view. As shown in Fig. 4.9 (b), SASEBO-G
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Figure 4.8 SASEBO-G board. (a) top layer (b) soldering layer.

consists of 8 layers, the 2nd layer is the GND layer, and the 5th to 7th layers are the power
supply layers. It is observed from this figure that FPGA is connected with VRM through
layer 5. The power connector on the board connects with the VRM through layer 7 and
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Figure 4.9 Layers of SASEBO-G board. (a) Layer view (b) Side view.

GND layer through layer 2 as shown in Fig. 4.9 (b).

4.4.2 Target Encryption Algorithm and Correlation Power Anal-
ysis (CPA)

The advanced encryption standard (AES) is used in this experiment as the targeted
encryption algorithm. AES [72]. AES is a block cipher with a block length of 128 bits,
and the key lengths are 128 bits and 192 bits. The number of rounds of encryption
operation depends on the key length, and the larger the number of rounds, the higher
the security. We choose AES-128 with a key length of 128 bits to focus only on it. AES-
128 is encrypted in 10 rounds of processing as shown in Fig. 4.10. AES first takes an
exclusive logical sum of the input data with the round key and initializes it before the
encryption operation start. When the clock is input, the encryption process for one round
is performed by the Round operation. In addition, the next clock input is the previous
one. The 10 rounds AES-128 encryption process operation takes 10 clock cycles for the
10 cryptographic rounds and another additional clock cycle for data input/output. When
the processing of the 10th round is completed, and the value is the final cipher.
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Figure 4.10 Flow of AES operation.

Side-channel analysis reveals the secret key information of the AES cryptographic al-
gorithm implemented on the cryptographic device by focusing on the final round. The
secret key information is carried outside the module via common-mode current generated
due to mode conversion at the discontinuity point on the cryptographic module. Attackers
observe the waveform of the common-mode current and analyze their variation in mag-
nitude with changes in data values manipulated to obtain secret information. Attackers
perform power analysis on the side-channel information with HD power model. There
are many side-channel analyses method have been developed [5,28, 74, 75]. The timing
analysis [73], simple power analysis, and differential power analysis (DPA) [25] method
are well known to researchers. In this experiment, we focus on the correlation power anal-
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ysis (CPA) [24] method for the advanced encryption standard (AES). Another attacking
method attracting the interest of many researchers is called the fault injection [76] where
an excessive electrical or optical impulse is injected into the cryptographic device to cause
a malfunction as does in direct power injection method [77]. However, this active method
is not discussed in this experiment.

—— —

Osm”oscope ———

Differ%ntial

Figure 4.11 Measurement Setup.

4.4.3 Experimental Setup and Measurement Condition

Fig. 4.11 shows the measurement setup that consists of the SASEBO, a digital oscil-
loscope (DSO-S 104A, Keysight Technologies), DC power supply (PW16-5ADP), current
probe (ETS-Lindgren/94111-1L), differential probe (P6330, Tektronix) and a laptop. In
addition, for accurate measurement of the normal-mode voltage at the discontinuity point
and common-mode current on the power cable, the result was taken as the average of 10
measurements. A passive probe (1161A, Agilent Technologies) was used for trigger ac-
quisition. A laptop computer was used for controlling SASEBO-G operation and the
oscilloscope. Table 4.3 summarized the common parameters for measuring the waveform
of normal-mode voltage, V;, and common-mode current, I.. The measurement equipment
and measurement conditions for this experiment are also summarized in Table 4.4. The
SASEBO-G with AES cryptographic algorithm is used in this experiment as the targeted
cryptographic module is described in the previous section. In this experiment, the AES
algorithm was processed in the cryptographic FPGA with a 128-bit key of (2B 7E 15 16
28 AE D2 A6 AB F7 15 88 09 CF 4F 3C)16.

For CPA and MTD evaluation, we used a random set of plaintext, in which all bits
were changed randomly, and obtained 25000 traces. For the power model, an Hamming
Distance (HD) set between the 9th and 10th rounds with respect to the secret key was
used. The CPA result for the common-mode current on the power cable was obtained
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around the 10th round of AES as the targeted round.

Table 4.3 Common parameters for the measurement of the waveform of V,, and I..

Item Parameter
Plaintext Random (25,000)
Encryption algorithm AES-128
Target round Final (10th) round
Secret key 2B 7TE 15 16 28 AE D2 A6 AB F7 15 88 09 CF 4F 3C
Power model Hamming distance (HD)
Analysis method Correlation power analysis (CPA)
Averaging 10

Table 4.4 Measurement equipment and condition.

DSO-S 104A
Keysight Technologies
Oscilloscope Sampling rate: 1.0 GSa/s
Sample points: 10k

KENWOOD
DC power supply PW16-5ADP
Supply voltage: 3.3 V
Current limit: 0.2 A

Cryptographic devices SASEBO-G
FPGA Virtex-1I Pro, xc2vp7
Clock frequency 24 MHz
Probe for trigger signal Passive probe 1161A
Agilent Technologies
Probe for measurement normal-mode Differential probe
voltage P6330, Tektronix
Probe for measurement common-mode BCI current probe
current ETS-Lindgren, 94111-1L

In this experiment, clock frequency, and the supply voltage for SASEBO-G are ob-
tained through the digital oscilloscope and dc power supply, respectively. The oscilloscope
is mainly used to measure two types of time-domain waveforms: (i) normal-mode voltage
at the connector, and (ii) common-mode current on an attached power cable.

Fig. 4.12 and Fig. 4.13 shows the block diagram for measuring the normal-mode voltage
(Vi) and common-mode current (I..), respectively. The labels “d” and “c” on Fig. 4.12 and
Fig. 4.13 indicating the measurement point for V;, and I.., respectively. It is observed from
Fig. 4.13 that the common-mode current was detected by a current probe and recorded
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Figure 4.12 Measurement diagram for normal-mode voltage, V..

by the oscilloscope at sampling rate of 1.0 GSa/s and with a record length of 1 us. The
probe was located 120 mm apart from SASEBO-G on the system ground as shown in this
figure. For the normal mode voltage, the waveform of V is given by a voltage drop at the
connector and is measured by using a differential probe and recorded by the oscilloscopein
the same way as the common-mode current.
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Figure 4.13 Measurement diagram for common-mode current, /..
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4.5 Measurement Result

This section described the measurement results obtained from the evaluation system
described in the previous section. At first, we measure the normal-mode voltage at the
connector section and common-mode current on the power cable by using the differential
probe and current probe, respectively. Then, we conduct power analysis on the acquired
waveform of common-mode current to reveal the secret key. Finally, we compared 3
conditions as described in section 4.3, to evaluate the proposed countermeasure method
described in Section 4.3.

4.5.1 Measurement of Normal-mode Voltage and Common-mode
Current for different conditions

Fig. 4.14 shows the measured waveform of normal-mode voltage, V,measured at the
connector section between the power line and ground layer of the board for all conditions.
The differential probe detected the normal-mode voltage. Similarly, Fig. 4.15 shows the
output waveforms of the current probe attached to the power cable under the three con-
ditions. The oscilloscope records both waveforms. The red, green, and blue spectra in
Fig. 4.14 and Fig. 4.15 indicate the waveforms for the Reference and Conditions 2 and 1,
respectively. The time origin corresponds to the start time of the encryption process.

8l — Reference
6L — Condition 2
| — Condition 1
4
E 2 o |
s 0 i’.[’.l“ l“ -"llll
g2 AL
-4 |
-6
-8 L | L | L | L | L
-0.2 0 0.2 0.4 0.6 0.8
Time (us)

Figure 4.14 Measured Waveform of nomal-mode voltage, V.

As shown in Fig. 7, the amplitude of V,, and I. decreased most for Condition 1,
confirming that Condition 1 results in less side-channel information leakage for the at-
tacker to retrieve secret information and an enhancement of the SCA resistance of the
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Figure 4.15 Probe output detect the measured waveform of common-mode current, I..

cryptographic module.

It is observed from Fig. 4.14 and Fig. 4.15 that the amplitude of normal-mode voltage
and common-mode current is reduced for Condition 1, confirming that Condition 1 results
in less side-channel information leakage for the attacker to retrieve secret information and
an enhancement of the SCA resistance of the cryptographic module. Table 4.5 summarizes
the measured normal-mode voltage, V;, and common-mode current, I. around the 10th
round. The percentages in parentheses are the reduction ratios of Conditions 1, and 2
relative to that of Reference (100%). It is found that the reduction ratios were almost
the same for the common-mode current and the normal-mode voltage, and Condition
1 had the smallest reduction ratio of the three conditions. This suggests that Cy at
the discontinuity point of the imbalance factor on a PDN can sufficiently reduce V; and
successfully suppress mode-conversion. As a result, the /. flowing in the power cable also
decreases, and this decrease can counter SCAs.

Table 4.5 Different measurement conditions.

Reference | Condition 1 | Condition 2

Normal-mode voltage
Voat “d” (mV) 4.8 (100 %) | 1.5 (31 %) | 3.1 (65 %)
Current probe output
detecting I, at “c¢” (mV) | 11 (100 %) | 3.8 (34 %) | 8.7 (78 %)
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4.5.2 CPA Result

Correlation Power Analysis (CPA) [24] which is one of the power major analysis
method for block cipher like AES, is used for analysis the acquired waveform on common-
mode current, I. to reveal the secret information of the cryptographic module for each
condition, targeting the final round of the AES-128 encryption. We use the waveform
of common-mode currents flowing through the power cable as side-channel information.
Also, for the comparison, we measured the waveform of common-mode currents for three
different conditions as described in Section 4.3. In every condition, 25,000 waveforms were
acquired and analyzed by CPA, targeting the final round of the AES-128 encryption.
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Figure 4.16 Correlation coefficient variation.

Fig. 4.16 shows the correlation coefficient variation obtained from the correlation be-
tween the common-mode current waveforms and the Hamming Distance (HD) power
model based on the CPA method. The red, blue, and green lines on Fig. 4.16 and Fig. 4.17
indicate the measurement results for Reference and Conditions 1 and 2, respectively. The
correlation peaks with the HD power model appears when the 10th round of AES opera-
tion finishs. As seen from Fig. 4.16, the peak correlation values are 0.052 for Reference,
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Figure 4.17 Number of disclosed bytes of secret key.

0.026 for Condition 1, and 0.041 for Condition 2. It is noticeable that the correlation for
Condition 1 is minimum. It is experimentally confirmed that the filtering by mounting
a capacitor on PDN is effective for counteracting SCA and mounting capacitor at the
connector section is most effective for reducing common-mode current and the CPA value
owing to suppressing mode conversion from normal mode to common mode.

Fig. 4.17 shows another result of CPA with respect to all the 256 key candidates for
every byte (16 bytes) and indicates how many plaintexts are required to reveal secret-key
byte. The horizontal axis is the number of plaintexts analyzed using the measured CM
current waveforms. The vertical axis is the number of disclosed key bytes of the 10th
round. It is observed in Fig. 4.17 that 10 bytes out of 16 bytes are disclosed in Reference,
9 bytes in Condition 2, and only 2 bytes in Condition 1 when analyzing all the 25,000
measured traces. This indicates that much more plaintexts are required to reveal secret-
key byte by suppressing mode conversion with a capacitor placed at the connector section.
Thereby, it is confirmed that the mode-conversion suppression technique improves the
SCA resistance of the cryptographic module. Furthermore, the SCA resistance increases
most by installing the capacitor at the discontinuity point.
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4.6 Conclusion

We validated the mode-conversion suppression technique on power delivery network
(PDN) to enhance the hardware security of cryptographic module because secret informa-
tion leak via the common-mode current on the power cable. To reduce the common-mode
current, we use the mode-conversion suppression technique on the basis of our modal-
equivalent circuit model that assumes the common-mode electromotive force is propor-
tional to the normal-mode voltage at the discontinuity point where the imbalance factor
of the transmission line changes. Normal-mode voltage was reduced by placing a capaci-
tor at the connector section on a PDN. As a result, the common-mode current decreased
because of the mode-conversion suppression. Therefore, attackers have less side-channel
information to reveal secret key information.

In addition, the waveforms of the common-mode current were analyzed by correlation
power analysis (CPA), and it was demonstrated that CPA value and number of key
bytes disclosed is decreased with decreasing the normal-mode voltage at the connector
section. When information leakage occurs far from the cryptographic module via the
common-mode current on the power cable, therefore, the impact of the mode-conversion
suppression technique at the discontinuity point with respect to the imbalance factor is
experimentally validated to enhance hardware security.

Therefore, the impact of the mode conversion suppression technique at the disconti-
nuity point on the PDN is experimentally validated to enhance hardware security when
information leakage occurs far from the cryptographic module via the common-mode cur-
rent on the power cable.






Chapter 5

General Conclusion

This thesis aimed to solve the EMI issue in the signal transmission system, and enhance
hardware security of the cryptographic module when information leakes via common-mode
current in a power cable. The author achieved both goals by suppressing mode conversion
at the interface where the cable connects with the PCB. In this thesis, the author focuses
on the following two points to solve the EMI and security issues:

(A) Mode conversion at the connector section due to imbalance difference between cable
and connector section.

(B) Secret information leakage outside the cryptographic module via the common-mode
current in a power cable.

The main objective of this thesis is to achieve (A) and (B). Therefore, a concrete
method was proposed for each point to realize (A) and (B).

In Chapter 2, the author explained the modal-equivalent circuit model for analysis
mode conversion at the connector section that connects the cable with the PCB. The pa-
rameter, h, known as the imbalance factor, is used to explain the degree of imbalance of
the transmission line, and it has an impact on mode conversion between two transmission
lines. When two transmission lines with different imbalance factors are connected, mode
conversion occurs at the interface. The modal-equivalent circuit model is constructed to
evaluate mode conversion. The modal-equivalent circuit has the advantage of estimating
mode conversion by inserting the current-controlled current source and voltage-controlled
voltage source at the interface, which has the parameter of imbalance factor, h. The
modal-equivalent circuit assumes that the mode conversion electromotive force is pro-
portional to the product of the imbalance difference, Ah and the normal mode voltage,
V.. However, mode conversion can be suppressed by reducing Ah or V;. Based on this
concept, (A) is achieved in chapter 3 by reducing the value of imbalance difference, and
(B) is achieved in chapter 4 by reducing the value of the normal-mode voltage.

Chapter 3 solved point (A) by suppressing mode conversion at the connector section
based on imbalance matching between the cable section and the connector section. It
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is observed that under balanced conditions, mode conversion between primary-common
mode and secondary-common mode is dominant, and imbalance factor hg, of the connec-
tor section depends on the structure of the shield that can be evaluated. We proposed
an imbalance matching method at the connector section to suppress mode conversion by
matching the imbalance factor of the connector section, hg, with the imbalance factor of
the cable section, hs,. The inadequate shielding at the footprint of the female connector
on the PCB surface and at the edge of both connectors causes mode conversion because
of the difference in the imbalance factor between the connector section and the cable sec-
tion. The footprint of the female connector on the PCB surface is improved by placing a
copper layer below the female connector mounting area, and the edge of both connectors
is improved by soldering and rapping with copper tape. As a result, the application of the
improvement based on imbalance matching at the connector section makes the imbalance
factor of the connector section closer to that of the cable section and results in the sup-
pression of the mode conversion. It was observed from the measurement and simulation
result obtained from the modal-equivalent circuit that mode conversion is suppressed by
improving the footprint of the female connector on the PCB surface corresponds to Case
2. This reduction level is almost the same for the entire frequencies. Case 3 also validated
the mode conversion suppression at the connector section based on imbalance matching.
The experimental and estimated result also shows that the magnitude of the mode con-
versions between normal mode and primary-common mode, secondary-common mode is
in deficient levels, and mode conversion between primary-common mode and secondary-
common mode is at a high level. This result confirmed the balanced condition as mode
conversion does not occur with normal mode. Under this condition, mode conversion
only occurred between primary-common and secondary-common modes and achieved a
good agreement with the simulation result. Therefore, the effect of the improvement
based on imbalance matching at the connector section on mode-conversion suppression
was experimentally and numerically validated to improve EMI issues.

Chapter 4 solved point (B) by reducing the common-mode current in a power cable
that contains the secret information of the cryptographic module. The imbalance dif-
ference between the cable and the trace at the connector section on the power delivery
network (PDN) gives the discontinuity of the imbalance factor. Common-mode current
is generated due to mode conversion at the connector section on PDN. In order to en-
hance resistance against information leakage from outside the cryptographic module, it
is essential to suppress mode conversion effectively. This chapter applies the mode con-
version suppression technique at the connector section on PDN to enhance side-channel
attack (SCA) resistance. Mode conversion is suppressed by reducing normal-mode volt-
age, V;, at the discontinuity point of PDN. A capacitor is mounted at the discontinuity
point between the power trace and ground layer of the cryptographic module to filter
high-frequency normal-mode noise. As a result, the normal mode voltage, V, at the
connector section is reduced and suppress mode conversion. Therefore, it reduces the
common-mode current on the power cable and results in less side-channel information
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for attackers to reveal the secret information. Waveforms of the common-mode current
on the power cable were obtained under three conditions and analyzed with correlation
power analysis (CPA). CPA results showed that correlation values were decreased when
the capacitor was mounted at this discontinuity point. Therefore, the experimental re-
sult confirmed the improvement of the SCA resistance of the cryptographic module. The
experimental result also shows that the number of secret key bytes disclosed decreases
with the mode conversion suppression technique at the connector section. Hence, the
mode conversion suppression technique at the discontinuity point on the PDN is expected
to improve the SCA resistance of the cryptographic module effectively. Therefore, the
impact of the mode conversion suppression technique was experimentally validated to en-
hance the hardware security when information leakage occurs far from the cryptographic
module via the common-mode current in a power cable.






Appendix A

Mixed-mode S-parameter for 4-port
Netwrok

In this appendix, we investigate mode conversion for 4-port network. In Chapter 3,
mode conversion was investigated by injecting outside noise through current probe. In this
case, we observed the impact of imbalance matching method that proposed and validated
in Chapter 3, without injecting noise. Next section explains the measurement setup for
this experiment.

Vector network analyzer

STP cable

J45 connector
System ground

Figure A.1 Evaluation system for 4-port network.

Evaluation System

Fig. A.1 shows the evaluation system for 4-port network that is almost same as Fig.
3.12 shown in Chapter 3 except the use of current probe. It is observed that the STP
cable is connected to the male connector that connect with the female connector mounted
on the PCB. The measurement setup and condition for the measurement of mixed-mode
S-parameter is same as described in Chapter 3, only change in the port definition. In

93



94 Appendix

this case, port 3 and port 4 is connected to end of the differential transmission line on the
right side PCB instead of connect them to current probe, as describe in Chapter 3. Next
section explained the measurement result obtained from this evaluation system.
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Figure A.2 Reflection characteristics of (a) Normal-mode and (b) Primary-common
mode

Measurement Result

Fig. A.2 to Fig. A.5 shows the measurement result of mixed-mode S-parameter for
3 different cases as described in section 3.3. Measurement results are obtained from the
measurement system shown in Fig. A.1. It is observed that the reflection characteristics
and transmission characteristics of both ports in each mode are almost the same because
of the symmetrical system. The vertical dashed line indicates the frequency to be 1/2
wavelength resonance in the secondary-common mode.

It is observed from this figure that Case 1, Case 2 and Case 3 gives almost the same
mode conversion amount.
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Figure A.3 Transmission characteristics of (a) Normal-mode and (b) Primary-common
mode.
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Figure A.4 Transmission characteristics of mode conversion between normal-mode and
primary-common mode.
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Figure A.5 Reflection characteristics of mode conversion between normal-mode and
primary-common mode.



Appendix B

Mixed-mode S-parameter for
Imperfect Transmission Line

In this appendix, we investigate the mode conversion for imperfect transmission line.
In Chapter 3, mode conversion was investigated for perfect transmission line where both
transmission lines had the same conductor definition. We observed that mode conversion
was suppressed by matching imbalance factor at the interface point of a 4-conductor

transmission system.

Table B.1 Different Combinations.

Connector
Male Female
Imperfect transmisssion line | Combinationsl | STP Shielded | Unshielded
Combinations 2 | UTP | Unshielded | Shielded
Perfect transmisssion line | Combinations 3 | STP Shielded Shielded
Combinations 4 | UTP | Unshielded | Unshielded

Transmission Line Conditions Cable

We divided the transmission line based on the conductor definition as:

Perfect transmission line

Both transmission lines have the same conductor definition as observed in Chapter
3. Therefore, cable and connector section have the same conductor definition. In this
experiment we used 4-conductor that corresponds to Combination 3, and 3-onductor
transmission line that corresponds to Combination 3, as shown in Table B.1. In Combi-
nation 3, one transmission line is STP cable and another one is shielded connector. On
the other hand, in Combination 4, one transmission line is UTP cable and another one is

unshielded connector.
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Imperfect transmission line

In imperfect transmission line, one transmission line is 3-conductor and other trans-
mission line is 4-conductor. It is observed from Table B.1 that in Combination 1, one
transmission line is STP cable and another one is unshielded connector. And in Combina-
tion 2, one transmission line is UTP cable and another one is shielded connector. In this
experiment, we Investigate Combination 1. Next section explains the evaluation system.

Evaluation System

Fig. B.1 shows the evaluation system for Combination 1. It is observed that the
STP cable is connected to the shielded male connector that connect with the unshielded
female connector mounted on the PCB. The measurement setup and condition is same as
described in Chapter 3, only change in the conductor definition. Next section explained
the measurement result obtained from this evaluation system.

Vector network analyzer

Injection
current probe

System ground

S

h hla, h2a, h3a

Connector section Cable section

STP cable

Signal lines

Transmission line B~
|

Transmission line A

System Ground

Shielded male connector

Unshielded female connector

Figure B.1 Evaluation system for imperfect transmission line (Combination 1).
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Figure B.2 Measured spectra of (a) Syni1, indicates the refection characteristics
of normal-mode at Logical port 1, (b) Spp11, indicates the refection characteristics of
primary-common mode at Logical port 1, (¢) S22, indicates the refection characteris-
tics of secondary-common mode at Logical port 2, and (d) Sgas, indicates the refection
characteristics of secondary-common mode at Logical port 3.

Measurement Result

Fig. B.2 shows the spectra of mixed-mode S-parameter for reflection characteristics
of each mode. Fig. B.2(a) indicate the reflection characteristics, Spu11, of normal mode
for Logical port 1, Fig. B.2(b) indicate the reflection characteristics, Spp11, of primary-
common mode for Logical port 1, Fig. B.2(c) indicate the reflection characteristics, Sss22,
of secondary-common mode for Logical port 2, and Fig. B.2(d) indicate the reflection
characteristics, Sg33, of secondary-common mode for Logical port 3.

It is observed from Fig. B.2(a) that the spectra of perfect and imperfect transmission
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line are not same. Although, the measurement result of 4-conductor transmission line
and imperfect transmission line are very close than the result of 3-conductor transmission
line. Fig. B.2(b) showed that the measurement result of 4-conductor transmission line
and imperfect transmission line are almost same.

Fig. B.2(c) and Fig. B.2(d) showed almost same spectra for perfect and imperfect
transmission line.

— Imperfect transmission line (Combination 1) (Sy11)
— Perfect 4 conductor transmission line (STP) (Spp11)
— Perfect 3 conductor transmission line (UTP) (Spp11)
- = = = Imperfect transmission line (Combination 1) (Spn11)
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Figure B.3 Measured spectra of Syp11( Spni1), indicates the transmission characteristics

of mode conversion between normal-mode at Logical port 1 and primary-common mode

at Logical port 1.

Fig. B.3, Fig. B.4, Fig. B.5 and Fig. B.6 shows the spectra of mixed-mode S-parameter
for transmission characteristics of each mode. Fig. B.3 shows the spectra of Syp11( Spni1)
indicates the mode conversion between normal mode and primary-common mode. It is
observed from this figure that mode conversion amount between the normal-mode and
primary-common mode is about -40 dB, for 4-conductor transmission line and imperfect
transmission line, and is about -40 dB, for 3-conductor transmission line.

Fig. B.4(a) and Fig. B.4(b) shows the spectra of Sps12( Ssno1) and Sysiz( Ssns1), re-
spectively, indicating the mode conversion between normal mode and secondary-common
mode. It is also observed that the mode conversion amount is at a deficient level close to
the noise floor of the vector network analyzer, and it can be said that the mode conversion
does not occur with normal mode. Therefore, it is confirmed from Fig. B.3, Fig. B.4(a)
and Fig. B.4(b) that mode conversion does not occur with normal mode as we explained
it in chapter 2.

Fig. B.5 shows the mode conversion between primary-common mode and secondary-
common mode. Fig. B.5 (a) and Fig. B.5 (b) shows the spectra of Spsi2( Sspe1) and
Sps13( Sspa1), respectively, indicates the mode conversion between primary-common mode
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Figure B.4 Measured spectra of (a) Sysia( Ssn21), indicates the transmission character-
istics of mode conversion between normal-mode at Logical port 1 and secondary-common
mode at Logical port 2, and (b) Sys13( Ssns1), indicates the transmission characteristics of
mode conversion between normal-mode at Logical port 1 and secondary-common mode
at Logical port 3.

and secondary-common mode. It is observed from Fig. B.5 (a) that the spectra of the
measurement result for the imperfect transmission line is almost same as perfect (3-
conductor) transmission line up to 140 MHz. At 210MHz and 280 MHz, measurement
result of imperfect transmission line lies between perfect (4-conductor) and perfect (3-
conductor) transmission line. At 350 MHz and 420 MHz, measurement result of imperfect
transmission line is almost same as perfect (4-conductor) transmission line. At high
frequency, measurement result of imperfect transmission line shows better reduction of
mode conversion than perfect (4-conductor) and perfect (3-conductor) transmission line.
We do not know the reason for this phenomena. We need to investigate more to find the
solution.

And finally, Fig. B.6 shows the spectra of Ssoz( Sss32) indicates the mode conver-
sion between secondary-common mode of Logical port 2 and secondary-common mode
of Logical port 3. It is noticeable that the perfect transmission line (3-conductor and
4-conductor) shows almost the mode conversion amount. Moreover, the dotted line in the
figure indicates the reciprocal value of each mixed-mode S-parameter.

It is noticeable from Fig. B.3, Fig. B.4, Fig. B.5 and Fig. B.6 that the magnitude of
mode conversion amount for mixed-mode S-parameter S;p11 and Spni1, Susi2 and Sgor,
Shsiz and Sgnzi, Spsi2 and Sgpo1, and Sgo3 and Sg3e are same that also confirmed the
reciprocal properties of the mixed-mode S-parameter.
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Figure B.5 Measured spectra of (a) Sps12( Ssp21), indicates the transmission character-
istics of mode conversion between primary-common mode Logical port 1 and secondary-
common mode at Logical port 2, and (b) Sps13( Ssp31), indicates the transmission charac-

teristics of mode conversion between primary-common mode Logical port 1 and secondary-
common mode at Logical port 3.
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Figure B.6 Measured spectra of Sgo3( Sss32) indicates the transmission characteristics
of mode conversion between secondary-common mode at Logical port 2 and secondary-
common mode at Logical port 3.
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