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A Study on Improvement of EMI Characteristics and Enhancement of Hardware Security by
A a Suppressing Mode Conversion Based on Imbalance Matching
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The common-mode noise, generated due to mode conversion, is recognized as a major source of radiation from the
cable, and can cause signal-integrity deterioration in Ethernet communication. This common-mode noise is one of the
significant factors of electromagnetic interference (EMI) issues. It degrades the system performance and enhances the
risk of security attacks such as side-channel attacks (SCA) that make secret information vulnerable. In order to mitigate
this EMI issues, it is essential to suppress mode conversion effectively through mode-conversion analysis.

This thesis focus on two key points. One is to solve EMI issue in Ethernet communication by suppression mode
conversion at Ethernet connector based on imbalance matching between the shielded-twisted-pair (STP) cable and the
Ethernet connector. The second one is to improve hardware security of cryptographic module when information leaks
outside the module via common-mode current on the power cable.

To solve the first point, the author focus on imbalance matching at the connector section that connects the STP cable
with the PCB. The inadequate shielding around the Ethernet connector causes an imbalance difference between the cable
and the connector section, resulting in mode conversion at the connector section. The author improved the PCB pattern
below the shielded Ethernet connector by placing a copper layer on the PCB surface, and the inadequate shielding at the
connector section by soldering and wrapping it with copper tape. The improvement around the connector section
achieves imbalance matching, and results in the suppression of the mode conversion. The effect of the improved
shielding around the connector section on mode conversion suppression was validated through circuit simulation and
measurement, as the circuit simulation results obtained from the modal-equivalent circuit model agree well with the
measurement results.

To solve the second point, the author applies the mode conversion suppression technique at the discontinuity point to
enhance resistance against SCA. Secret information can leak via common-mode current on the power cable that delivers
the power to a cryptographic module, allowing attackers to eavesdrop in remote places. A decoupling capacitor is
mounted at the discontinuity point to suppress mode conversion that reduces the common-mode current. The reduced
common-mode current was analyzed using the correlation power analysis (CPA). The CPA result shows that the

decoupling capacitor at the discontinuity point is useful for counteracting SCA when information leaks outside the

cryptographic module via common-mode current.
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