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Abstract

Advance in cloud technologies has brought a new paradigm in the way to share or store

data, the utilization of smart devices, the system in industries, and so on. It would make

individuals and companies easy to keep huge data by outsourcing into their cloud storage.

On the back of this outsourcing, there implicitly exists hidden issues concerning the secu-

rity of privacy-violating information. These backgrounds lead people to use cryptosystems

before outsourcing into the cloud so that the confidentiality of data is preserved. How-

ever, it prevents even data owners to edit, search a keyword, or some kind of arithmetic

operation to the encrypted data in general.

To address this hardness, researchers have devoted much time to studying a cryp-

tosystem allowing operations over the encrypted domain. Such cryptosystems are said to

be functional encryptions, and recently, secure database systems have been developed in

both academia and industry by well combining several types of functional encryptions.

For example, CryptoDB is the first practical database management system (DBMS) that

equips the ability to process an encrypted query so as not to appear plaintexts on the

DBMS server. It is realized by using a proxy server that handles a query from a client to

convert it to the properly encrypted query for carrying out the queried process.

Searchable encryptions (SEs) are the class of techniques that enables a client to publish

various queries for searching a keyword over an encrypted domain to outsource or share

private data securely with a little sacrifice of information leakage. Since the information

leakage can be covered by using another technique so-called oblivious random machine,

SEs have been studied as a useful technique. Therefore, the thesis focuses on a typical

construction of SEs using symmetric-key encryption and proposes two types of SEs.

In detail, the first construction purposes to realize a partial keyword search using a

pseudorandom number generator (PRNG) consisting of trace function and the Legendre

symbol over an odd characteristic field. Though there are conventional approaches for

realizing a partial keyword search, the reason that this thesis aims to construct the par-

tial keyword search is to accomplish both the perfect matching and the partial matching

search with a single query. More precisely, the PRNG uses to build a trapdoor is designed

by focusing on the typical architecture of stream ciphers that we call a nonlinear filter gen-

erator (NLFG). In some previous works, the randomness properties of the target NLFG
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(it is called NTU sequence) such as the correlation and the linear complexity have been

theoretically proven. However, the statistical uniformity concerning the NTU sequence

remains not to be clear though it is an inseparable property of the randomness measure-

ments. Furthermore, another property that occurs for a certain parameter is found after

the observation with respect to the distribution property. Therefore, this thesis begins

by clarifying the distribution property of the NLFG. Then, the other property, a group

structure coincidently induced by the NTU sequences, is proven theoretically. After that,

a partial keyword search technique is proposed. As expected to make the SE possible

to carry out a partial keyword search using the same trapdoor for every substring of the

keyword, the proposed scheme achieves the partial search based on the probabilities.

Furthermore, one more construction is proposed, which achieves the location-based

search that is a novel concept to search a keyword by considering the location of infor-

mation in the matrix type storage. More precisely, the location-based search purposes to

overcome the hardness of conventional schemes that indicates the hardness of searching a

keyword beyond whether it is contained in documents or not. Though such searchability

is required for handling the list of human-related data which can be represented by the

matrix type format, for example, there is no such construction in the previous researches.

Therefore, the first construction of the location-based search is considered in the thesis.

It uses the cyclotomic polynomial over a finite field to embed each entry of information

represented in the manner of m × n matrix. Throughout the security discussion, it is

concluded to be secure in the sense it can be an SE scheme allowing the location-based

search without leaking any additional information to an adversary except the convention-

ally accepted leaks. In addition, the location-based search technique would be expected

to be a new stream in studying the searchable schemes.
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概要

クラウド技術の進歩に伴い，データの共有，スマート端末の利活用，産業におけるシス

テムなどへ大きな変革をもたらしている．これにより，個人や企業が容易に大規模データ

であってもクラウドへ委託保存することで保持できるようになり，その利活用が促進され

る．一方でデータを外部委託保存することには，情報漏洩による個人へのプライバシー

侵害などを誘発する可能性が潜在的に含まれている情報が隠れていることも少なくない．

このような背景に基づき，近年では暗号を用いたデータに関する機密性保持の必要性が一

般的な認識となりつつあるが，典型的な暗号方式では一度暗号化して外部へ委託保存する

と再度ダウンロードして復号しない限り，データの所有者であったとしても操作（編集，

検索，平均算出時の演算など）を行うことができない．

このような利便性と安全性がトレードオフの関係にある状況下で，暗号文のまま処理

を行うことが可能な暗号方式に関する研究が盛んにおこなわれ，そのような暗号方式はと

りわけ高機能暗号と呼ばれている．さらには高機能暗号技術の進歩に伴い，それらを組み

合わせて構成する安全なデータベース (DB: database)の構築が産学双方において活発化

しており，そのようなDBはセキュアデータベース (SDB: secure database)と呼ばれる．

例えば，実用的なデータベース管理システム (DBMS: database management system)とし

てCryptoDBが知られており，その構成はクエリを適切な暗号方式へ変換するProxyサー

バとデータを保持するDBサーバからなっている．これにより，検索等の処理を行うDB

サーバ上で平文が現れることなく暗号化されたクエリを処理する仕組みを実現している．

検索可能暗号 (SE: searchable encryption)は特定の限られた情報が漏洩することを許

容する代わりに，暗号文を復号することなくクライアントにキーワード検索を行うことを

可能とする高機能暗号である．ただし，SEで許容している情報漏洩に関しては oblivious

ramdom access machine(ORAM)と呼ばれる技術を用いることで攪乱させることができ

ることが知られており，SEは実用的な手法として研究されていることから，本研究では

共通鍵暗号系を利用した典型的な SEの構成法に基づき，二つの検索可能暗号方式を提案

する．

詳細には，一つ目の提案手法において奇標数体上のトレース関数とルジャンドル記号

を用いて構成される擬似乱数生成器 (PRNG: pseudorandom number generator)を利用し，

部分一致検索方式を実現することを目的とする．これまでも部分一致検索を実現する方式

は提案されているが，存在し得る各部分文字列に対して一対一対応する異なる検索クエ

リ (トラップドアと呼ばれる)が必要となり，単一のトラップドアによる検索は困難であっ
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た．そこで本研究では PRNGを用いることで完全一致および部分一致検索の双方が単一

のトラップドアで完結するような方式を提案する．

具体的にはトラップドアの生成へPRNGを利用するが，PRNGの中でもストリーム暗

号の典型的な構成例として知られる非線形フィルタ系列 (NLFG: nonlinear filter generator)

を活用する．先行研究において対象とするNLFG(NTU系列と呼ばれる)の相関特性や線

形複雑度と呼ばれる予測困難性は理論的に示されている．一方で，乱数性評価において無

視できない評価項目の一つとして統計的一様性 (分布特性)が知られているが，NTU系列

における分布特性は明らかとなっていない．さらに，分布特性に関する実験的評価を通し

て，特定のパラメータを用いた際にNTU系列同士が群を成す事態が観測された．そのた

め，本研究では部分一致検索方式を提案するにあたり，その構成に用いるNTU系列を評

価することからとりかかり，分布特性，特定条件下での群構造に関する理論的な解析を行

う．その後，NTU系列を用いた部分一致検索方式を提案する．結果として，NTU系列を

用いた構成において，目的としていた単一トラップドアによる検索方式を実現した．

さらに，二つ目の提案手法として，CSVなどの行列形式で表現されるデータにおける

情報の位置を考慮した新たなキーワード検索方式として location-based検索と呼ばれる検

索方式を提案している．従来手法ではキーボードが書類内に含まれているか否かしか検索

することができなかったのに対し，この location-based検索では例えば，CSV内にリスト

形式で記載された情報を特定の行・列に位置する要素に対してピンポイントでの検索を行

うことが可能となる．このような検索概念は先行研究においては見当たらず，本研究が先

駆的なものであると考えられる．その構成には有限体上の円周等分多項式が用いられて

おり，m×n行列として表現した際の各要素に関する情報が円周等分多項式へ埋め込まれ

る．また，本研究を通して，location-based検索法に対する安全性に関しても議論を行っ

た結果，提案手法におけるトラップドアは識別不能性を満たしていると考えらえられ，新

規性の面かも本手法は今後の研究においても開拓的なものとなることが期待できる.
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Chapter 1

Introduction

This chapter begins by introducing the concept of modern cryptography and its goals

by referring to some portions of the classical and the undertaken researches. Further

fascinating history and knowledge of cryptography are obtained by referring to [1, 2], for

example.

1.1 Motivations and taxonomy of cryptographic prim-

itives

The modern cryptography has established on a long and fascinating history which changes

the mechanisms in proportion to advances in the ways of communicating with others.

The simplest and intuitive understanding and the underlying concept of cryptography

and its surrounding applications would be to define a rule for communications between

the persons or associations that are allowed to know the information1. The requirements

of such restrictions on having the secrecy of information throughout a communication

have gradually increased in proportion to the development of internet technologies and

the advances in the computational performances. This section rechecks the taxonomy

of cryptographic primitives and the motivations underlying in cryptography in brief to

introduce the backgrounds and objectives of this thesis.

Throughout the long history of communication technologies, various cryptosystems

have been developed to ensure the secrecy of information exchanged among two or more

parties. Cryptography is the study of mathematical techniques to ensure the security of

information by means of confidentiality, data integrity, entity authentication, and data

origin authentication as described in the following cryptographic goals. Generally speak-

ing, the cryptographic goals of information security objectives are said to be to fulfill the

four frameworks:

1The concept of information will be taken to be an understood quantity.
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Figure 1.1: A taxonomy of cryptographic primitives

1. Confidentiality : is a service of ensuring that data is not made available or disclosed

to unauthorized people or organizations.

2. Data integrity : is a service that addresses the unauthorized alteration of data by

equipping the ability to detect data manipulation by unauthorized parties.

3. Authentication : is a service related to the identification which is applied to both

entities and information itself for ensuring the correctness of parties communicating

with and of information itself.

4. Non-repudiation : is a service that prevents an entity from denying previous commit-

ments or actions when disputes arise due to an entity denying that certain actions

were taken.

Though this chapter cannot cover all of the fundamental cryptographic tools, there are

many inseparable branches of primitive elements as illustrated in Figure 1.1 that works

behind the scenes of various cryptographic applications.

1.2 Whole backgrounds and objectives

In proportion to the development of internet communication technologies (ICTs), various

changes have brought in many systems even in this decade. One of the revolutions in

the dealing of data has been induced by the advances of cloud technologies. After the
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innovation, people have begun to utilize the cloud systems to store their data for keeping

important data and sharing with someone for example.

On the back of this outsourcing, there implicitly exists hidden issues concerning the

security of privacy-violating information. These backgrounds lead people to use cryp-

tosystems [3, 4] before outsourcing into the cloud. However, it prevents even data owners

to edit, to search a keyword, or to carry out some kind of arithmetic operation to the

encrypted data in general.

Recently, researchers have devoted much time to address this hardness for adjusting

cryptosystems to the upcoming communication system. Throughout the struggles of

development on cryptosystems, several cryptosystems [5, 6, 7] realize to allow users to

handle operations over an encrypted domain. Such cryptosystems are said to be functional

encryptions, and recently, secure database systems have been developed in both academia

and industry by well combining several types of functional encryptions. For example,

CryptoDB [8] is the first practical DBMS that equips the ability to process an encrypted

query so as not to appear plaintexts on the DBMS server. It is realized by using a proxy

server that handles a query from a client to convert it to the properly encrypted query

for carrying out the queried process.

The encryption scheme, which is called onion, consisted of four kinds of layers that were

encrypted by several functional encryptions, and the proxy server decrypts (or encrypts

further) a query to the encrypted one in the appropriate layer of the onion. As well as the

CryptoDB, Monomi, proposed by Tu et al. [9], is known as an efficient encrypted DBMS.

However, since these encrypted DBMSs employ functional encryptions which are based

on public-key encryptions such as ElGamal encryption [1] and Paillier cryptosystem [10],

these DBMSs require expensive computational costs for handling a query. Thus, it is not

a suitable choice to use these DBMSs for big data.

To expand the applicability of DBMSs for big data analysis, an encrypted DBMS,

which is called Seabed, is proposed in [11] by using an additive symmetric homomorphic

encryption. Moreover, BlindSeer [12] can provide a rich query set with a few pieces of

information leakages and it is designed to be capable of scaling to tens of terabytes’ of the

data. As real applications, Always Encryted，Skyhigh Network and Encrypted BigQuery

are known as industrial DBMSs. As a platform for building web applications, Mylar,

which was proposed by Popa et al. in [13], has also been paid much attention as a pioneer

of multi-key searchable encryption (MKSE) protocols. It stimulates researchers to focus

on the problems of keyword searches over a group of shared documents from the same

user in multi-user applications. The related works have become an active research topic

in a short period of time.

Though secure DBMSs for big data have been gradually increased as described in the

above, there remain several functionalities that currently developed functional encryptions

cannot provide to these DBMSs. In this thesis, two searchable encryption schemes are
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proposed to address the hardness of the current functional encryptions. The reason why

two schemes are proposed in this thesis is that it is convenient to construct a secure DBMS

as the combination of several functional encryptions so that one can alter a scheme even in

a case that the scheme is found to have a vulnerability. In addition, since the conventional

partial keyword search using a tree structure, for example, the one proposed by Chase and

Shen in [14] needs to generate a designate label for each substring of a keyword, it would

implicitly be allowed to use the exponentially increase memory of storage. In contrast to

their approach, the proposed construction purposes to realize a partial keyword search

by using the same query, so-called trapdoor, for every substring of a keyword. It is

designed by introducing a pseudorandom number generator (PRNG) consisting of trace

function and the Legendre symbol over an odd characteristic field. Furthermore, another

construction is proposed to achieve the location-based search that is a novel concept to

search a keyword by considering the location of information in the matrix-type storage.

More precisely, it purposes to overcome the hardness of conventional schemes that is of

searching a keyword beyond whether it is contained in documents or not.

1.3 Outline and contributions

This thesis is organized with five chapters as follows.

In chapter 2, the mathematical fundamentals regarding algebra and finite field are

reviewed.

In chapter 3, a geometric sequence constructed by following the typical structure

of stream cipher is evaluated from the non-negligible aspect of randomness property for

cryptographic applications. This chapter is composed of three sections. Section 3.1 begins

by introducing the fundamentals of the desired randomness properties of a PRNG to

use for cryptographic applications. Then, the backgrounds and the objectives of this

work are described. Section 3.2 reviews the target PRNG called NTU sequence and its

properties concerning the ones introduced in the previous section in particular. Then,

the distribution property of NTU sequences, which has been known to be unbalanced

throughout experiments, is focused on due to the lack of discussion from the theoretical

aspects. As a result, the property is formulated and a proof is shown theoretically. In

Section 3.3, another practical evaluation is conducted for NTU sequences and it is found

that there exist equivalent keys that yield the phase shifted sequence to each other (it is

viewed as the same sequence). in addition, it is revealed that the set of these sequences

forms a group under the XOR-like operation and the proof is also shown. These results

contribute to clarifying the reason for the unbalances of NTU sequences to improve the

distribution property and to show the forbidden parameters for the secure use of NTU

sequences.
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Chapters 4 proposes the two constructions of searchable encryption by focusing on dif-

ferent functionalities. It purposes to introduce the novel concepts for searchable techniques

and as their advanced future work, constructing a secure database system consisting of the

combinations of these schemes is aimed. This chapter is composed of four sections. Sec-

tion 4.1 begins by introducing the backgrounds and objectives of the work, and Section 4.2

briefly reviews the notations and cryptographic primitives used in the following sections.

In Section 4.3, since the proposed method uses NTU sequence, an improvement on the

distribution property is firstly proposed and observed both experimentally and theoreti-

cally. After that, the partial keyword search is proposed by using the proposed sequence

as a mapping function between 8-bit spaces. It allows the client to search every substring

of keywords based on the probability by using the same trapdoor for every substring of a

keyword. Section 4.4 deals with the higher dimensional data format, matrix-type storage,

rather than the previous works. More precisely, this section concentrates on realizing a

search that can consider the location of information in matrix-type storage such as CSV,

which is referred to as the location-based search. As a result, the proposed method is

considered to be secure against chosen keyword attacks throughout the typical security

discussion based on indistinguishability.

Finally, Chapter 5 concludes the thesis by briefly reviewing the entirety.
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Chapter 2

Fundamentals

2.1 Mathematical fundamentals

This section describes the theory and underlying concepts of finite fields1.

2.1.1 Algebraic foundations

This subsection reviews the basic concepts and definitions of algebraic systems.

Groups

Let S be a set and S ∗S be a set of all ordered pairs of (a, b) such that a, b ∈ S. For these

sets, a mapping from S ∗ S into S will be called a binary operation on S in what follows.

Definition 1 A group 〈G, ∗〉 is a non-empty set G together with a binary operation ∗ on

G that satisfies the following axioms:

1. For ∀a, ∀b ∈ G, the image of (a, b) ∈ G ∗ G must be in G. (closure)

2. For ∀a, ∀b, ∀c ∈ G, (a ∗ b) ∗ c = a ∗ (b ∗ c) is hold. (associativity)

3. For ∀a, there uniquely exits an element e such that a ∗ e = e ∗ a = a. Such an

element is called unity (unit element). (existence of unity)

4. For ∀a, there uniquely exits an element x such that a ∗ x = x ∗ a = e. Such an

element is called inverse (element) of a. (existence of inverse)

In addition to the above axioms, abelian group satisfies the following relation:

Definition 2 A group 〈G, ∗〉 is called abelian (or commutative) such that a ∗ b = b ∗ a

holds for ∀a, ∀b ∈ G.
1The proof of each property is omitted, however, one can refer to the formal discussion concerning

more deep theoretic aspects in [15].
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Hereafter a group is simply written in the formal form 〈G, ∗〉 if the operation is needed to

be specified. Otherwise, the group is simply referred to by the corresponding set of G.

Let Z be a set of all integers and let + be an ordinal addition on Z. Then, 〈Z,+〉

forms an abelian group and its order is infinite. It is noted that the order of a group is

defined as follows:

Definition 3 The order of group 〈G, ∗〉 is defined to be the number of elements in G, and

the order is denoted by |G|.

Furthermore, let us consider the additive group of remainders of the integers on division

by q(> 0). Let r be a remainder of a ∈ Z satisfying 0 ≤ r < q. Then, there exists unique

b such that a = bq+ r, and it is found that the collection of all distinct remainders forms

the partition of Z with respect to q.

Definition 4 For arbitrary a, b ∈ Z and a positive integer n, it is said that a is congruent

to b modulo n, which is written a ≡ b mod n in what follows.

Definition 4 implicitly suggests that the difference a − b is a multiple of n, and assume

that a = b + nk and b = c + nl with some integers k, l ∈ Z. Then, a, b, and c satisfy

a = b+ nk = c+ (k + l)n and it is found that a, b, and c are congruent each other.

More formally, let [a] be the set of the equivalent class consisting of elements congruent

to a under modulo n defined as follows:

[a] = {. . . , a− 2n, a− n, a, a+ n, a+ 2n, . . .} (2.1)

For the set of equivalent classes {[0], [1], . . . , [n− 1]}, a binary operation + is defined as

[a]+[b] = [a+b], where a and b are elements of the respective sets [a] and [b], respectively.

It is noted that + is not ordinal addition, however, it naturally forms a group.

Definition 5 Let Zn = {[0], [1], . . . , [n− 1]} be the set of equivalent classes modulo n(>

0). The set Zn with the binary operation + forms group and is called the group of integers

modulo n.

It is convenient to use a table displaying the group operation, which is constructed by

indexing the rows and the columns of the table by the group elements. The table is

referred to as Cayley table, and the Cayley table for Z6 is shown in Table 2.1 for example.

Here, let us introduce notations for further discussion with respect to groups. Let

ka = a + a + . . . + a be the k times the addition of a ∈ G and let ak = a · a · . . . · a be

the kth power of a for some k ∈ Z by following the usual notations. In addition to the

above, let us denote additive and multiplicative notations as follows:
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Table 2.1: The Cayley table for Z6

+ [0] [1] [2] [3] [4] [5]

[0] [0] [1] [2] [3] [4] [5]

[1] [1] [2] [3] [4] [5] [0]

[2] [2] [3] [4] [5] [0] [1]

[3] [3] [4] [5] [0] [1] [2]

[4] [4] [5] [0] [1] [2] [3]

[5] [5] [0] [1] [2] [3] [4]

1. Additive notations:

−ka = (−k)a = k(−a),

ka+ la = (k + l)a,

k(la) = (kl)a.

2. Multiplicative notations:

a−k =
(

a−1
)k
,

akal =
(

ak+l
)

,
(

ak
)l

= akl.

Then, a cyclic group is defined as follows.

Definition 6 A multiplicative group is cyclic if there is an element g ∈ G such that

∀a ∈ G is represented by a = gj for some integer j.

Such g is called generator of the cyclic group and the cyclic group G generated by g is

written by G = 〈g〉.

Normal subgroup and quotient group

Let H be a subset of the G, and 〈H, ∗〉 is a subgroup of 〈G, ∗〉 if H satisfies the Definition

1. If 〈H, ∗〉 is a subgroup of 〈G, ∗〉, the order |H| is a factor of |G|. (Lagrange’s theorem)

In addition, a subgroup is called normal as defined below.

Definition 7 The subgroup 〈H, ∗〉 of 〈G, ∗〉 is called a normal subgroup of G if aha−1 ∈ H

for all a ∈ G and all h ∈ H.

It is noted that every abelian group is normal since aha−1 = aa−1h = eh = h. If H is a

normal subgroup of G, then the set of cosets of G modulo H forms a group with respect

to the operation

(aH) (bH) = (ab)H. (2.2)
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Assume that H is a normal subgroup of G. The group formed by the costs of G mod H

under the operation Eq. (2.2) is called the quotient group of G mod H. The quotient

group with G and H is denoted by G/H and the number of distinct cosets of G mod H is

called the index of H in G. According to the Lagrange’s theorem, one can find that the

order of H is equal to the index of H in G if G/H is finite.

Rings and fields

Ring is a fundamental algebraic structure consisting of a set equipped with two binary

operations. It is defined as follows:

Definition 8 A ring (R,+, ·) is a set of R together with two operations, which is denoted

by + and ·, satisfying the following properties.

1. R is an abelian group with respect to +,

2. · is associative; that is (a · b) · c = a · (b · c) for all a, b, c ∈ R.

3. The distributive laws below are satisfied for all a, b, c ∈ R:

a · (b+ c) = a · b+ a · c, (b+ c) · a = b · a+ c · a.

Hereafter, a ring (R,+, ·) is referred to by R for simplicity.

Thought there are several types of rings depending on the properties, a ring is espe-

cially called field if · is commutative and if the nonzero elements of R form a group under

·.

Definition 9 A field (F ,+, ·) is a set of F satisfying the group axioms Definition 1

concerning both binary operations + and ·.

As well as the subgroup described previously, a ring is said to be a subring of R if a

subset of R forms a ring under the same operations of R. Let J be a subring of R. An

ideal is a special class of a subset as defined below.

Definition 10 A subset of J of R is called an ideal when satisfying

1. a− b ∈ J for all a, b ∈ J ,

2. ar ∈ J and ra ∈ J for all a ∈ J and r ∈ R.

Among the ideals, an ideal J of R is called principal if there is an element a ∈ R such

that J = {ra|r ∈ R}. In addition, since ideals are normal with respect to the addition

of R, one can find that an ideal J partitions R into disjoin cosets. The collection of

those cosets are called residue classes modulo J and [a] is immediately represented by
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[a] = a + J . In addition, elements a, b ∈ R are said to be congruent modulo J if a and

b are the same residue class modulo J (or if a − b ∈ J ). The set of residue classes of a

ring R modulo an ideal J forms a ring under the operations

(a+ J ) + (b+ J ) = (a+ b) + J , (2.3)

(a+ J ) (b+ J ) = ab+ J , (2.4)

where a, b ∈ J .

Definition 11 The residue class ring, denoted by R/J , is the ring of residue classes of

R modulo J under the operations Eq. (2.3) and Eq. (2.4).

Let p be a prime and J = (p) be the principal ideal generated by p. The ring

Z/J = Z/ (p) of residue classes of the integers modulo J forms a field and is said to be

the finite field or Galois field of order p.

Definition 12 For a prime p and a set Fp = {0, 1, 2, . . . , p− 1}, there exists an isomor-

phic mapping ψ : Z/ (p) → Fp defined by ψ ([a]) = a for a ∈ Fp, where (p) is a principal

ideal generated by p. These fields consisting of a finite number is called finite field or

Galois field.

A finite field 〈Fp,+, ·〉 defined by a prime p is referred to by Fp in what follows.

Let n be a positive integer such that nr = 0 for all r ∈ R. Then, the least such n is

called the characteristic of R and R is said to have characteristic n. For example, it is

obvious that the characteristic of Fp is p.

2.1.2 Polynomials and field extensions

In this subsection, polynomials defined over a ring and its properties are reviewed. Then,

the concept and several features of field extensions are briefly described.

Polynomials over a ring

Let R be a ring and let f(x) be a polynomial over R. A polynomial is an expression of

the following form with coefficients ai ∈ R and indeterminate x for i ≥ 0.

f(x) =
∞
∑

i=0

aix
i = a0 + a1x+ a2x

2 + . . .

Let n and f(x) be a positive integer and a polynomial, respectively, and assume that

there does not exist any coefficients ai not equals the zero in the range i > n. Then, n is

called the degree of f(x) and is denoted by deg (f) = n. It is noted the degree of the zero

polynomial 0 is defined as deg (0) =∞ in this thesis.
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Let f(x) and g(x) be polynomials of degrees n and m(< n) over R as follows:

f(x) =
n
∑

i=0

fix
i and g(x) =

m
∑

j=0

gjx
j.

For these polynomials, let the following operation be the sum of polynomials f(x) and

g(x).

f(x) + g(x) =
n
∑

i=0

fix
i +

m
∑

j=0

gjx
j =

m
∑

i=0

(fi + gj) x
i +

n
∑

i=m+1

fix
i. (2.5)

Similar to the sum of polynomials, let the following operation is the product of polynomials

f(x) and g(x).

f(x)g(x) =

(

n
∑

i=0

fix
i

)(

m
∑

j=0

gjx
j

)

=
n
∑

i=0

m
∑

j=0

(figj) x
i+j. (2.6)

The set of polynomials over R satisfying the conditions in Definition 8 with the above

operations is called the polynomial ring over R.

Definition 13 The ring formed by the polynomials over R with the operations Eq. (2.5)

and Eq. (2.6) is called the polynomial ring over R and denoted by R[x].

Let F be a field and F [x] be a polynomial ring over F . For any polynomials f, g ∈ F [x],

it is said that f is divisible by g if there exists a polynomial h ∈ F [x] such that f = gh. As

for the ring of integers, there is a division with reminder in polynomial rings over fields.

Let g 6= 0 be a polynomial in F [x]. Then, there exists polynomials q, r ∈ F [x] for any

f ∈ F [x] such that f = qg+r, where deg (r) < deg (g). Considering the fact that the ring

Z/ (p) forms a field if p is a prime, a similar discussion can be held for the polynomials if a

polynomial, which behaves as well as a prime number in the numeric discussion, exists in

a polynomial ring F [x]. Such a polynomial is defined as follows and said to be irreducible

(or prime) over F .

Definition 14 Let f be a polynomial over F . The polynomial f is said to be irreducible

(or prime) in F [x] if f is not divisible by any smaller positive degree polynomials except

the constant polynomials.

Then, one can find that the residue class ring F [x]/ (f) is a field if f is an irreducible

polynomial over F , where (f) denotes the principal ideal generated by f .

Field extensions and minimal polynomial

Let F be a field and let K be a subset of F . The field consisting of K with the operations

of F is called a subfield of F . In this context, F is said to be an extension (field) of K and
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denoted by F/K. If F is not equal to K, then K is called a proper subfield of F , and a

field containing no proper subfields is called a prime field. For example, every finite field

of order p is a prime field, where p is a prime.

Let θ be an element in F and let f(x) =
∑n

i=0 aix
i be a polynomial with some non-

zero coefficients ai over K. The element θ is said to be algebraic over K if it satisfies

f(θ) = 0. Furthermore, an extension L of K is called algebraic over K (or an algebraic

extension of K) if every element of L is algebraic over K. Consider the set of polynomials

over K of having θ as its root, then it is found that the set is a principal ideal consisting

of such polynomials in F [x]. If θ ∈ F is algebraic over K, then, the least degree monic

polynomial2 in the set is called the minimal polynomial of θ over K. It is noted that the

degree of minimal polynomial is given by the degree of θ over K.

Assume that θ is algebraic over K, then the minimal polynomial g of θ over K has the

following properties:

1. θ is a root of g and g is the least degree monic polynomial in K[x],

2. g is irreducible in K[x],

3. f ∈ K[x] satisfies f(θ) = 0 iif f is divisible by g.

In addition, let L be an extension field of K and let [L : K] be the degree of L over K

Since g generates the ideal J = {f ∈ K[x]|f(θ) = 0}, the following are endowed when θ

is algebraic of degree n over K and g is the minimal polynomial of θ over K:

1. K (θ)3 is isomorphic to K[x]/ (g),

2. [K (θ) : K] = n and {1, θ, θ2, . . . , θn−1} forms a basis of K (θ) over K,

3. Every α ∈ K (θ) is algebraic over K and the degree over K is a divisor of n.

As an important fact is that the elements of the simple algebraic extension K (θ) of K

are represented by θ in polynomial expressions a0 + a1θ + . . .+ an−1θ
n−1 with ai ∈ K for

0 ≤ i < n.

Again, since g generates the ideal J , g has to divide any f if f(θ) = 0. However, recall

from the property of g; that is the minimal polynomial is irreducible and θ is a root of g.

Therefore, f should have to be equal to g and it implies the following theorem that there

exists a simple algebraic extension of K with a root of an irreducible polynomial over a

field as a defining element.

Theorem 1 Let f ∈ K[x] be an irreducible polynomial over the field K. Then, there

exists a simple algebraic extension of K with a root of f as a defining element.
2A polynomial is called monic if the coefficient of the highest degree is 1.
3K (θ) is the single extension of K obtained by adjoining θ and θ is called a difining element of K (θ)

over K.
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Based on these mathematical backgrounds, the following sections and chapters especially

deal with the finite field of order p and its extensions, where p is a prime integer.

2.1.3 Specific properties in finite fields

This subsection reviews some specific properties of the finite fields and its extensions. Let

Fp = Z/ (p) be a finite field of prime order and let Fpm be the mth extension field of Fp

in what follows.

Polynomials and conjugates in Fpm

Let f(x) be an irreducible polynomial of degree m in Fp[x] and let α be a root of f(x).

The polynomial f(x) is said to be primitive if the smallest k such that f |(xk− 1) is given

by k = pm−1. Generally, a primitive polynomial is the minimal polynomial of a primitive

element ω in F
×
pm denotes the multiplicative group consisting of the non-zero element in

Fpm .

Let g(x) be the minimal polynomial of α over Fp; that is g(x) is an irreducible poly-

nomial over Fp and the set {1, α, . . . , αm−1} forms a basis in Fp[x]/ (g). Therefore, an

element A in Fpm can be represented in the following linear combination of the powers of

α also.

A =
m−1
∑

i=0

aiα
i = a0 + a1α + . . .+ am−1α

m−1,

where ai ∈ Fp.

Furthermore, let gi be the coefficients of g(x), where g0 6= 0; that is g(x) is endowed

by

g(x) =
m−1
∑

i=0

gix
i + xm = g0 + g1x+ . . .+ gm−1x

m−1 + xm.

Then, considering the following facts in Theorem 2 and Theorem 3, the pth power of g(x)

is calculated as Eq. (2.7).

Theorem 2 If p is a prime and a is any integer not divisible by p, then ap−1 − 1 is

divisible by p.

Theorem 3 For a prime p and an integer n, (a+ b)p
n

satisfies the following equality:

(a+ b)p
n

=

pn
∑

i=0

(

pn

i

)

ap
n−ibi = ap

n

+ bp
n

.
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g(x)p =

(

m−1
∑

i=0

gix
i + xm

)p

=
m−1
∑

i=0

gpi x
ip + xmp

=
m−1
∑

i=0

gi (x
p)i + (xp)m . (2.7)

Therefore, it is found that the pth powers of α are roots of g(x) and g(x) is factorized

into the following form.

g(x) =
m−1
∏

j=0

(x− αpj) = (x− α)(x− αp) · · · (x− αpm−1

). (2.8)

Such elements sharing the same irreducible polynomial are said to be conjugates over Fp

and the mapping φ : Fpm → Fpm ;α→ αp is called Frobenius map for all α ∈ Fpm .

Traces and dual bases

Let Fp and Fpm be a prime field and its mth extension field, respectively. For an element

α ∈ Fpm , the trace of α, denoted by TrFpm |Fp
(α), is defined as follows:

Definition 15 Let α be an element in Fpm. The trace of α is defined to be the sum of

conjugates of α below.

TrFpm |Fp
(α) =

m−1
∑

j=0

φj(α) =
m−1
∑

j=0

αpj ,

where φj(α) denotes the p
jth power of α4 for convenience.

In addition, the trace function satisfies the following properties:

1. For all α ∈ Fpm , TrFpm |Fp
(α) ∈ Fp,

2. For all a, b ∈ Fp and α, β ∈ Fpm , the trace of (aα + bβ) satisfies

TrFpm |Fp
(aα + bβ) = aTrFpm |Fp

(α) + bTrFpm |Fp
(β) ,

3. TrFpm |Fp
(a) = am for all a ∈ Fp,

4. TrFpm |Fp
(αp) = TrFpm |Fp

(α) for all α ∈ Fp,

5. TrFpm |Fp
(α) = 0 if α = βq − β for some β ∈ Fpm .

4More precisely, each φj(α) denotes a root of the minimal polynomial.
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Let K be a finite field and F be a finite extension of K. Two bases {α1, . . . , αm} and

{β1, . . . , βm} are said to be dual (or complementary) bases if the equality Eq. (2.9) is

hold for 1 ≤ i, j ≤ m.

TrFpm |Fp
(αiβj) =







0 if i 6= j,

1 if i = j.
(2.9)

As the well-studied fact is that the dual basis of every basis of Fpm over Fp is uniquely

determined. These properties are quite convenient for analyzing the structure of fields,

especially for this thesis, the trace function and the concept of dual bases are used for

constructing sequences and analyzing the features.

Power residues

For an odd prime p, assume that x is an integer, satisfying 0 < x < p, such that x2 = a

(mod p). If the congruence has a solution, then a is said to be a quadratic residue (QR).

Otherwise, a is called quadratic non-residue (QNR).

Let Fp be a finite field of order p and let a be an element in Fp. The Legendre symbol

(a/p) is a number theoretic function which is defined to be equal to ±1 depending on

whether a is a QR or QNR over Fp as follows:

Definition 16 For an element a ∈ Fp, the Legendre symbol is defined by

(

a
/

p

)

= a
p−1
2 (mod p) =



















0 if a = 0,

1 if a( 6= 0) is a QR in Fp,

−1 if a( 6= 0) is a QNR in Fp.

(2.10)

For all a, b ∈ Fp, the Legendre symbol satisfies the following properties:

1.
(

a
/

p

)

=
(

b
/

p

)

if a ≡ b (mod p),

2.
(

ab
/

p

)

=
(

a
/

p

)(

b
/

p

)

,

3.
(

−1
/

p

)

=







1 if p ≡ 1 (mod 4),

−1 if p ≡ −1 (mod 4),

4.
(

2
/

p

)

= (−1)
p2−1

8 =







1 if p ≡ 1 or 7 (mod 8),

−1 if p ≡ 3 or 5 (mod 8).

Furthermore, the quadratic reciprocity theorem below allows us to calculate the Legendre

symbol recursively as shown in Algorithm 1.
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Algorithm 1 Algorithm for calculating the Legendre symbol

Require: Arbitrary integer a and an odd prime p.

Ensure: (a/p) ∈ {1, 0,−1}.

1: if a ≡ 0 (mod p) then

2: return 0.

3: end if

4: x← a, y ← p, L← 1.

5: x← x (mod y).

6: if x > y/2 then

7: x← y − x.

8: if y ≡ 3 (mod 4) then

9: L← −L.

10: end if

11: end if

12: while x ≡ 0 (mod 4) do

13: x← x/4.

14: end while

15: if x ≡ 0 (mod 2) then

16: x← x/2.

17: if y ≡ ±3 (mod 8) then

18: L← −L.

19: end if

20: end if

21: if x = 1 then

22: return L.

23: end if

24: if x ≡ 3 (mod 4) and y ≡ 3 (mod 4) then

25: L← −L.

26: end if

27: swap x and y, and go to the Step 5.

28: return L.

Theorem 4 Let p and q be distinct odd primes, then the statement below concerning to

the Legendre symbol holds:

(

q
/

p

)(

p
/

q

)

= (−1)
p−1
2

q−1
2 .

As the natural generalization of quadratic residues and the Legendre symbol, the

following power residue symbol can be defined for a positive integer k such that k| (p− 1).
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Definition 17 For an element a ∈ Fp and a positive integer k such that k| (p− 1), the

power residue symbol is defined by

(

a
/

p

)

k
= a

p−1
k (mod p) =







0 if a = 0,

ǫjk otherwise,
(2.11)

where ǫk denotes a primitive kth root of unity.

An element a ∈ Fp is said to be kth power residue (kth PR) if
(

a
/

p

)

k
= 1 and kth power

non-residue (kth PNR) otherwise.
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Chapter 3

Evaluating the randomness of NTU

sequences

3.1 Fundamentals of random number generators and

the objectives

Generating a sequence of random numbers, having ideally unpredictable and distribute

uniformly, is a classical issue but still an attractive topic for various kinds of applications.

Traditionally, there are two main streams of the mechanism for generating a sequence of

random numbers: 1) a random sequence generated by a certain deterministic calculation,

which is said to be a pseudorandom number generator (PRNG), 2) a sequence of bits

(or digits) obtained from a physical phenomenon, which is called a true random number

generator (TRNG). The properties and generators described here are purposed to review

the considerate ones for PRNGs in particular. In this section, some portions of the

essential properties of randomness, especially for using a cryptographic application, are

focused on and the properties of the target PRNG, called NTU sequence, are discussed.

3.1.1 Statistical randomness and unpredictability

The statistical randomness properties listed below are said to be the least requirements

of a PRNG whether it is used for cryptographic applications or not.

1. Uniformity of bits (or digits) for an arbitrary length of a sequence,

2. Long periodicity and low correlation.

They can be considered to be the same characteristics of a random sequence for conducting

high-quality Monte Carlo simulation [16]. However, the above features are essential but

are not sufficient for using a cryptographic application in the sense that an adversary may



3.1. FUNDAMENTALS OF RANDOM NUMBER GENERATORS AND
THE OBJECTIVES 20

be possible to presume some non-trivial information about a sequence such as the seed

and the following bits (or digits) for examples. To address the above point and evaluate

the unpredictability of a random sequence, the complexity of a sequence is often discussed

as a measure of the difficulty of predicting the next bits.

Though there are several types of complexity measures, linear complexity (LC) [17, 18]

is particularly used for evaluating a sequence because there are rich fast algorithms such

as the Berlekamp-Massey algorithm [19]. More precisely, let SN = {si|0 ≤ i < N} be a

sequence of period N over Fp, then the linear complexity of SN , denoted by LC(SN), is

the smallest positive integer L for which there exist coefficients c1, c2, . . . , cL in Fp such

that

sj = c1sj−1 + · · ·+ cLsj−L

for all j ≤ L. In other words, the LC of S is intuitively the length of the shortest

linear feedback shift register (LFSR) which generates the given sequence S and note that

the minimal polynomial m(x) of S is the polynomial xL − aL−1x
L−1 − · · · − a0 ∈ Fp[x].

Recall that SN = {sj|0 ≤ j < N} is an N -periodic sequence over Fp and let SN [x] be the

polynomial in Fp[x] whose jth coefficient is sj. Then, m(x) of SN is given by

m(x) =
xN − 1

gcd(xN − 1, SN(x))

and the linear complexity is derived as LC(SN) = N − gcd(xN − 1, SN (x)) = L.

Furthermore, as the natural generalization of LC, maximum order complexity (MOC)

[20] can be adaptable for a sequence without any restrictions on the nonlinear order of

the feedback function. It reveals exactly how many coefficients have to be observed at

least for generating the entire sequence using an FSR of that length. In this sense, the

MOC of a linearly generated sequence is equal to the LC of the sequence. However, the

computational complexity of the MOC is much expensive than that of the LC. Thus, the

LC is in general used as the nonlinear measure of a sequence and this thesis also only

deals the LC of a sequence.

3.1.2 Backgrounds and objectives

Binary sequences having high linear complexity are one of the essential requirements for

cryptographic use and there are several traditional approaches to generate random num-

bers used as stream ciphers [21, 22]. Among them, the one, efficient and easy to analyze for

evaluating the randomness properties, would be using the feedback shift registers (FSRs)

[23]. More precisely, there typically are two types of approaches using FSRs which are

distinguished by the structure of feedback function: that is, nonlinear feedback shift reg-

isters are a general FSR of length L consists of L stages as well as the LFSR. However, it
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differs in the sense that the feedback function is nonlinear and the sequence generated by

this structure may often be hard for revealing from theoretical viewpoints.1 It implicitly

means vulnerability concerning the correlation property may be hidden inside of an RNG

and we cannot guarantee the randomness of the RNG beyond the experiments.

A potentially theoretical approach to address the above drawback is applying a certain

theoretic nonlinear function to an M-sequence, which is also a traditional approach of

designing stream ciphers as well and the linear complexity has been proven by Chan and

Games [24]. Typically, this type of stream ciphers is further classified into three classes

as follows:

1. Nonlinear combination generators which use a nonlinear combination function on

the outputs of several LFSRs,

2. Nonlinear filter generators which use a nonlinear filtering function on the contents

of a single LFSR,

3. Clock-controlled generators which use the output of one (or more) LFSRs to control

the clock of one (or more) other LFSRs.

Considering the ease of hardware implementation, large periods, and good uniformity,

these approaches would be a reasonable choice for realizing an efficient RNG. Especially,

since the nonlinear filter generator only uses a single LFSR and a nonlinear function, it

allows us to have compactness and ease of analysis.

In [24], Chan and Games show the construction of a class of periodic binary sequences

that are obtained from q-ary M-sequences, where q is an odd prime power. More precisely,

let T = {ti|ti ∈ Fq} be an q-ary M-sequence of period qn−1 and ρ a function ρ : Fq 7→ F2,

a binary sequence S = {si|si = ρ(ti), 0 ≤ i < qn − 1} can be constructed with the period

at most qn − 1. Furthermore, it is known that the linear complexity of S is endowed by

the multiple of qn−1
q−1

if ρ satisfies ρ(0) = 0. The sequence S defined here is also referred

to as geometric sequence in this thesis.

There is various possible choices for ρ, for an example, GMW sequence [26] and cas-

caded GMW sequence [25] are generated by applying trace function with respect to the

subfield(s) of Fqn repeatedly. Another example is the NTU sequences [27, 28] which adopts

the Legendre symbol for the part of binary mapping.2 It is chosen for a part of ρ since

the Legendre symbol is a nonlinear function and it is expected to be a highly nonlinear

sequence considering the results on the Legendre sequence [30, 31, 32]. In fact, since the

previous works show that binary NTU sequence achieves the maximum linear complexity

[33], the binary sequence is expected to have sufficient resistance against attack using the

1It is noted that there also exist well-studied nonlinear feedback shift registers, for example, de Bruijn

sequence [1] is a representative of such sequences.
2The NTU sequences are considered to be a kind of Sidelnikov sequence [29].
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Berlekamp-Massay algorithm. Therefore, NTU sequences are focused on in the rest of

this chapter, and the unsolved theoretic properties such as the distribution of bits and

evaluation with respect to parameters are described.

3.2 Definition of the geometric sequence and its prop-

erties

A sequence generated by traces and Legendre symbol, so-called NTU sequence [27, 28],

is a geometric sequence capable of generating multi-values including binary. It can also

be said to be a class of nonlinear filter generators adopting the Legendre symbol as its

nonlinear function.

For an odd prime p and a positive integer m, let Fp and Fpm be a prime field and

the extension field of degree m, respectively. The NTU sequence dealing throughout this

thesis is a sequence generated with a nonlinear filter fk (·) by applying to an M-sequence.

Let fk (·) be a nonlinear mapping function defined to be as follows:

fk (x) =







0 if x = 0,

logǫkǫ
j
k otherwise,

(3.1)

where x ∈ Fp and ǫk is a primitive kth root of unity. Then the generalized NTU sequence,

proposed in [28], is defined as follows:

Definition 18 Let θ be a primitive element in F
×
pm = Fpm\ {0} and a ∈ Fp is a constant

term. Generalized NTU sequence is a geometric sequence consisting of digit si generated

by

si = fk
(

TrFpm |Fp

(

θi
)

+ a
)

, (3.2)

where i ≥ 0.

In general, concrete evaluation items concerning the uniformity and unpredictability

of a sequence as described in Section 3.1.1 are said to be as follows:

• Long periodicity and nonlinearity:

Since the Berlekamp-Massay algorithm allows us to obtain the generating func-

tion of a PRNG from the twice length of its period, the period of the PRNG

should be long and complex enough to avoid the linear analysis. In other words,

since the Berlekamp-Massay algorithm is useful for evaluating the nonlinearity

of a sequence, LC is widely adopted as an item of complexity measurements.

• Independence (no correlation):
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Autocorrelation and cross-correlation are mainly evaluated to check the simi-

larity of a sequence itself or two or more sequences, respectively.

• Distribution of digits (or bits):

To evaluate a statistical aspect concerning the uniformity of a sequence, the

distribution of digits (or bits) is considered. It is given by counting up the

number of each digit (or bit) pattern throughout the period of the sequence

with allowing duplications.

For these evaluation items, the previous works [27, 28, 33] have given theoretic proofs

of the properties with respect to the periodicity, the LC, the auto and cross-correlation.

According to these previous works, current progress on analyzing the above properties is

as shown in Table 3.1. As seen from Table 3.1, it is found that the analysis concerning

Table 3.1: Progress on analyzing the randomness properties

Evaluation items Progress on theoretical analysis

Long periodicity proven

Linear complexity proven

Autocorrelation proven

Cross-correlation proven

Uniformity not evaluated

desired randomness has been proven theoretically except for the uniformity. Since the

property of NTU sequence differs by the choice of the constant term a in Eq. (3.2), the

purpose of the following sections is to show the distribution property, a kind of measures

for evaluating uniformity, restricting by a = 0.

The distribution of bits considered in this thesis means the number of the appearance

of each n-bit pattern, denoted by b(n), in the period of a sequence, where n is a positive

integer less than or equal to m. It intuitively corresponds to evaluate the probability

of transitions from the previous digits; that should be equal as possible. For example,

suppose that there are two binary sequences of period 15 as follows:

S15 = {0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0} ,

T15 = {0, 0, 0, 1, 0, 0, 1, 1, 0, 1, 0, 1, 1, 1, 1} .

Then, one can find that though the numbers of 0’s and 1’s in both S15 and T15 are

completely the same. each 2-bit patterns follow the different probability Prob
(

b(2)
)

as

shown in Table 3.2, where b(2) represents a 2-bit pattern. Considering the probabilities in

Table 3.2, a subsequence of S15 such as {0, 1, 0, 1, x5, x6} can be easily predicted as x5 = 0

and x6 = 1 with high reliability.
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Table 3.2: The appearance probabilities of 2-bit patterns in S15 and T15

b(2) Prob
(

b(2)
)

in S15 Prob
(

b(2)
)

in T15

00 1/15 3/15

01 7/15 4/15

10 7/15 4/15

11 0/15 4/15

Thus, the uniformity of the distribution of bits contributes to revealing the randomness

of a sequence from a statistical aspect even if the LC of a sequence is sufficiently high.

For these reasons, the following sections focus on clarifying the distribution property of

the NTU sequence with the restriction of a = 0.

3.2.1 Analysis of the distribution property of NTU sequences

This section begins by introducing the notations used in the discussion and then, observing

the distribution of digits in NTU sequences to estimate the mutual relationship between

the parameters and the property. It is noted that the NTU sequences dealt in the following

sections concentrating on the distribution property is always generated by restricting by

a = 0.

Notations

First of all, let us define notations with respect to the arbitrary digit(/bit) pattern of the

length n and the characteristic related to the digit pattern as follows.

Definition 19 Let Sλ be a sequence of period λ and let n be a positive integer less than

or equal to the extension degree [Fpm : Fp] = m. b(n) denotes a digit pattern of length n in

a sequence Sλ.

Definition 20 Consider a digit pattern b(n). Then, Z
(

b(n)
)

and DSλ

(

b(n)
)

denote the

number of 0’s in b(n) and the number of the appearance of b(n) in Sλ, respectively.

For example, let us consider a binary sequence of period 10 as follows:

S10 = {0, 0, 1, 0, 1, 1, 0, 1, 1, 0} .

Then, b(3) shows a bit pattern of length 3 in the set {000, 001, 010, 011, 100, 101, 110, 111}

consisting of entire 3-bits. As an example, let b(3) = {110}, then Z
(

b(3)
)

and DS10

(

b(3)
)

are endowed by Z
(

b(3)
)

= 1 and DS10

(

b(3)
)

= 2, respectively. It is noted that a PRNG

having the remarkably ideal distribution can be seen in M-sequences, however, it must

not be used for cryptographic applications due to its low complexity.
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Estimating the relationship between the parameters and the property

Let us begin by observing the distribution of bits in binary NTU sequences that is the

range of generatable digits, controlled by k, is restricted by k = 2. Consider DS26

(

b(n)
)

in

a single period of a binary NTU sequence generated by using p = 3,m = 3, k = 2 which

is given as follows:

S26 = {0, 0, 1, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0, 0, 1, 0, 1, 1, 1, 0, 0, 0, 1, 1, 0, 1} .

Then, the number of the appearance of bits DS26

(

b(n)
)

for respective b(n) in the sequence

S26 are as shown in Table 3.3. As seen from Table 3.3, the number of the appearance

Table 3.3: Z
(

b(n)
)

and DS26

(

b(n)
)

in an NTU sequence S26 generated by using p = 3,m =

3, and k = 2

b(n) Z
(

b(n)
)

DS26

(

b(n)
)

n = 1 0 1 17

1 0 9

n = 2 00 2 11

01 1 6

10 1 6

11 0 3

b(n) Z
(

b(n)
)

DS26

(

b(n)
)

n = 3 000 3 7

001 2 4

010 2 4

011 1 2

100 2 4

101 1 2

110 1 2

111 0 1

of bits, denoted by DSλ

(

b(n)
)

, seems to be the same when the number of containing

0’s, denoted by Z
(

b(n)
)

, is equal. Thus, it is presumed that the distribution of bits is

correlated to the number of containing 0’s in the pattern. By conducting observation

considering this point, a further feature of the distribution property is found: that is

DSλ

(

b(n)
)

increases exponential concerning Z
(

b(n)
)

.

Since the nonlinear mapping adopts the Legendre symbol, one can guess that the

number of respective residues in Fp would have relevance. Furthermore, it is noted that

we can deal with the parameters p,m, and n as constant values in this observation.

Throughout the experimental observations based on these viewpoints, it is presumed

that DSλ

(

b
(n)
1

)

and DSλ

(

b
(n)
2

)

are equal if the number of containing zeros Z
(

b
(n)
1

)

and

Z
(

b
(n)
2

)

are the same for two n-bits b
(n)
1 and b

(n)
2 . Furthermore, DS26

(

b(3)
)

is found to

be factorized into the following equalities concerning p,m, n, and p−1
2

throughout the

observations.

Z
(

b(3)
)

= 0:

DS26

(

b(3) = 111
)

= 33−3 × 13−0−1 × 20 = 1.
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Z
(

b(3)
)

= 1:

DS26

(

b(3) = 011
)

= 33−3 × 13−1−1 × 21 = 2,

DS26

(

b(3) = 110
)

= 33−3 × 13−1−1 × 21 = 2,

DS26

(

b(3) = 101
)

= 33−3 × 13−1−1 × 21 = 2.

Z
(

b(3)
)

= 2:

DS26

(

b(3) = 100
)

= 33−3 × 13−2−1 × 22 = 4,

DS26

(

b(3) = 010
)

= 33−3 × 13−2−1 × 22 = 4,

DS26

(

b(3) = 001
)

= 33−3 × 13−2−1 × 22 = 4.

Z
(

b(3)
)

= 3:

DS26

(

b(3) = 000
)

= 26− (1 + 3× 2 + 3× 4) = 7.

Since the same factorization manner can be applied for other parameters, DSλ

(

b(n)
)

is estimated to be given by

DSλ

(

b(n)
)

= pm−n ×

(

p− 1

2

)n−1−Z(b(n))
×

(

p− 1

2
+ 1

)Z(b(n))

if 0 ≤ Z
(

b(n)
)

< n and

DSλ

(

b(n)
)

= λ−

n−1
∑

u=0

×

(

n

u

)

×DS

(

b(n)u

)

otherwise.

Table 3.4: The relationship between si and TrFpm |Fp
(θi).

si TrFpm |Fp
(θi)

0 0 or

QR in Fp

1 QNR in Fp

⇒

si TrFpm |Fp
(θi)

0 0

0 QR in Fp

1 QNR in Fp

For clarifying the above discussion, let us see the detail of zero coefficients in a bit

pattern b(n) first. Table 3.4 shows the relationship between the coefficient si of an NTU

sequence and a trace value TrFpm |Fp
(θi). As shown in Table 3.4, the zeros in an NTU

sequence come from the two cases: that is the case of TrFpm |Fp
(θi) = 0 and TrFpm |Fp

(θi)
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Table 3.5: The total number of entire 3-bit patterns Tn and the conceivable number of

3-bit patterns Tu,n when focusing on each u.

b(3) Z
(

b(3)
)

u Variety Tu,3 T3

111 0 0 111 1 1

011 1 0 011 3 6

101 101

110 110

1 011 3

101

110

b(3) Z
(

b(3)
)

u Variety Tu,3 T3

001 2 0 001 3 12

010 010

100 100

1 001 6

001

010

010

100

100

2 001 3

010

100

Table 3.6: The number of possible 3-bit patterns Tn when focusing on each b(3)

b(3) Z
(

b(3)
)

u Variety Tu,3 T3

111 0 0 111 1 1

011 1 0 011 1 6

1 011 1

101 1 0 101 1

1 101 1

110 1 0 110 1

1 110 1

b(3) Z
(

b(3)
)

u Variety Tu,3 T3

001 2 0 001 1 12

1 001 2

001

2 001 1

010 2 0 010 1

1 010 2

010

2 010 1

100 2 100 1

1 100 2

100

2 100 1
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is an QR element in Fp. To deal with them separately, 0 is used when the zero is from

trace 0 and denotes the number of 0 coefficients that are from trace 0 by u (See Table

3.5). Using this number u, let us consider Tu,n which denotes the number of bit patterns

that includes u times 0 and Z
(

b(n)
)

− u times 0. Then, define Tn as follows:

Tn =

Z(b(n))
∑

u=0

Tu,n. (3.3)

As shown in Tables 3.5 and 3.6, it is found that Tn denotes the number of combinations

with distinguishing 0 and 0. Therefore, DSλ

(

b(n)
)

can be presumed to be parametrized

by p,m, n and Z
(

b(n)
)

.

The above discussion is naturally generalized by considering the number of possible

digit patterns. Therefore, the following section gives the characteristic formula in the

general form and proves the correctness theoretically.

3.2.2 Characteristic formula for multi-value NTU sequences

For respective parameters p,m, k, and n such that p is an odd prime, m is a positive

integer, k satisfies k|(p − 1), and 1 ≤ n ≤ m, respectively, the following theorem is hold

as the characteristic formula for multi-value NTU sequence when a = 0.

Theorem 5 For a positive integer n ≤ m and an input sequence Sλ, the number of

appearances of b(n) denoted by DSλ

(

b(n)
)

is given as follows:

DSλ

(

b(n)
)

=











































pm−n ×

(

p− 1

k

)n−1−Z(b(n))
×

(

p− 1

k
+ 1

)Z(b(n))
(

0 ≤ Z
(

b(n)
)

< n
)

,

(3.4a)

λ−
n−1
∑

u=0

(k − 1)n−u ×

(

n

u

)

×DS

(

b(n)u

) (

Z
(

b(n)
)

= n
)

,

(3.4b)

where b
(n)
u denotes the bit patterns satisfying Z

(

b(u)
)

= u and
(

n
m

)

denotes the combination

that is a selection of m items from a collection whose elements are n.

After some preparations, Equations 3.4a and 3.4b are proven. To distinguish the

sequence coefficient si from the scalar value in Fp, the coefficients in the generalized NTU

sequence are denoted with a bar such as 3, 0 only in this section.

Preparation

Recall the procedure for generating an NTU sequence that an NTU sequence when a = 0.

It is generated as follows:

Sλ = {si} , si = fk
(

TrFpm |Fp

(

θi
))

, i = 0, 1, 2, . . . , λ− 1,
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where θ is a primitive element in Fpm and λ is given by 2(pm−1)
p−1

. Since every n-digit pattern

is given with sequential n values of the above si, DSλ

(

b(n)
)

can be considered by the set of

n continuous values
(

si, si+1, . . . , si+(n−1)

)

. More precisely, the set of n continuous values

are given as follows:

si+0 =
(

TrFpm |Fp

(

θi · θ0
))

,

si+1 =
(

TrFpm |Fp

(

θi · θ1
))

,

...

si+(n−1) =
(

TrFpm |Fp

(

θi · θn−1
))

.

Thus, DSλ

(

b(n)
)

is determined by the following trace values.

{

TrFpm |Fp

(

θi · θ0
)

,TrFpm |Fp

(

θi · θ1
)

, . . . ,TrFpm |Fp

(

θi · θn−1
)}

,

where 0 ≤ i ≤ pm − 2.

Consider a basis B = {θ0, θ1, . . . , θn−1, βn, . . . , βm−1} and let A = {α0, α1, . . . , αm−1}

be its dual basis. Then, θi is represented with the basis A as

θi =
m−1
∑

j=0

ai,jαj, ai,j ∈ Fp, where 0 ≤ i ≤ pm − 2. (3.5)

Then, with the basis B, the following relation holds

θt = θt +
m−1
∑

j=n

0 · βj, (3.6)

where 0 ≤ t < n. Since the bases A and B are dual, TrFpm |Fp
(θi · θt) is calculated as

follows:

TrFpm |Fp

(

θi · θt
)

= TrFpm |Fp

(

m−1
∑

j=0

ai,jαj ·

(

θt +
m−1
∑

j=n

0 · βj

))

= ai,t.

Therefore, the set is represented by

(

TrFpm |Fp

(

θi · θ0
)

,TrFpm |Fp

(

θi · θ1
)

, . . . ,TrFpm |Fp

(

θi · θn−1
))

= (ai,0, ai,1, . . . , ai,n−1) . (3.7)

Then, it is reasonable that (ai,0, ai,1, . . . , ai,n−1) instead of
(

si, si+1, . . . , si+(n−1)

)

. It should

be noted that the trace values always belong to Fp, and θi(0 ≤ i ≤ pm − 2) represents

every non-zero vector in Fpm as Eq. (3.5). Therefore,

(

TrFpm |Fp

(

θ0
)

,TrFpm |Fp

(

θ1
)

,TrFpm |Fp

(

θ2
)

, . . . ,TrFpm |Fp

(

θp
m−2
))

consist of every non-zero Fp-element pm−1 times and the zero (pm−1 − 1) times.
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Proof of Eq. (3.4a)

First, consider Eq. (3.4a) the binary case, that is k = 2. Since pm − 1 is factorized into

pm − 1 =
p− 1

2
×

2(pm − 1)

p− 1
=
p− 1

2
× λ,

the following relation holds.

DSpm−1

(

b(n)
)

= DSλ

(

b(n)
)

×

(

p− 1

2

)

. (3.8)

Thus, Eq. (3.8) states the objective DSλ

(

b(n)
)

is derived via DSpm−1

(

b(n)
)

.

As explained in 3.2.2, the n-digit pattern is considered as b(n) = (ai,0, ai,1, . . . , ai,n−1).

Then, the following (m − n) coefficients (ai,n, ai,n+1, . . . , ai,m−1) of θ
i given by Eq. (3.5)

are determined independently. The number of the combinations of (ai,n, ai,n+1, . . . , ai,m−1)

becomes pm−n since θi (0 ≤ i ≤ pm − 2) represents every non-zero element in Fpm . On

the other hand, the number of combinations of b(n) = (ai,0, ai,1, . . . , ai,n−1) is considered

as follows.

According to Table 3.4, a sequence coefficient si is determined whether the trace is 0

or a QR in Fp. In detail, if the trace value is 0 or QR in Fp, the sequence coefficient si

becomes 0̄ and 0̄, respectively. On the other hand, if the trace value is QNR in Fp, the

sequence coefficient si becomes 1. As defined previously, u
(

0 ≤ u ≤ Z
(

b(n)
))

denotes the

number of 0̄’s in b(n) that comes from trace 0, so that the other 0̄’s and 1̄’s in b(n) come

from Z
(

b(n)
)

− u QRs and n − Z
(

b(n)
)

QNRs, respectively. Here, let us recall that Tu,n

denotes the number of bit patterns that includes u times 0 and Z
(

b(n)
)

− u times 0 and

Tn defined as the sum of Tu,n in Eq. (3.3). Thus, when considering the combination of

n-digit patterns with distinguishing 0, Tu,n and Tn =
∑Z(b(n))

u=0 Tu,n are given below.

Tu,n =

(

n

u

)

×

(

n− u

Z (b(n))− u

)

×

(

n− Z
(

b(n)
)

n− Z (b(n))

)

×

(

p− 1

2

)Z(b(n))−u

×

(

p− 1−
p− 1

2

)n−Z(b(n))
,

Tn =

Z(b(n))
∑

u=0

(

n

u

)

×

(

n− u

Z (b(n))− u

)

×

(

p− 1

2

)Z(b(n))−u

×

(

p− 1

2

)n−Z(b(n))
. (3.9)

As shown in Eq. (3.9), Tn is determined by Z
(

b(n)
)

. However, there are
(

n
Z(b(n))

)

possible

bit patterns that have the same Z
(

b(n)
)

. Since DSpm−1

(

b(n)
)

should be calculated for each



3.2. DEFINITION OF THE GEOMETRIC SEQUENCE AND ITS
PROPERTIES 31

bit pattern b(n), Tn needs to be divided by
(

n
Z(b(n))

)

. Finally,

DSpm−1

(

b(n)
)

= pm−n × Tn ×

{

n

Z (b(n))

}−1

= pm−n ×

Z(b(n))
∑

u=0

(

n

u

)

×

(

n− u

Z (b(n))− u

)

×

{(

n

Z (b(n))

)}−1

(A)

×

(

p− 1

2

)Z(b(n))−u

×

(

p− 1

2

)n−Z(b(n))
(3.10)

In the above equation, (A) can be transformed as Eq. (3.13) by applying the following

relations (See Appendix.

Z(b(n))
∑

u=0

(

n

u

)

×

(

n− u

Z (b(n))− u

)

=
n!

(n− Z (b(n)))!
×

Z(b(n))
∑

u=0

1

u!(Z (b(n))− u)!
. (3.11)

Z(b(n))
∑

u=0

(

n

u

)

×

(

n− u

Z (b(n))− u

)

×

{(

n

Z (b(n))

)}−1

=

Z(b(n))
∑

u=0

(

Z
(

b(n)
)

Z (b(n))− u

)

. (3.12)

(A) =

Z(b(n))
∑

u=0

(

Z
(

b(n)
)

Z (b(n))− u

)

. (3.13)

Therefore, DSpm−1

(

b(n)
)

is given as follows:

DSpm−1

(

b(n)
)

= pm−n ×

Z(b(n))
∑

u=0

(

Z
(

b(n)
)

Z (b(n))− u

)

×

(

p− 1

2

)Z(b(n))−u

×

(

p− 1

2

)n−Z(b(n))

= pm−n ×

(

p− 1

2

)n−Z(b(n))
×

(

p− 1

2
+ 1

)Z(b(n))
. (3.14)

Here, it is noted that DSλ

(

b(n)
)

is equal to DSpm−1

(

b(n)
)

×
(

p−1
2

)−1
from Eq. (3.8).
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Therefore, DSλ

(

b(n)
)

is given by

DSλ

(

b(n)
)

= DSpm−1

(

b(n)
)

×

(

p− 1

2

)−1

= pm−n ×

(

p− 1

2

)n−Z(b(n))
×

(

p− 1

2
+ 1

)Z(b(n))
×

(

p− 1

2

)−1

= pm−n ×

(

p− 1

2

)n−1−Z(b(n))
×

(

p− 1

2
+ 1

)Z(b(n))
. (3.15)

Next, let us generalize the above discussion for the multi-value sequence. Recall from

Eq. (3.1) that the mapping function outputs 0 or the exponent part of x = ǫlk, where ǫk

is a kth primitive root in Fp, that is, 0 ≤ l < k. Actually, si = l, therefore, it can be

classified as in Table 3.7 as well as in Table 3.4. Here, the number of kth PRs in Fp is

given as (p−1)
k

and then, that of kth PNRs in Fp is given as below.
(

(p− 1)−
p− 1

k

)

=
(k − 1)(p− 1)

k
.

However, since there are (k − 1) kinds of coefficients, the number of kth PNRs for each

coefficient is given as

(k − 1)(p− 1)

k
× (k − 1)−1 =

p− 1

k
. (3.16)

Actually, Eq. (3.16) is equal to the number of kth PRs in Fp. That is why Eq. (3.4a) can

be proven as well as the binary case.

In short, Tu,n is given as follows:

Tu,n =

(

n

u

)

×

(

n− u

Z (b(n))− u

)

×

(

n− Z
(

b(n)
)

n− Z (b(n))

)

×

(

p− 1

k

)Z(b(n))−u

×

(

(k − 1)(p− 1)

k

)n−Z(b(n))
.

Since the number of 0’s in digit patterns is focused on here, (k − 1) kinds of kth PNR

elements denoted by θkh+j do not need to be distinguished, where 0 ≤ h < p−1
k

and

1 ≤ j ≤ k − 1. This is because every kth PNR element is outputted as a power of ǫk and

there are (k−1)n−Z(b(n)) numbers of the permutation of non-zero values. Thus, the above

Tu,n should be divided by (k − 1)n−Z(b(n)) and according to Eq. (3.10) and Eq. (3.12),

DSpm−1

(

b(n)
)

is given as follows:

DSpm−1

(

b(n)
)

= pm−n ×

Z(b(n))
∑

u=0

(

Z
(

b(n)
)

Z (b(n))− u

)

×

(

p− 1

k

)Z(b(n))−u

×

(

p− 1

k

)n−Z(b(n))

= pm−n ×

(

p− 1

k

)n−Z(b(n))
×

(

p− 1

k
+ 1

)Z(b(n))
(3.17)
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Table 3.7: The relationship between the sequence coefficient si and the trace value followed

by the kth power residue.

si Tr(θi)

0 0 or

kth PR in Fp

1, . . . , k − 1 kth PNR in Fp

⇒

si Tr(θi)

0 0

0 kth PR in Fp

1, . . . , k − 1 kth PNR in Fp

Since the period of the multi-value NTU sequence is given by k(pm−1)
p−1

, DSλ

(

b(n)
)

for a

general k is given by

DSλ

(

b(n)
)

= pm−n ×

(

p− 1

k

)n−1−Z(b(n))
×

(

p− 1

k
+ 1

)Z(b(n))
,

where 0 ≤ Z
(

b(n)
)

< n. (Q.E.D.)

Proof of the Eq. (3.4b)

Let us consider the case of Z
(

b(n)
)

= n. In short, this case is a complementary set of the

vector set discussed above. Throughout the above discussion, the number of 0’s denoted

by Z
(

b(n)
)

is focused on and there are (k − 1) kinds of non-zero coefficients. Thus, the

combination of n-digit patterns except for the all-zero pattern is given by

(k − 1)n−Z(b(n)) ×

(

n

Z (b(n))

)

, (3.18)

and it is noted that the period of the multi-value NTU sequence is given by

λ =
k(pm − 1)

p− 1
.

Therefore, the distribution of the all-zero pattern is given as follows:

DSλ

(

b(n)
)

= λ−
n−1
∑

u=0

(k − 1)n−u×

(

n

u

)

×DSλ

(

b(n)u

)

.

Consequently, the theorem for the distribution of digit patterns in one period of the

NTU sequence is theoretically proven. (Q.E.D.)

3.2.3 Examples

Examples of the theorem by using parameters (p,m, k) = (5, 3, 2), (7, 2, 3), (11, 2, 5) are

shown here. For simplicity let Sp,m,k,λ denote a sequence generated by the parameters
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Table 3.8: DS62

(

b(n)
)

in an NTU sequence generated by using p = 5,m = 3, and k = 2.

b(n) Z
(

b(n)
)

DS62

(

b(n)
)

n = 1 0 1 37

1 0 25

n = 2 00 2 22

01 1 15

10 1 15

11 0 10

b(n) Z
(

b(n)
)

DS62

(

b(n)
)

n = 3 000 3 13

001 2 9

010 2 9

100 2 9

011 1 6

101 1 6

110 1 6

111 0 4

(p,m, k) here. The sequence Sp,m,k,λ generated by each parameter is as follows and the

respective distribution of digits (/bits) is illustrated in Tables 3.8, 3.9 and 3.10, where the

period λ is calculated by λ = k(pm−1)
p−1

.

S5,3,2,62 = {1, 1, 0, 0, 0, 1, 0, 0, 1, 0, 0, 1, 1, 0, 1, 0, 1, 1, 1, 1, 0, 0, 0, 1, 0, 1, 0, 1, 1, 0, 0,

0, 0, 1, 0, 0, 0, 1, 0, 0, 1, 1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 0, 1, 0, 1, 0, 0, 1, 1},

S7,2,3,24 = {1, 2, 0, 2, 0, 0, 2, 2, 2, 0, 1, 0, 0, 1, 0, 0, 0, 1, 2, 1, 0, 2, 1, 1},

S11,2,5,60 = {1, 2, 0, 2, 2, 1, 0, 2, 4, 0, 4, 2, 2, 3, 1, 3, 3, 2, 0, 3, 0, 1, 0, 3, 3, 4, 2, 4, 4, 3,

0, 4, 1, 2, 1, 4, 4, 0, 3, 0, 0, 4, 0, 0, 2, 3, 2, 0, 0, 1, 4, 1, 1, 0, 0, 1, 3, 4, 3, 1}.
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Table 3.9: DS24

(

b(n)
)

in an NTU sequence

generated by using p = 7,m = 2, and k = 3

b(n) Z
(

b(n)
)

DS24

(

b(n)
)

n = 1 0 1 10

1 0 7

2 0 7

n = 2 00 2 4

01 1 3

10 1 3

02 1 3

20 1 3

12 0 2

21 0 2

11 0 2

22 0 2

Table 3.10: DS60

(

b(n)
)

in an NTU sequence

generated by using p = 11, k = 2, and k = 5

b(n) Z
(

b(n)
)

DS60

(

b(n)
)

n = 1 0 1 16

1 0 11

2 0 11

3 0 11

4 0 11

n = 2 00 2 4

01 1 3

10 1 3

02 1 3

20 1 3

03 1 3

30 1 3

04 1 3

40 1 3

12 0 2

21 0 2

13 0 2

31 0 2

14 0 2

41 0 2

23 0 2

32 0 2

24 0 2

42 0 2

34 0 2

43 0 2

11 0 2

22 0 2

33 0 2

44 0 2
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3.3 Vulnerability concerning the equivalent keys

This section focuses on the practical issue of stream ciphers beyond the fundamental

randomness evaluation.

3.3.1 Equivalent keys for a stream cipher

The existence of a specific pair of distinct keys that coincidently generates the same

or simply phase-shifted sequence has been known as the risk of a stream cipher. For

example, throughout the selection of stream ciphers in the eSTREAM project [34, 35],

a vulnerability concerning the key of a sequence is found by Küçük [36] and has been

discussed. In general, equivalent keys are the pair of distinct keys that generate the same

sequence for a keystream generation algorithm. However, Küçük pointed out that there

may exist the pair of different keys that generate sequences having just cyclically shifted

to each other. Such the pair of keys is also dealt as equivalent keys and it is potentially

being a vulnerability of stream ciphers in the sense that it reduces the computational

complexity of estimating the secret key. The following sections show the existence of

equivalent keys for the binary NTU sequences generated by Eq. (3.2) with restriction

k = 2. Furthermore, another mutual relationship between binary NTU sequences is

discussed which is deeply related to the equivalent keys in the binary NTU sequence. It

is noted that since the mapping function Eq. (3.1) uses the logarithmic function, it takes

over the following property.

f2 (x) + f2 (y) = f2 (xy) , (3.19)

where x, y ∈ Fp.

3.3.2 The existence of equivalent keys for NTU sequence(s)

According to the property of the mapping function, it is found that NTU sequences

are classified into three distinguishable classes depending on the result of (a/p). For

convenience, let aQR and aQNR be Fp-elements such that (aQR/p) = 1 and (aQNR/p) = −1,

respectively, and the binary NTU sequences are simply referred to as the NTU sequence

hereafter. As a beginning, let us show three kinds of different sequences generated with

a = 0, aQR, and aQNR. For example, let p = 7,m = 3 and g(x) = x3+6x2+6x+2. First,

an NTU sequence generated with a = 0 is given as follows:

110100111010110100000110001100010000000100000111110100010

001001000101001001011001110010101101100011110000001011101.
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and the period is λ = 114. Secondly, an NTU sequence generated with a QR element aQR

is given as follows:

0010100011100001010011110100000001100000100110000001000001011111

1100110011001100111011101001000110111001011001011111000110000101

0001000110101000011101001101101010100101101011010001110010100001

0010110000010110000100100000000010001001011101111000100100001001

1101000000111110001011001011101010001000011001101011000111100110

1000000001000010111010,

and the period is λ = 342. Thirdly, an NTU sequence generated with a QNR element

aQNR is given as follows:

0100000001100110001000000010001010011100100001010010010000001000

1011010101011000000011110000011001000010101101001000010001000010

1011110110000111100100110000001101011110010001010001000001101101

1110100001001101100000111010011000001010111010010011001010011100

0011001011110111011110100010111000110000101100010000010100011100

1111101100111101001101,

and the period is λ = 342. As these sequences show, they are different not only on the

order of 0′s and 1′s but on the length of the period based on a = 0 or a 6= 0.

Based on these facts, NTU sequence(s) can be classified as shown in Lemma 1.

Lemma 1

si =























f2
(

gj1TrFpm |Fp

(

θi
))

if a = 0, (3.20a)

f2
(

gj2TrFpm |Fp

(

θi
)

+ 1
)

else if (a/p) = 1, (3.20b)

f2
(

gj3TrFpm |Fp

(

θi
)

+ g
)

otherwise, (3.20c)

where g = m−1TrFpm |Fp

(

θ(p
m−1)/(p−1)

)

= θ
pm−1
p−1 is a primitive element in Fp, 0 ≤ i < pm−1

p−1
,

and 0 ≤ j1, j2, j3 < p. It is noted that the NTU sequence can generate k-value sequence

for k|(p − 1); however, the above equation concentrates on the case k = 2 because the

main target of this thesis is a binary sequence. For convenience, let us distinguish the

classes Eqs. (3.20a)-(3.20c) by S0, SQR, and SQNR, respectively, in what follows.

Proof 1 Eqs. (3.20a)-(3.20c) are derived by transforming Eq. (3.2) with respect to a

by using the primitive element g. The first obvious case is omitted here. Since the

relationship between primitive elements θ ∈ Fpm and g ∈ Fp is given by g = θ
pm−1
p−1 , the
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trace value of TrFpm |Fp

(

θi+(pm−1)/(p−1)
)

is calculated based on the linearity of the trace

function as follows.

TrFpm |Fp

(

θi+
pm−1
p−1

)

= TrFpm |Fp

(

gθi
)

= gTrFpm |Fp

(

θi
)

.

In addition, let aQR = g2j(0 ≤ j < p) and let 0 ≤ i < pm − 1. Then, the second case

can be transformed as follows:

TrFpm |Fp

(

θi
)

+ aQR = TrFpm |Fp

(

θi
)

+ g2j

= gkTrFpm |Fp

(

θi−k× pm−1
p−1

)

+ g2j

= g2j
(

gk−2jTrFpm |Fp

(

θi
)

+ 1
)

.

g2j becomes 1 when the Legendre symbol is applied to the above scalar value. In this

way, the equation Eq. (3.20b) is obtained.

The same manner can be applied for the case where (aQNR/p) = −1. Since aQNR can

be represented as aQNR = g2j+1(0 ≤ j < p), the third case is obtained by

TrFpm |Fp

(

θi
)

+ aQNR = TrFpm |Fp

(

θi
)

+ g2j+1

= gkTrFpm |Fp

(

θi−k× pm−1
p−1

)

+ g2j+1

= g2j
(

gk−2jTrFpm |Fp

(

θi
)

+ g
)

.

Therefore, Eq. (3.20a)-Eq. (3.20c) is derived. (Q.E.D.)

3.3.3 Group structure of NTU sequence(s)

Depending on the choice of a ∈ Fp, some distinct NTU sequence(s) are generated, and

it is shown below that they form a group under certain conditions. This section discusses

the mechanism of the group structure of the NTU sequence(s) and gives the conditions

so that they form a group.

Analysis of the structure of an NTU sequence

Let us focus on the structure of an NTU sequence of the class S0 to understand the

interactions between the classes and to provide conditions such that NTU sequence(s)

form a group. Let λ = 2(pm−1)
p−1

and T0 =
{

g2nti | ti = TrFpm |Fp
(θi) , 0 ≤ i < λ

}

be a

sequence of trace values which yields the NTU sequence S0 by applying f2(·) to each

coefficient of T0. Recall that an ith coefficient of T0 and an (i+ jη)th element hold the
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Figure 3.1: An illustration of how to split NTU sequence(s).

following equality according to the relationships g = θ
pm−1
p−1 and the linearity of the trace

function, where 0 ≤ j < p and η = pm−1
p−1

= λ
2
.

g2nti+jη = gj ×
(

g2nti
)

. (3.21)

Since the period of an NTU sequence in the class S0 is given by λ, T0 can be rewritten as

follows:

T0 =
{

g2nt0, g
2nt1, . . . , g

2ntη−1, . . . , g
2n+1t0, g

2n+1t1, . . . , g
2n+1tλ−1

}

. (3.22)

Here, readers need to be reminded that f2(·) applies the Legendre symbol calculation and

a logarithmic operation to each coefficient of T0. Due to the Legendre symbol calculation,

g2nti is essentially the contrapositive of g2nti+η via the mapping function when ti 6= 0.

However, g2nti+jη always becomes 0 when ti = 0. Therefore, an ith coefficient of an NTU

sequence is equivalent to the negation of the (i + η)th coefficient if ti 6= 0, otherwise

f2 (g
2nti) = f2 (g

2nti+jη) = 0. In other words, the η-shifted NTU sequence is equal to the

NTU sequence whose bits are inverted when ti 6= 0.

In addition, considering that every non-zero trace value can be represented by some

powers of g uniquely, the trace values g2nti, g
2nti+η, . . . , g

2nti+(p−2)η form a multiplicative

group over Fp. It is noted that the set consists of only the zero when ti = 0. The same

mechanism occurs for every i(0 ≤ i < pm−1). This mechanism shows that the interaction

between S0, SQR, and SQNR can be discussed based on a multiplicative group.
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Definition of the set of sequences

Let Sλ be a set of sequences of length λ = 2(pm−1)
p−1

. Let S0, SQR and SQNR be NTU

sequence(s) introduced above. The period of each sequence, which is determined by the

choice of a, SQR and SQNR, is split into the length λ to adjust as an element of Sλ. It

is noted that the period of S0 is 2(pm−1)
p−1

and the others are pm − 1. For simplicity, let

us straightforwardly split sequences SQR and SQNR into subsequences of length λ without

any duplications. Let sQR,i and sQNR,i be an ith coefficient of a subsequence of SQR and

SQNR, respectively, and let them be defined as follows:

sQR,i = f2
(

g2j1TrFpm |Fp

(

θi
)

+ g2k1
)

,

sQNR,i = f2
(

g2j2TrFpm |Fp

(

θi
)

+ g2k2+1
)

,

where 0 ≤ j1, j2, k1, k2 <
p−1
2
. Then, the nth subsequences of SQR and SQNR, respectively,

denoted by SQR,n and SQNR,n for 0 ≤ n < p−1
2
, are defined by

SQR,n = {sQR,0, sQR,1, . . . , sQR,λ−1} ,

SQNR,n = {sQNR,0, sQNR,1, . . . , sQNR,λ−1} .

An illustration of splitting sequences is shown in Figure 3.1. Then, a set SNTU consisting

of these sequences is defined as follows:

SNTU =
{

E, S0, SQR,0, . . . , SQR, p−3
2
, SQNR,0, . . . , SQNR, p−3

2

}

,

where E is the all-one sequence of length λ which works as the unity of a group.

Group structure and the conditions

Since a group requires a binary operation, it is defined as follows:

Definition 21 Let ⊕̄ be the operation on SNTU. The operation performs as si ⊕ sj for

coefficients si and sj of NTU sequence(s). It also can be treated as si + sj + 1 (mod 2),

and the latter form is used in what follows.

The following theorem claims the pair 〈SNTU, ⊕̄〉 forms a group under the following con-

ditions.

Theorem 6 Let SNTU be a set consisting of the all-one sequence E, and subsequences of

NTU sequence(s) that are adequately adjusted to the length λ = 2(pm−1)
p−1

. The set SNTU

forms a group when p = 7.
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Figure 3.2: An illustration of one-to-one correspondence between trace values

Proof 2 Let S be an element in SNTU. It is clear that S⊕̄S and S⊕̄E always become E

and S, respectively, according to the definition of the operation ⊕̄ and E. This implies

that E works as the unity and the inverse element of an element is S itself. In addition,

since the operation is based on XOR, it inherits the associative raw. In this sense, the

closure property under the operation is shown in what follows. According to Lemma 1,

there are three kinds of NTU sequence(s), and let us denote sequences generated with 0,

a QR element aQR, and a QNR element aQNR by using S0, SQR, and SQNR, respectively.

Since the operation ⊕̄ handles the bit inversion after the XOR operation, the operation

f2 (a) ⊕̄f2 (b) is equivalent to f2 (a)+f2 (b)+f2 (g) (mod 2), where a, b ∈ Fp and g ∈ Fp is

a generator. According to Eq. (3.19), f2 (a) ⊕̄f2 (b) can transform as f2 (ab) + 1 (mod 2)

which implies that f2 (ab) = 0 if (a/p) =
(

b/p
)

= 1 or either a or b is the zero, and

f2 (ab) = 1 if (a/p) =
(

b/p
)

= −1. Therefore, the condition for forming a group is satisfied

by the following relationship for every QRs aQR,1, aQR,2 and QNRs aQNR,1, aQNR,2.

(

(aQR,1 + aQR,2)
/

p

)

=
(

aQNR
/

p

)

= −1, (3.23)

(

(aQNR,1 + aQNR,2)
/

p

)

=
(

aQR
/

p

)

= 1. (3.24)

Let p be an odd prime and let m be a positive integer which denotes the extension

degree. To form a group, specific trace value that belong to S0, SQR, and SQNR have

to close under the operation. As an example, the set of sequences forms a group if ith

coefficients of each trace values of S0, SQR, and SQNR uniquely result in another element

as illustrated in Figure 3.2.

Recall that NTU sequence(s) can be classified into the three different sets shown in

Lemma 1. Such classification depends on the added element a ∈ Fp. In addition, there

always exists a generator g of Fp which represents every non-zero element in the field as

its powers, and every non-zero trace value can be uniquely represented by using g. Thus,

let us consider the two cases: (i) TrFpm |Fp
(θi) = 0 and (ii) TrFpm |Fp

(θi) 6= 0.
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(i) Assume that TrFpm |Fp
(θi) = 0, then gjTrFpm |Fp

(θi) always falls into the zero for

every j(0 ≤ j < p). The assumption implies that specific trace values denoted by

TrFpm |Fp
(θi+jη) definitely become 0. Moreover, since the corresponding coefficients

of NTU sequence(s) SQR and SQNR use a QR and a QNR element, respectively, the

following results hold:

f2
(

TrFpm |Fp

(

θi
))

= 0, (3.25)

f2
(

TrFpm |Fp

(

θi
)

+ g2k
)

= f2
(

g2k
)

= 0, (3.26)

f2
(

TrFpm |Fp

(

θi
)

+ g2k+1
)

= f2
(

g2k+1
)

= 1, (3.27)

where 0 ≤ k < p−1
2
. Therefore, the following transformation holds according to Eqs.

3.25,3.26, and 3.27.

f2
(

TrFpm |Fp

(

θi
))

⊕̄f2
(

TrFpm |Fp

(

θi
)

+ 1
)

= f2
(

TrFpm |Fp

(

θi
))

+ f2
(

TrFpm |Fp

(

θi
)

+ 1
)

+ 1 (mod 2)

= 0 + 0 + f2
(

g2k+1
)

= f2
(

TrFpm |Fp

(

θi
)

+ g2k+1
)

. (3.28)

In this sense, the closure property for TrFpm |Fp
(θi) = 0 is obtained. However, the

closure between the two sequences is needed to be discussed here. In other words,

continuous trace values must satisfy the same property. The rest of the proof dis-

cusses this point throughout the next case.

(ii) Assume that TrFpm |Fp
(θi) = gj 6= 0, 1 ≤ j < p. Since a generator g can yield

every non-zero element as its powers and forms a cyclic group under the modulus

p, the set of trace values
{

TrFpm |Fp
(θi) ,TrFpm |Fp

(θi+η) , . . . ,TrFpm |Fp

(

θi+(p−2)η
)}

can

be {gj, gj+1, . . . , gj+p−2}, which is denoted by G. The trace values that generate

each NTU sequence(s) S0, SQR, and SQNR can be derived as follows:

f2
(

TrFpm |Fp

(

θi
))

= f2
(

gj
)

,

f2
(

TrFpm |Fp

(

θi
)

+ 1
)

= f2
(

gj + 1
)

,

f2
(

TrFpm |Fp

(

θi
)

+ g
)

= f2
(

gj + g
)

,

For the set G, the following equality holds

g + G =
{

g(gj−1 + 1), g(gj + 1), . . . , g(gj+p−3 + 1)
}

. (3.29)
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g + G is a set of trace values which generates the bit inverted sequence of SQR.

However, g+G can also decide the set of trace values which generates the sequence

SQNR. Therefore, S0, SQR, and SQNR essentially have the potential to form a group

under the operation ⊕̄ and the first condition.

It is noted that f2
(

TrFpm |Fp
(θi)
)

⊕̄f2
(

TrFpm |Fp
(θi) + 1

)

should correspond to

f2
(

TrFpm |Fp
(θi) + g

)

. The same relationship is required for the sets G,G + 1, and

G + g. In addition to the above, let u(1 ≤ u < p−1
2
) be the number of QR elements

in the set G +1. Then, the number of QNRs in G +1 is p−1
2
− u, and the number of

QRs and QNRs becomes p−1
2
− u and u in G + g, respectively. Also, the following

equality holds to close under ⊕̄ according to Eq. (3.23) and Eq. (3.24).
(

u

2

)

×

(p−1
2
− u

2

)

= u. (3.30)

The left-hand side of the equation denotes the total number of possible combinations

of a QR in G+1 and a QR in G+ g, and also of a QR in G+1 and a QNR in G+1.

Such a combination should result in the number of the corresponding QRs or QNRs

to close. The same discussion can be used when considering the combinations of

QNRs. However, there does not exist such an odd prime except p = 7. Therefore,

Sλ forms a group when p = 7. (Q.E.D.)

3.3.4 Examples of the group structure

For checking the correctness of the theorem, several examples for distinct m are shown

here. By following the theorem, let p be a fixed prime as p = 7 and let m be the extension

degree in what follows. Under the modulus p = 7, there are generators 3 and 5, and

according to Table 3.11, every QRs and QNRs corresponds to another QNRs and QRs

uniquely throughout the mapping function.

Table 3.11: Classification of a ∈ F7 based on the Legendre symbol

.

a (a/p) Is primitive root of unity a (a/p) Is primitive root of unity

0 0 False 4 1 False

1 1 False 5 −1 True

2 1 False 6 −1 False

3 −1 True – – –

As illustrated in Figure 3.3, it is confirmed that the sum of trace values via f2 (·) fall

into a different result from the viewpoint of the Legendre symbol. In detail, the figure
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Figure 3.3: An illustration of the relationships between S0, SQR and SQNR when g = 3.

represents the relation Eq. (3.29) and any combinations of two values t1 and t2 in S0,

SQR, or SQNR satisfies the following relation.

f2 (t1) ⊕̄f2 (t2) =



















¯f2 (t1) = ¯f2 (t2) if
(

t1/p
)

=
(

t2/p
)

,

¯f2 (t1) if
(

t1/p
)

= −1 and
(

t2/p
)

6= −1,

¯f2 (t2) else if
(

t1/p
)

6= −1 and
(

t2/p
)

= −1.

It is noted that a red-colored number in Figure 3.3 denotes a QR element and the others

are QNRs. The conditions can also be established for the other generator as illustrated

in Figure 3.4. The examples are given as follows.

Figure 3.4: An illustration of the relationships between S0, SQR and SQNR when g = 5.

1. m = 2, g(x) = x2+3x+5 and g = 5. The sequences S0, SQR, and SQNR are generated
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as follows:

S0 = {0, 1, 0, 0, 0, 0, 0, 1, 1, 0, 1, 0, 1, 1, 1, 0},

SQR = {1, 0, 1, 0, 0, 1, 1, 0, 0, 1, 0, 0, 1, 0, 0, 0,

1, 0, 1, 0, 1, 1, 1, 1, 0, 0, 0, 0, 0, 0, 0, 1,

0, 1, 0, 0, 1, 0, 0, 0, 1, 1, 1, 0, 0, 1, 1, 1},

SQNR = {0, 0, 0, 1, 1, 0, 0, 0, 0, 0, 0, 1, 1, 0, 0, 1,

0, 0, 0, 1, 0, 0, 0, 1, 0, 1, 0, 1, 0, 0, 0, 0,

1, 1, 1, 1, 0, 1, 1, 0, 1, 0, 1, 1, 0, 1, 1, 0}

It is noted that SQR and SQNR are generated by using 1 and g, respectively. Let

Sj(0 ≤ j < p) be a subsequence split into the length λ = 16 as follows:

S0 = {0, 1, 0, 0, 0, 0, 0, 1, 1, 0, 1, 0, 1, 1, 1, 0},

S1 = {1, 0, 1, 0, 0, 1, 1, 0, 0, 1, 0, 0, 1, 0, 0, 0},

S2 = {1, 0, 1, 0, 1, 1, 1, 1, 0, 0, 0, 0, 0, 0, 0, 1},

S3 = {0, 1, 0, 0, 1, 0, 0, 0, 1, 1, 1, 0, 0, 1, 1, 1},

S4 = {0, 0, 0, 1, 1, 0, 0, 0, 0, 0, 0, 1, 1, 0, 0, 1},

S5 = {0, 0, 0, 1, 0, 0, 0, 1, 0, 1, 0, 1, 0, 0, 0, 0},

S6 = {1, 1, 1, 1, 0, 1, 1, 0, 1, 0, 1, 1, 0, 1, 1, 0}.

Then, the subsequences with the all-one sequence E form a group as shown in Table

3.12.

Table 3.12: The group table of subsequences when g(x) = x2 + 3x+ 5.

⊕̄ E S0 S1 S2 S3 S4 S5 S6

E E S0 S1 S2 S3 S4 S5 S6

S0 E S4 S5 S6 S1 S2 S3

S1 E S6 S5 S0 S3 S2

S2 E S4 S3 S0 S1

S3 E S2 S1 S0

S4 E S6 S5

S5 E S4

S6 E

2. m = 4, g(x) = x4+5x3+6x2+3x+3 and g = 3. The subsequences with the all-one

sequence E form a group as shown in Table 3.13. The details of subsequences are
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omitted here due to the page limitations. However, they are prepared in the same

manner as in the previous example.

Table 3.13: The group table of subsequences when g(x) = x4 + 5x3 + 6x2 + 3x+ 3.

⊕̄ E S0 S1 S2 S3 S4 S5 S6

E E S0 S1 S2 S3 S4 S5 S6

S0 E S5 S6 S4 S3 S1 S2

S1 E S4 S6 S2 S0 S3

S2 E S5 S1 S3 S0

S3 E S0 S2 S1

S4 E S6 S5

S5 E S4

S6 E

3.3.5 Recommendations concerning the parameters

According to Lemma 1, it is found that there are
(

p−1
2
− 1
)

equivalent keys for a constant

a( 6= 0). In other words, the sequences generated by using a constant term a always

involves the half of prime size equivalent keys regardless of the choice of a. It would be

considered to have the risk of an internal state recovery attack whenever a 6= 0 in the

sense that an attacker may potentially estimate the secret key in some parallel method.

Therefore, the conventional form of the NTU sequence is not recommended to use as it

is when a 6= 0.

Furthermore, since it was found that the set of NTU sequences forms a group under

the XOR-like operation if p = 7, this thesis recommends using a larger prime than 7. The

reason is to avoid a similar situation when p = 3 and p = 5. As discussed in the proof of

group structure in the previous section, the group structure may be induced if Eq. (3.30)

is satisfied. Considering that, it is expected that the group structure would not happen

when p > 7 for other binary operation as well. However, the cases p = 3 and p = 5 are

considered to hold the potential of having another group structure under another binary

operation. That is why an odd prime is recommended being larger than 7.
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Chapter 4

Proposing symmetric primitives for

constructing a secure database

4.1 Backgrounds of the propositions and the objec-

tives

By the trend of developing secure databases (SDBs) in both academia and industry, re-

searches relevant to searchable techniques have been proposed and investigated in this

short period. Related to the development of SDBs, for example, homomorphic encryp-

tions and fully homomorphic encryptions have been paid much attention from researchers

and engineers to realize the demands for handling operations such as addition and multi-

plication over an encrypted domain. Also, searchable encryptions have attracted people

such as the ones who desired to utilize the cloud technologies, in the sense it enables us

to search a keyword without decrypting ciphertexts.

Based on these backgrounds, practical SDBs have gradually been constructed by using

public-key encryptions and recently, it attempts to adjust even to big data. However, there

looks having not enough functionality so that one can use operation or a search function

over an encrypted domain in the similar manner of plaintexts. Therefore, the following

sections purpose to propose two searchable schemes by focusing on different viewpoints.

Basically, it hopes to introduce the novel concepts of searchability and sometimes the

scheme admits to sacrificing a leak. However, one of the goals in future work is to

construct an SDB system by combining these proposed schemes and realize a practical and

useful SDB. The schemes proposed in the following sections are as follows: 1) searchable

encryption capable of a partial keyword search by using only the single query for every

substring of a keyword, 2) a novel search scheme toward handling higher dimensional data

(matrix-type storage), which is called location-based search.
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4.2 Notations and fundamental cryptographic prim-

itives

This section begins by introducing the notations and the fundamentals related to search-

able techniques briefly.

4.2.1 Notations

For a set S, let |S| represent the number of elements in S. The concatenation of two strings

s1 and s2 is written as s1||s2. Furthermore, let poly(κ) and negl(κ) denote unspecified

polynomial and negligible functions in κ, respectively, where κ is referred to as the security

parameter.

This thesis represents the set of documents which include the keyword w by D(w), and

δ(d) indicates the list of keywords that exist in a document d ∈ D. The collection of m

distinct keywords is denoted by ∆, that is ∆ = (w1,w2, . . . ,wm). For ∆, let 2∆ be the set

of all possible documents with words in ∆ and let D ⊂ 2∆ be a collection of n = poly(κ)

documents D = (d1,d2, . . . ,dn) and let ID(dj) be the identifier of a document dj. In

addition, since this thesis especially focuses on a matrix-type data format, it is explicitly

denoted by Dj when handling matrix-type data as a target document, and whose (u, v)

entry is denoted by wu,v. On the other hand, d and w implicitly denote an arbitrary

document and keyword, respectively. In this thesis, w is assumed to be a combination

of characters, and the lth character of w is denoted by w[l], where 1 ≤ l ≤ len(w) and

len(w) denotes the length of w.

The system considered in this thesis is assumed with the client-server model, and a

symmetric cryptosystem is a block cipher of block size Nb. A key is denoted byKstr, which

is the abbreviation of “key” with a subscription “str”. The ciphertext of a document d

is denoted by c and the collection of ciphertexts is represented by C = (c1, c2, . . . , cn).

In addition, the client uses a trapdoor t or a collection of n trapdoor denoted by T =

(t1, t2, . . . , tn). Throughout this thesis, it is assumed that the server always returns correct

data, that means the data stored on the server would not be modified by anyone. Finally,

for the security discussion, let A and S be an algorithm and a simulator, respectively.

4.2.2 Fundamental cryptographic primitives

Pseudorandom permutation family and Advanced encryption standard

Let KE and ME be the key space and message space, respectively. If these spaces are

assumed as KE = {0, 1}κ andME = {0, 1}Nb , then κ is called key length and Nb is called

block length. A block cipher E : KE ×ME 7→ ME is regarded as a permutation family
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{EncK (·) ∈ Perm (ME) ;K ∈ KE} [37], where EncK denotes the encryption scheme with

respect to the key K and Perm (ME) is the set of all permutations overME.

Advanced encryption standard (AES) [3, 4] is a class of symmetric block ciphers of the

block size 128 bits which have been adopted by the U.S. government and is implemented

in both software and hardware to protect sensitive data. Assume that P is a random

permutation family that is the set of all permutations from 128-bit to 128-bit space.

Then, the AES is considered to be a portion of the pseudorandom permutation family if

AES is indistinguishable from P .

The AES encryption scheme is made up of four functions called SubBytes, ShiftRows,

Mixcolumns, and AddRoundKey, which handle 4× 4 matrices whose each entry are con-

sisting of a single byte integer. The 4× 4 matrix is called a state, and as shown in Figure

4.1, the state is permutated by applying those functions repeatedly depending on the

key size (Nr = 10, 12, 14 when the key size Nκ is Nκ = 4, 6, 8, respectively). As well

as the encryption scheme, the decryption scheme is defined as the inverse operations of

those functions as illustrated in Figure 4.1. Searchable schemes proposed in this thesis

Figure 4.1: The encryption and decryption scheme of AES

are basically assumed to use the AES as a block cipher.

Hash function

A hash function is a one-way function which maps data of arbitrary size to data of the

fixed size. It is useful for security applications to verify the correctness of the two data.

For example, Keccak [38], which is the winner of the SHA-3 cryptographic hash algorithm

competition, is well-known and used for real applications. A secure hash function is an
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essential factor of secure systems such as a digital signification and searchable encryption

and such a hash function is especially called a cryptographic hash function. Such a

cryptographic hash function is required to satisfy some properties as follows:

1. The length of the output of a hash function is always fixed.

2. The algorithm of a hash function must be deterministic, that is the function needs

to have reproducibility for the same input.

3. A hash function has to generate a hash value efficiently to be employed by real-time

applications.

The security of a hash function is ensured by the one-wayness (OW), the second

preimage resistance (2ndPR) and the collision resistance (CR). The OW is the difficulty

of predicting the input from output, that is the function should not be invertible. Next,

let m1 and m2 be distinct messages inME and let H(·) denote a hash function. Then,

the 2ndPR and the CR are the difficulty of finding a pair of m1 and m2 such that

H(m1) = H(m2). In the former case, an attacker can know the original message m1,

and trying to find a message m2. On the other hand, the latter allows an attacker to

select a pair of messages freely and the attacker detects a collision pair (m1,m2).

Searchable symmetric encryption

Searchable symmetric encryption (SSE) is a cryptographic primitive which is mainly clas-

sified into single-writer/single-reader (S/S) architecture according to the classification by

Bösch et al. in [39]. The main stream of the approach of SSEs is building an inverted

index whose entry is composed of pairs of a trapdoor and the corresponding document

identifiers for a keyword. It is introduced by Curtmola et al. in [40] and many state-of-

the-art works adopt the approach owing to its efficiency. Thus, this thesis introduces the

concept of their scheme. To obtain further knowledge of SSE, the readers can refer to

[41] which shows several mechanisms of an index and the state-of-the-art works that this

thesis could not cover.

Typically, it is composed of several polynomial-time algorithms Gen,Enc, Trapdoor,

Search and Dec as follows:

Definition 22 (Generation) Gen(1κ) generates the set of secret-keys and make a list of

keywords by scanning a collection of documents, where κ denotes a security parameter. At

the same time, identifiers denoted by ID(dj) are attached to each document. The function

is run by a user.

Definition 23 (Encryption) EncK(D) is a deterministic algorithm run by a user with

taking a collection of documents D as its input. This function creates a secure index for
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Figure 4.2: Illustration of the typical model of an index-based SSE scheme

searching and the encryption is carried out by a block cipher of block size Nb with using

the secret-key K ∈ KE.

Definition 24 (Trapdoor) Trpdr(w) is a deterministic algorithm run by a user. It takes

a keyword w as its input and returns a collection of trapdoors t created from the keyword.

Definition 25 (Search) Search(t) takes a trapdoor t as the input and searching data on

a server with an index. Then, the function returns the set of document identifiers.

Definition 26 (Decryption) DecK(C) decrypts ciphertexts encrypted by the block cipher

of the secret-key K.

Such a typical SSE scheme realizes a search as illustrated in Figure 4.2 and is carried

out in the following steps. Firstly, a user scans a collection of documents to generate the

list of keywords and builds an index consisting of the specific form of keywords. Then,

the user encrypts documents with a symmetric cryptosystem and uploads the index and

encrypted documents to a server. Finally, the user can search for a keyword that has

already registered in the index by using a query generated via the corresponding trapdoor

function.

On the security analysis of an SSE, security definitions similar to the indistinguishable

chosen-plaintext attack (IND-CPA) have been proposed. Most of the recent works adopt

the formal SSE definitions proposed in [40] which guarantee the secrecy of trapdoor and

information about a keyword. In addition, Kurosawa and Ohtaki [42] introduced universal

composability (UC). It is a general-purpose model that claims the protocols remain secure

even if they are arbitrarily composed of other instances of the same or other protocols.

A server that holds encrypted data is regarded as an untrusted third party. Under such

an assumption, the information leakage must be kept as small as possible with respect
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to keywords and documents. There is some unavoidable leakage such as history, access

pattern and search pattern. For a document set D and a keyword w, they are defined as

follows:

Definition 27 (History) A q-query history over D denoted by h = (D,w) is a tuple of

documents D and q keywordsW = (w1,w2, . . . ,wq), which is obtained throughout q times

communication between a user and a server.

Definition 28 (Access pattern) The access pattern Access(h) induced by h is the result

of each search via a trapdoor. It is the collection of documents that contains a keyword

wi (1 ≤ i ≤ q).

Definition 29 (Search pattern) The search pattern Search(h) induced by h is given by

a symmetric binary matrix σ whose (i, j)-element is represented by

σij =







1 if wi = wj,

0 otherwise.
(4.1)

Based on the above information, Curtmola et al. defined a trace induced by a q-query

history as follows:

Definition 30 (Trace) The Trace denoted by Trace(h) consisted of lengths of documents

in D, the access pattern Access(h), and the search pattern Search(h).

Curtmola et al. shows that Trace(h) is the minimal information leakage [40], and thus

Trace(h) becomes one of the benchmarks to evaluate the security of an SSE scheme.

This thesis adopts real-ideal simulation paradigm introduced in [40], which intuitively

asks an adversary to guess which game (real or ideal) plays. It is defined as follows:

Definition 31 (Adaptive semantic security) Let SSE,A, and S be an index-based SSE

scheme, an adversary such that q ∈ N and a simulator, which is defined as follows,

respectively.

SSE = (Gen,Enc, Trpdr, Search,Dec),

A = (A0, . . . ,Aq),

S = (S0, . . . ,Sq)

For the security parameter κ ∈ N, consider the following probabilistic experiments

RealSSE,A(κ) and SimSSE,A,S(κ), where stA and stS are strings that capture the state of

A and S, respectively, where I denotes the index built in the SSE scheme.

Let D(ν, stA) be a distinguisher which takes input as the output from the experiments

and returns 1 if it succeeds to guess and 0 otherwise. The SSE scheme is adaptively
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RealSSE,A(κ):

K ← Gen(1κ)

(D, stA)← A0(1
κ)

(I, C)← Enc(D)

(w1, stA)← A1(stA, I, C)

t1 ← Trpdr(w1)

for 2 ≤ i ≤ q,

(wi, stA)← Ai(stA, I, c, t1, . . . , ti−1)

ti ← Trpdr(wi)

let T = (t1, . . . , tq)

output ν = (I, C, T ) and stA

SimSSE,A,S(κ):

(D, stA)← A0(1
κ)

(I, C, stS)← S0(Trace(D))

(w1, stA)← A1(stA, I, C)

(t1, stS)← S1(stS, T race(D,w1))

for 2 ≤ i ≤ q,

(wi, stA)← Ai(stA, I, C, t1, . . . , ti−1)

(ti, stS)← Si(stS, T race(D,w1, . . . ,wi))

let T = (t1, . . . , tq)

output ν = (I, C, T ) and stA

semantically secure if for all polynomial-size adversaries A = (A0, . . . ,Aq) such that q =

poly(κ), there exists a non-uniform polynomial-size simulator S = (S0, . . . ,Sq) such that

for all polynomial-size D,

|Pr[D(ν, stA) = 1 : (ν, stA)← RealSSE,A(κ)]

−Pr[D(ν, stA) = 1 : (ν, stA)← SimSSE,A,S(κ)]| ≤ negl(κ),

where the probabilities are over the coin tosses of Gen and Enc1. Intuitively, the above

discussion declares that the scheme is secure if an adversary cannot distinguish two sets

of data even if the one can issue and observe queries on encrypted sets of data by allowing

the adversary to choose keyword queries with keywords that occur in both data sets. It

is noted that a history is assumed to be non-singular which is defined as follows:

1. There exists at least one history h′ 6= h such that Trace(h′) = Trace(h),

2. Such a history can be found within polynomial-time from given Trace(h).

1Many cryptographic protocols rely on the random coin tosses to discuss their provable security.
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4.3 Partial keyword search based on improved NTU

sequence

This section shows the construction of a keyword search protocol which allows partial

matching utilizing with NTU sequence. However, since NTU sequences have a drawback

on the distribution property, an improvement is proposed before giving the construction

of a searchable technique.

4.3.1 Overview of assumptions

A server-client model is assumed in our construction and our objective is to enable a user

to partially search a keyword without decrypting documents so that a server cannot obtain

information as small as possible. This is because of the possibility that a malicious server

tries to guess information with respect to the stored secrets and keywords throughout

queries from a user.

Every keyword appeared in this section is assumed to be represented by an 8-bit integer

based on the ASCII code. Let Nb be a block length of a block cipher and assume that

the length of every keyword w dealt in this section is limited by Nb/8. In addition, the

list of keywords is a finite set in lexicographical order which is generated from the target

collection of documents and a user searches a keyword in the list including its substring.

4.3.2 Overview of NTU sequences and its improvement

Let us briefly review the NTU sequences and consider the improvement based on the

randomness properties. It is noted that only the binary NTU sequence is dealt within

this subsection and it implicitly assumes that every sequence is generated by using k = 2

and a = 0 in Eq. (3.2).

In short, the binary NTU sequences are generated by applying the Legendre symbol to

a respective output of a p-ary M-sequence, where p is an odd prime. According to Theorem

5, it is found that the distribution of digits depends on the number of containing zeros in

a target bit pattern. More precisely, the number of the appearance of digits is determined

by the number of containing zeros and that becomes larger and larger in proportion to

increase of containing zeros. To address this unbalance distribution caused by the non-

linear mapping function, a technique is required based on some theoretic manners so

that the randomness property can be evaluated. The following discusses and proposes a

technique to improve the unbalance property of the binary NTU sequences by focusing

on a mathematical cyclic property.

Recall that the respective number of QRs and QNRs in any finite field of order p is the

same and given by p−1
2
, respectively, where p is an odd prime. Furthermore, considering



4.3. PARTIAL KEYWORD SEARCH BASED ON IMPROVED NTU
SEQUENCE 55

the number of the appearance of respective elements in Fp, the respective number of 0’s

and 1’s in NTU sequence Sλ is derived by

The number of 0’s in Sλ: pm−1 − 1 + pm−1 ×

(

p− 1

2

)

,

The number of 1’s in Sλ: pm−1 ×

(

p− 1

2

)

.

More precisely, since 0’s in Sλ appear when the traces are 0 or QRs in Fp, the amount

of 0’s in Sλ is calculated by the sum of the number of 0’s, given by pm−1 − 1, and that

of 1’s, given by pm−1 ×
(

p−1
2

)

. Therefore, replacing the half number of TrFpm |Fp
(θi) = 0

cases that happen throughout an NTU sequence into QNR’s allows us to have at least

the same number of 0’s and 1’s in the sense of the uniformity for 1-bit patterns in NTU

sequences.

Theoretical analysis and the design of an algorithm

The algorithm proposed here adopts the cyclic structure of a multiplicative group over

Fp. Let Fp and Fpm be a prime field and its extension field of degree m, respectively, and

let g ∈ Fp and θ ∈ Fpm be primitive elements in the respective fields. Since each primitive

element satisfy the equalities gp−1 ≡ 1 and θp
m−1 ≡ 1, the following Eq. (4.2) holds by

considering the fact that pm − 1 is divisible by p− 1.

g = θ
pm−1
p−1 . (4.2)

Here, recall that since an extension field constructed by the minimal polynomial of θ has

a basis of form {1, θ, θ2, . . . , θm−1}, every extension field element is represented by the

linear combination of coefficients and the basis in the polynomial form. In addition, it is

noted that every element in a multiplicative cyclic group is uniquely represented by the

certain power of a primitive element. Therefore, Eq. (4.3) holds for every extension field

element, where 0 ≤ i < pm − 1 and aj ∈ Fp.

θi =
m−1
∑

j=0

ajθ
j. (4.3)

Considering these discussions, let a constant value η be η = pm−1
p−1

, then it is found

that θi+η is calculated by multiplying g to θi; that is

θi+η = g · θi =
m−1
∑

j=0

(g · aj) θ
j.

It also means that every coefficient of θi in Eq. (4.3) has the cyclic property similar to

the one generated by g. The trace function immediately follows the above properties as

follows:

TrFpm |Fp

(

θi+η
)

= TrFpm |Fp

(

θi · θη
)

= TrFpm |Fp

(

g · θi
)

= gTrFpm |Fp

(

θi
)

.
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Therefore, they can be said to be highly familiar with each other from a theoretical

viewpoint and the cyclic structure of a coefficient of θ would be useful for alternating in

case TrFpm |Fp
(θi) = 0. Since the least degree of θi is frequently changed, the algorithm

used this cyclic structure is designed as follows.

For a set of seed values θ ∈ Fpm and 0 ≤ i ≤ pm − 2, an NTU sequence generator

PRNGNTU(θ, i) generates a bitstream sisi+1si+2 . . ., where θ denotes a primitive element

in Fpm , and si is derived by Eq. (3.2). It is noted that the NTU sequences dealt in this

chapter is restricted to the binary sequences. Since PRNGNTU(θ, i) cannot generate a

uniformly distributed sequence due to its mapping function, a uniformization technique

is introduced. In short, it is described in Algorithm 2.

Algorithm 2 Uniformization technique for NTU sequences

PRNGNTU(θ, i)

begin

t = TrFpm |Fp
(θi)

j = 0

while t = 0 and j <= m

t = Coeff(θi, j)

j = j + 1

end while

si = f2 (t)

end

A representative experimental result and the linear complexity analysis

This section shows a representative experimental result concerning the distribution of bits

is shown in Table 4.1 and Table 4.2, where p = 13,m = 7 and the primitive polynomial

used for generating both the proposed sequence and the conventional NTU sequence is

f(x) = x7 + x6 +9x5 +8x4 + x3 +4x2 +2x+6. According to the evaluation with respect

to equivalent keys and the group structure of binary NTU sequences, it is recommended

that Eq. (3.2) should not be employed in an application as it is and to use a prime larger

than 7. Concerning these recommendations, the proposed method overcomes the former

one. This is because since the replacement induces the change for a trace sequence to

a sequence consisting of nonzero Fp elements, the sequence using a ≥ 2 always breaks

the balance of QRs and QNRs. In addition, the experiments conducted for observing the

improvements endowed by the proposed method mostly shows a similar uniformity.

Comparing to the conventional NTU sequence the effectiveness of improvement con-

cerning the distribution property is found. For example, though the average of the number

of appearances, which is the ideal number for a uniformly distributed sequence, is approx-
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imately 3921782, DSpm−1

(

b(4)
)

in the conventional NTU sequence spreads in the range

[2847312, 5274996]. In contrast, the range of DSpm−1

(

b(4)
)

in the proposed sequence is

shrunk into [3916668, 3927402]. Since the difference between the maximum and the min-

imum is 0.01 percent of the length in the proposed method, the following considers it as

a uniformly distributed sequence.

Before moving to the main proposition concerning the partial searchable technique, the

LC of the proposed method is reviewed here. Considering the multiplicative relationship

induced by the Legendre symbol, si+η = si holds for sequence coefficients si and si+η,

where si denotes the bit inversion of si. It implicitly means that the polynomial S(x) is

represented by

S(x) =

η−1
∑

i=0

six
i +

λ−1
∑

i=η

(si + 1)xi

=

η−1
∑

i=0

six
i +

2η−1
∑

i=η

six
i + xη

η−1
∑

i=0

xi

= (xη + 1)

η−1
∑

i=0

six
i + xη

xη − 1

x− 1

= (xη + 1)

(

η−1
∑

i=0

six
i +

xη

x+ 1

)

(mod 2).

Furthermore, since xλ is transformed to be xλ − 1 = x2η + 1 = (xη + 1)2 (mod 2),

it is found that both S(x) and xλ − 1 have (xη + 1) as the common factor. Therefore,

the degree of gcd(S(x), xλ − 1) is given by at most η, and the linear complexity of such

a sequence is bounded as LC(S) ≤ η and experimentally, most of the cases achieves

LC(S) = η. Thought the evaluation would be required furthermore theoretically, the

following discussion assumes that the proposed method achieves adequate randomness

considering these experimental results and the theoretical analysis to introduce a partial

searchable technique.

4.3.3 Definition

Let w[l] be a lth character of a keyword w, the embedding function for w[l] is defined by

using the binary NTU sequence uniformized by the proposed technique in Section 4.3.2,

denoted by PRNGNTU(θ, i), over the fixed prime field F257.

Definition 32 (Embedding function) For w[l], the embedding function with NTU se-

quence denoted by PRNGNTUw[l]
(θ, i, w[l]) is a deterministic function which yields a bit by
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Table 4.1: The number of n-bit patterns in one period of the proposed NTU sequence

when p = 13,m = 7, and n = 1, 2, 3, 4

b(n) DSλ

(

b(n)
)

in the proposed

sequence

DSλ

(

b(n)
)

in the original

NTU sequence

n = 1 0 31374258 33787662

1 31374258 28960854

n = 2 00 15694272 18193356

01 15679986 15594306

10 15679986 15594306

11 15694272 13366548

n = 3 000 7850982 9796422

001 7843290 8396934

010 7836696 8396934

011 7843290 7197372

100 7843290 8396934

101 7836696 7197372

110 7843290 7197372

111 7850982 6169176

n = 4 0000 3927402 5274996

0001 3923580 4521426

0010 3920028 4521426

0011 3923262 3875508

0100 3920028 4521426

0101 3916668 3875508

0110 3919710 3875508

0111 3923580 3321864

1000 3923580 4521426

1001 3919710 3875508

1010 3916668 3875508

1011 3920028 3321864

1100 3923262 3875508

1101 3920028 3321864

1110 3923580 3321864

1111 3927402 2847312
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Table 4.2: The number of 5-bit patterns in one period of the proposed NTU sequence

when p = 13 and m = 7

b(n) DSλ

(

b(n)
)

of the proposed

case

DSλ

(

b(n)
)

of the

conventional case

n = 5 00000 1964580 2840382

00001 1962822 2434614

00010 1960890 2434614

00011 1962690 2086812

00100 1960950 2434614

00101 1959078 2086812

00110 1960734 2086812

00111 1962528 1788696

01000 1961052 2434614

01001 1958976 2086812

01010 1957590 2086812

01011 1959078 1788696

01100 1960572 2086812

01101 1959138 1788696

01110 1960758 1788696

01111 1962822 1533168

10000 1962822 2434614

10001 1960758 2086812

10010 1959138 2086812

10011 1960572 1788696

10100 1959078 2086812

10101 1957590 1788696

10110 1958976 1788696

10111 1961052 1533168

11000 1962528 2086812

11001 1960734 1788696

11010 1959078 1788696

11011 1960950 1533168

11100 1962690 1788696

11101 1960890 1533168

11110 1962822 1533168

11111 1964580 1314144
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using the following modified trace calculation instead of TrFpm |Fp
(θi) for 0 ≤ i ≤ pm − 2.

Trw[l](θ
i) = TrFpm |Fp

(

θi
)

+ w[l] (mod 257). (4.4)

By using the embedding function, a keyword search scheme allowing a partial matching

is composed of six polynomial-time algorithms as defined below.

Definition 33 (Generate secrets) The function Gen(1κ,m) returns a set of secrets in-

cluding a secret-key for a block cipher. It takes a security parameter κ and a positive

integer m such that λ = 257m−1
128

becomes sufficiently large (e.g. more than 2256), where

λ is the period of an NTU sequence. Then, Gen(1κ,m) generates a primitive polynomial

f(x) of degree m over F257, a seed value pair (θ, i), a secret-key Ktrpdr for the trapdoor

function and a secret-key KSKE for a block cipher, where f(θ) = 0 and 0 ≤ i ≤ 257m− 2.

It is noted that the size of the secret-key Ktrpdr is the same as KSKE.

Definition 34 (Trapdoor) The trapdoor function Trpdr(θ, i,w, Ktrpdr) is a determinis-

tic algorithm run by a client. It requires seed values θ and an integer i, a word w =

w0||w1|| · · · ||wn−1 of length n and the secret-key Ktrpdr as the input. Trpdr(θ, i,w, Ktrpdr)

returns the binary sequence T of the same size of a block of a block cipher, which involves

the keyword w as the trapdoor of the keyword.

Definition 35 (Encryption) The function EncKSKE
(θ, i,D, KSKE) is a deterministic al-

gorithm run by the secret-key holder. It takes a seed values θ and i, a collection of

documents D, and the secret-key KSKE as the input. Firstly, the function begins to scan

every document to list up the distinct keywords ∆ contained in the documents. Then, a

trapdoor of a keyword in ∆ is prepared by utilizing NTU sequence with θi. Finally, the

documents are encrypted by a typical encryption scheme with KSKE and the trapdoors are

concatenated to each document which contains the keyword as the header. It is noted that

the number of trapdoors is required to be memorized for the decryption. The simplest way

is fixing the number of trapdoors to the maximum number of keywords in a document.

Definition 36 (Perfect matching search) The function PerfectMatch(T ) is carried out

on the server with a trapdoor T as the input. It returns encrypted documents, which are

believed to involve the keyword, based on the high reliability.

Definition 37 (Partial matching search) The function PartialMatch(T ) is carried out

on the server with a trapdoor T as the input. It returns encrypted documents, which are

considered to contain the substring of a keyword.

Definition 38 (Decryption) The function Dec(C, KSKE) recovers documents with the

typical decryption scheme after eliminating each header of an encrypted document. Since

the secret-key holder knows how many trapdoors are concatenated to a document, the

user can remove the header just ignoring them. The input is a collection of encrypted

documents C and the secret-key KSKE.
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4.3.4 Trapdoor function using a variant of NTU sequence

This section considers constructing a trapdoor function by using the embedding function

defined in Section 4.3.3. Since the purpose is to design a trapdoor function which can issue

a query capable of the partial search over an encrypted domain only by using the single

trapdoor of a keyword, it should not sacrifice the information quantity of each character

in a word. To accomplish the motivation and to introduce the concept of novel types of

searchable technique, a mapping function between 8-bit spaces are proposed by using the

variant of the a binary NTU sequence. In this sense, the proposed scheme allows the risk

of leaking the length of substring requested to search for further improvement.

For a keywordw = w[0]||w[1]|| . . . ||w[n−1], a trapdoor ofw is derived by the following

steps.

Step 1. Set p = 257, l = 0 and θi.

Step 2. Calculate a sequence of trace values (trl,0, . . . , trl,7) by Trw[l]

(

θi+8l+j
)

, where trl,j

is an output of trace calculation and 0 ≤ j < 8.

Step 3. Generate an 8-bit stream by si+8l+j = f2 (trl,j) for 9 ≤ j < 8 and concatenating

the previous bitstream.

Step 4. Increment l and if l < n, then return to Step. 2. Otherwise go to the next step.

Step 5. If the length of the bitstream is less than the bit size Nb of a block of a block

cipher, then generate an NTU sequence until the bitstream reaches the length Nb

by PRNGNTU (θ, i + l) with utilizing the uniformization technique which replaces

TrFpm |Fp
(θi) = 0 by the least non-zero coefficient of θi, where 8n ≤ l < Nb.

Step 6. Taking bit-wise XOR with s0 . . . sNb−1 and a secret-key Ktrpdr = {k0, . . . , kNb
}.

Finally, output a trapdoor T .

The above procedure is also illustrated in Figure 4.3, where kj and tj are jth bit of

Ktrpdr and T , respectively. It is noted that the trace function TrFpm |Fp
(·) is simply written

by Tr (·) in Figure 4.3. In short, the NTU sequence in this procedure works as a mapping

function from an 8-bit space to an another 8-bit space. In addition, this generation scheme

gives a redundancy for a trapdoor of a keyword. The redundancy means that a trapdoor

easily becomes a different one by changing θi.

4.3.5 Partial matching

As shown in Figure 4.4, PerfectMatch(T ) can find a trapdoor T from the header of an

encrypted document by taking bit-wise XOR and evaluating whether Tj ⊕ T = 0 or not,

where Tj denotes a jth trapdoor of a keyword stored in the encrypted index (header of
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Figure 4.3: Behavior of the trapdoor function for a keyword w.

Figure 4.4: An image of storing data on a server

the encrypted documents). Since a trapdoor is built as a binary sequence of length Nb, a

user has to uniquely select the binary sequence from Nb dimensional binary vector space

when the user searches a keyword.

Although the basic idea of the partial matching is similar to the perfect matching,

PartialMatch(T ) does not evaluate the whole length of a trapdoor. The function checks
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Table 4.3: An example of embedding an alphabet to NTU sequence with ASCII code

a 01111110 A 00010001 j 10110000 J 11010010 s 00001101 S 10011000

b 01011010 B 01000111 k 11111010 K 10010101 t 00010000 T 10001000

c 11001010 C 10110100 l 11000111 L 10110100 u 11010111 U 11011110

d 10011100 D 00011001 m 00001000 M 01001110 v 01001111 V 00110000

e 11000111 E 10000001 n 11111011 N 11000111 w 01101111 W 00001000

f 01010110 F 00000001 o 01010011 O 01000110 y 01011110 Y 11011111

g 11110010 G 00011101 p 00100101 P 10100100 x 00101100 X 10100001

h 10000000 H 11101111 q 11011011 Q 10101000 z 01011110 Z 00100001

i 10110001 I 11110111 r 01110011 R 00001101

the first 8l-bit patterns of a trapdoor with the header of a document where l is the length

of a substring of a keyword. Thus, it returns a collection of ciphers that may be contained

the substring of a keyword or the keyword itself. The probability of matching is given by

Pr[T = Tj] =

(

1

28

)l

, (4.5)

where tj is a trapdoor in the header of a cipher. In this sense, it can be said that l is a

control parameter for the function to enhance the correctness of matching.

4.3.6 Consideration of secure update and example of embedding

Since the proposed trapdoor function uses a kind of PRNG that is the calculation handled

in the trapdoor function is deterministic, it always outputs the same trapdoor for the same

input. Considering the linearity of the trace function, a secure update would be realized

by calculating the relationship between the old seed value and a new seed value. However,

it needs to solve the discrete logarithmic problem over the extension field and therefore,

it will take an unrealistic time. That is why it is recommended to remake the index

concatenating as the header of encrypted documents.

A numerical example of embedding a character to NTU sequence. Table 4.3 denotes

an example of sequences of length 8 when embedding an alphabet to NTU sequence

with ASCII code. Here, it is noted that the results in the table are just calculating

PRNGNTUwl
(θ, i, wl), where i = 0, 1, . . . , 7 and wl is each character represented by ASCII

code. As the result shows, a character seems to be able to distinguish each other even

after embedding in an NTU sequence.
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4.3.7 Comparison of the required data size

Figure 4.5 illustrates the total number of substrings for each length of keywords when

adopting AES for a block cipher, where 1 ≤ n ≤ Nb/8. It shows that the proposed method

can carry out a partial search with maximumly one-eighth storage than the conventional

index-based construction. This property enables us to implement the SSE scheme with

low memory consumption.

Figure 4.5: The total number of substrings for each length of keywords

4.3.8 Security and future works

The proposed scheme has both positive and negative aspects comparing to [40]. The

negative aspects are that the size of the trapdoor becomes larger and the efficiency of

searching is sacrificed because the proposed method needs to evaluate a trapdoor and

each entry of index linearly until the corresponding trapdoor will be found2. Secondly,

as assumed in Section 4.3.4, leaking the length of a substring requested for searching is

admitted, the scheme cannot say that it satisfies the sufficient condition to be searchable

encryption.

However, one of the most meaningful contributions of this work is to realize a partial

keyword search technique by using the same trapdoor. Although a header size is increased

from an original file size, fortunately, it conceals the original file size from a malicious

server. Therefore, though the improvement to conceal the length of queried substring is

needed, it is expected to be a new idea of constructing searchable symmetric encryptions.

2Though the leakage is expected to be concealed by combining another technique, oblivious RAM

(ORAM) [44, 45] or path ORAM [44, 45] for example, it would be better to improve this point for further

security.
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Let us consider the security of the proposed scheme from a practical viewpoint, that is

the probability of collisions for trapdoors. As shown in Table 4.3, each character is mapped

into an 8-bit binary via the NTU sequence independently. Here, choose two different

keywords w and w′ of length n uniformly at random. Then, the collision probability

between these keywords throughout the trapdoor function is given by

Pr[Trpdr(θ, i,w) = Trpdr(θ, i,w′)] =

(

1

28

)n

. (4.6)

Therefore, the collision, which implicitly means the possibility of the failure of keyword

searches decreases exponentially with respect to the increment of the length n of a sub-

string.
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4.4 A novel keyword search with the location of data

External storages such as cloud are widely used in current ICT society to outsource or

share a massive amount of data even if it contains private information. There arises a

strong demand for the privacy-sensitive data to search without sacrificing the secrecy

of plaintexts against an adversary. Especially, information with respect to an individual

person is often listed up as the matrix-type format such that some elements of each person

have appeared at each row in the matrix. Such data format is focused on, and keyword

search methods with a restriction on the position of information are proposed here. It is

noted that the assumptions are the same as well as Section 4.3.1, however, it differs in

the sense that the following sections especially focus on matrix-type storage such as CSV.

4.4.1 Basic concept of the location-based SSE

Firstly, let us begin with constructing a simple SSE scheme with allowing several in-

formation leakages to make the concept of the location-based SSE clear. Hereafter this

chapter handles matrix-type data D and a keyword which locates in (u, v) entry of D is

explicitly denoted by wu,v. On the other hand, d and wi are used for simply indicating a

document including D and a keyword including wu,v, respectively, when d and D are not

distinguished.

Definition

The scheme dealt in the following discussion to introduce the concept of the location-based

search consists of the following polynomial-time functions.

Definition 39 (Generation) Gen(1κ) generates a pair of secret-keys of a block cipher,

denoted by Ksym and Kinit, respectively, and make a list of keywords ∆ by scanning a

collection of documents D, where κ denotes a security parameter. At the same time, an

identifier, denoted by ID(dj), is attached to a document dj. The function is run by a

user.

Definition 40 (Encryption) EncKsym
(D) is a deterministic algorithm run by a user with

taking a collection of documents D as its input. This function creates a secure index for

searching and the encryption is carried out by a block cipher of block size Nb with using

the secret-key Ksym.

Definition 41 (Trapdoor) Trpdr(w) is a deterministic algorithm run by a user. It takes

a keyword w as its input and returns a collection of trapdoors, denoted by t, created from

the keyword.
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Definition 42 (Keyword search) KWSearch(t) takes a trapdoor t as the input and search-

ing data on a server with an index. Then, the function returns true or false. In addition,

it returns the correction of encrypted documents which contain the keyword if and only if

the user requests to send back them.

Definition 43 (Decryption) DecKsym
(C) decrypts ciphertexts encrypted by the block ci-

pher of a secret-key Ksym.

The detailed mechanism of the trapdoor function and keyword search scheme is intro-

duced in this section. Figure 4.6 illustrates the brief flow of the system. The data format

Figure 4.6: Illustration of the proposed scheme

treated in this chapter is a matrix-type in which each element is arranged at each row

and column such as CSV format data.

Encryption and index for searching

An encryption function EncKsym
(·) creates an index table which associates a keyword w

with the collection of documents D(w) and encrypts the documents. The index table has

a one-to-one correspondence between the keyword w and the identifier of a document,

which is referred to as normal-index throughout this chapter. At the same time, the

function extracts a certain row (column) where the target data is stored in and expands

each element of the row (column) to Nb via a hash function H1(·). Then, every block is

encrypted by the block cipher and the ciphertexts are stored in a server. The index created

by the above procedure is especially called CBC-index in this thesis. It is noted that the

data is associated with the document identifiers and the encryption is carried out with

the cipher block chaining (CBC) mode. Therefore, Kinit is handled as the initialization

vector of the first encryption for extracted elements.

For simplicity, let us assume the data with CSV format as shown in Table 4.4 and

consider searching the blood type of a specific identifier. Then, only the column with
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Table 4.4: Example of target data for searching

ID Age Gender Blood type

A 23 Men AB

B 31 Women B

C 19 Men O

D 41 Men A

E 47 Women B
...

...
...

...

respect to the blood type is picked up, and each element of the column is stored. It is

noted that the block cipher used in the system takes XOR operation to the input and the

previous ciphertext block before the encryption. The above procedures are illustrated in

Figure 4.7. It is noted that H1(x) denotes an ideal cryptographic hash function which

maps x to Nb-bit string and possesses OW, 2ndPR, and CR properties. The hash function

must not allow an adversary to obtain a keyword w from the hash value H1(w). In

addition, H1(wu1,v1) = H1(wu1,v1) and H1(wu1,v1) 6= H1(wu2,v2) are an essential condition

for an arbitrary distinct keyword pair (wu1,v1 ,wu2,v2) in the same row (column).

Figure 4.7: Mechanism of the proposed method

Procedure for searching a keyword

This section introduces how to find a target keyword located in the indicated position.

Firstly, the normal-index is for searching a keyword without its location. This func-
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tionality allows a user to confirm whether a keyword w is contained in the collection of

documents D or not. The above search method is called normal search in this thesis.

Secondly, CBC-index is a set of a ciphertext which is specialized to search a keyword

wu,v in a matrix-type data D based on the location. The search is referred by location-

based search in this thesis. The detailed flow of the location-based search is illustrated

in Figure 4.8. Let us assume that a user would like to search whether a keyword wu,v

Figure 4.8: Detail of keyword search based on the location

is located in the (u, v) entry of D. The user sends the position of a keyword, that is

(u, v), then the server will return the trapdoor tu−1,v. If tu−1,v truly corresponds to

EncKsym
(H1(wu−1,v) ⊕ ti−2,v), then the user can calculate the correct trapdoor of the

target keyword wu,v as tu,v = EncKsym
(H1(wu,v) ⊕ tu−1,v). After the server receives the

trapdoor tu,v, it begins to compare the trapdoor in the server with the received tu,v. If

the server finds the same trapdoor in the stored data, then it returns true. Otherwise,

it returns false to the user. It is noted that the encrypted documents which contain the

keyword are turned back to the user if and only if the user requests to send back them.

Let us consider the above procedure with the previous example. Here, let us search

the blood type of ID B. For example, the administrator in the medical field knows the

name of a patient and that of some corresponding item the one would like to search. Thus,

it is natural assumption that the identifiers and items are managed by associating with

the number of rows and columns, respectively, in a matrix-type document used in such

medical and financial fields. For simplicity, this thesis discusses with numeric numbers to

indicate a row and a column, and the location u and v are larger than 1, respectively.

It is considered that the assumption is quite natural even for practical use because the

identifiers are distributed by the user and it is uniquely given to each person. Since ID

B locates in the third row in Table 4.4, a client firstly sends the position (u, v) = (2, 3)
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of a keyword wu,v to obtain the previous trapdoor. Then, the server receives v = 3 and

refers to and returns the trapdoor located in the position (u − 1, v). Thirdly, the user

calculates t2,3 = EncKsym
(H1(x) ⊕ t1,3) by using received trapdoor t1,3, where x denotes

a blood type indicated by the user. Finally, the server returns the queried result as true

if t2,3 is found on the server. Otherwise, the user understands that the keyword is not

contained in the row of the data and he may search another keyword again. In this way,

the construction allows a user to search for information located in a specific position by

building entries of an index for each keyword with location.

4.4.2 Adaptively secure location-based SSE

The CBC-index allows us to search whether a keyword locates on uth row and vth column.

However, since it uses a piece of raw information about the locations of a keyword and

chains the previous trapdoor, adversaries can obtain the location and an initialization

vector for calculating the target trapdoor. There is a threat that a set of several queries

and the results may enable adversaries to infer a relationship between trapdoors. In this

sense, the scheme with CBC-index is not suitable for a system that handles several search

queries. Therefore, this section proposes the second construction of an index to realize a

location-based SSE which achieves to conceal until the location of a keyword.

Mechanism of the index

The scheme uses a cyclotomic polynomial and a primitive element in a finite field to

imitate the structure of matrix-type storage as a matrix. Before introducing the detail of

the mechanism of the proposed index, let us briefly review a certain type of cyclotomic

polynomial here.

Let p1, p2(p1 > p2) be distinct primes such that gcd(p1, p2) = 1 and p1 (mod p2)

becomes a generator in Fp2 . A cyclotomic polynomial Φp2(x) is an irreducible polynomial

over Fp1 and is given by AOP as follows:

Φp2(x) =

p2−1
∑

j=0

xj . (4.7)

Let g1 be a generator in Fp1 . The scheme uses a series of polynomials Φp2(g
i
1x), where

i(1 ≤ i < p1 − 1). Since g1 is a generator in Fp1 , polynomials Φp2(g
i
1x) are distinct and

each coefficient of the certain xj(j > 0) forms a cyclic group under the modulus p1. For
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example, let p1 = 7, p2 = 5 and g1 = 3, then the following polynomials hold:

Φp2(3
1x) = 4x4 + 6x3 + 2x2 + 3x+ 1,

Φp2(3
2x) = 2x4 + 1x3 + 4x2 + 2x+ 1,

Φp2(3
3x) = 1x4 + 6x3 + 1x2 + 6x+ 1,

Φp2(3
4x) = 4x4 + 1x3 + 2x2 + 4x+ 1,

Φp2(3
5x) = 2x4 + 6x3 + 4x2 + 5x+ 1,

Moreover, these equations is given as follows by using the matrix representation:
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Since the coefficients of polynomials Φp2(g
i
1x) can be considered as entries of a matrix,

it is useful to associate with the location of a keyword and the keyword itself. For

convenience, let us replace variables (i, j) by (u, v) and let u, v are indicators of row

and column, respectively. It is noted that the above replacement implicitly means that

p1 and p2 show the allowable maximum row and column in this scheme. Therefore, they

have to be large at least they can cover the maximum row and column size of matrix-type

data. Assume that every character which consists words is uniquely associated with a

non-zero number (e.g. ASCII code) less than p. Let H2(x) be a secure hash function of

the bit length N and a trapdoor is generated by a client in the following steps:

1. Let wu,v be a keyword located in the (u, v) cell. For this keywork, calculating the

hash value H2(wu,v||u||v), and split it into the bit length m, where m is derived by

m = ⌈log2(p1)⌉. It denotes the allowable maximum bit size for a trapdoor. It is

noted that the bit length of the hash value needs to be longer than m.

2. Calculate the polynomial Φp2(g
u
1x) and multiply wu,v[0] to the (p2− 1− v)th coeffi-

cient of Φp2(g
u
1x), where wu,v[0] denotes the character at the beginning of a keyword

located in (u, v) cell.

3. Convert coefficients of the polynomial calculated in the first step to a binary se-

quence. Note that every coefficient is transformed into a binary representation with

m-bit padding.
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4. Embed the first m-bits obtained from the hash value of wu,v into the vth coefficient

of the polynomial throughout XOR operation.

5. Sorting the order of column vectors by using deterministic and cryptographically

unpredictable permutation P1 (x) choosing from pseudorandom permutation fami-

lies.

6. Concatenate those binary sequences generated in the previous step and output it as

the trapdoor of uth row elements.

7. Finally, to mix the rows of trapdoors, choose another permutation P2 (x) from

pseudorandom permutation families and sorting the rows.

Let L be a control parameter determined by a client. Since the coefficients in small

degrees are not frequently shuffled even if a client randomly chooses a generator in Fp1 ,

the coefficients of degree less than L is used for a dummy entry. In addition, L also has

a role to adjust so that m becomes a factor of p2 − L, and the remaining part can be

ignored in this method. An illustration of the trapdoor is shown in Figure 4.9.

Query and search

To search a keyword located in (u, v) cell in the original matrix from the document is

discussed in this section. Recall that the client has parameters p1, p2, g1 and a keyword

wu,v, and assume that the client knows which cell is the target cell that may contain wu,v.

It is natural in the target document format such as medical data, for example, data in

(u, v) cell is managed by an identifier and an item associated with u and v.

A query is composed of two binary sequences of length m and an integer. Under the

setting, the client prepares a query as follows:

1. Calculate g
u(p2−1−v)
1 ·wu,v[0] (mod p1) and convert it to a binary sequence withm-bit

padding.

2. Calculate the hash value H2(wu,v||u||v) and extract the first m-bits from the hash

value.

3. Calculate the address of a storage by using P1.

4. Output the set of m-bits sequences together with the address as a query q.

Let t be a trapdoor stored in an address. Let s1 and s2 be m-bits sequences derived

from the coefficient of the polynomial and the hash value, respectively. The server searches

s2 by removing s1 from t with XOR operation and returns the search result to the client

(e.g. document identifiers, and the location of corresponding m-bits found in the target

trapdoor to check the correctness of the column). Since a trapdoor is composed of the

concatenation of binary sequences of length m, the order of a search is O(n).



4.4. A NOVEL KEYWORD SEARCH WITH THE LOCATION OF DATA73

Figure 4.9: Illustration of the generating procedure of trapdoors

4.4.3 Security of the location-based SSE

In this section, this thesis discusses the security of the proposed location-based SSE (the

second construction) based on the real-ideal simulation paradigm. Assume that the hash

function satisfies the requirements as a secure hash function, and the symmetric encryption

is PCPA-secure3.

Throughout the discussion, this thesis describes a polynomial-size simulator S such

that the output of RealSSE,A(κ) and SimSSE,A,S(κ) are computationally indistinguish-

able for all polynomial-size adversaries A = (A0, . . . ,Aq). Consider that the simulator

adaptively generates a string n = (I, C, T ) = (I, c1, . . . , cn, t1, . . . , tn) as follows:

3This thesis follows the concept in [40] and pseudorandomness against chosen-plaintext attack (PCPA-

secure) is a notion that guarantees that the ciphertexts are indistinguishable from random numbers.
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S0 (1
κ, T race (D)): Since the size of all the documents can obtain from the trace of D,

it may estimate p1, p2 from the maximum number of rows and columns in D such

that (p1, p2) = 1 and p1 is a generator in Fp2 . However, it is noted that the esti-

mated p1 and p2 are not always the correct prime integers since they are not public

information. It then sets I to be a lookup table with inserted document identifiers

at random locations. Then, S0 includes I in stS and outputs (I, C, stS), where ci

is sampled from {0, 1}|di|. Since stA does not have the secret key for the symmetric

encryption scheme except a negligible probability, each ci is indistinguishable from

a real ciphertext.

Recall that a trapdoor is generated by the following steps: 1) calculating g
u(p2−1−v)
1 ·

wu,v[0] (mod p1) with a secret information g1 and binarize it with m-bit padding,

2) calculating the hash value H2(wu,v||u||v) and extracting the first m-bit from

the output, 3) taking XOR of each m-bit and output it. Assume that a trapdoor

is distinguishable from a real trapdoor. Then, one can distinguish the output of

H2(wu,v||u||v) by observing only m-bit sequence. Secondly, assume that the one can

remove the masking obtained from H2(wu,v||u||v) and reveal the secret information

contained in g
u(p2−1−v)
1 ·wu,v[0] (mod p1). It is noted that target information would

be the input of the hash function, the location (u, v), and a character wu,v[0] used

for the keyword.

However, since the hash function is assumed to be not invertible, the discussion

is omitted here. In this case, the one can distinguish a randomly chosen primitive

element g1, then the exponential part can be derived by factorizing g
u(p2−1−v)
1 ·wu,v[0]

(mod p1). In other words, such an adversary has to try to solve the DLP by selecting

a generator g ∈ Fp1 in brute-force way. However, since there are
(

ϕ(p1−1)
2

)

kinds

of generators in Fp1 , the probability of presuming the correct generator would be

negligible, where ϕ(·) is the Euler’s totient function. Therefore, since g1 is not

contained in stA, I is indistinguishable from a real index. Furthermore, since the

cryptographically secure pseudorandom permutations P1 and P2 are assumed and

are not contained in stA, the adversary cannot recover the original order and the

location of the trapdoor are considered to be indistinguishable.

S1(1
κ, T race(D,w1)): S1 randomly picks an entry from I and remember association

between t1 and w1 by including it in stS. It then outputs (t1, stS). Except the

negligible probability, stA does not include g1, t1 is indistinguishable from a real

trapdoor otherwise one can distinguish an m-bits extracting from a random string

of the hash function and the representation of a scalar value by estimating the bases

g1.

Su(1
κ, T race(D,w1, . . . ,wi)) for 2 ≤ i ≤ q: Si firstly checks whether the keyword wi
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appears before or not by evaluating the access patternM. If wi appears previously,

Si uses it as ti. On the other hand, if wi has not appeared previously, Si generates

a trapdoor in the same way as S1 does. Then, it outputs (stS, ti) and clearly, ti is

indistinguishable from a real trapdoor.

Therefore, the location-based SSE is adaptively semantically secure.

4.4.4 Consideration

Since the number of generators in Fp is given by ϕ(p − 1), there are
(

ϕ(p−1)
2

)

kinds of

candidates of generator pairs. In addition, the probability of collisions is given by 2−
m
2

according to the birthday bound [46]. Considering the current security level in RSA, it

would be close to 0 since each bit size of the trapdoor of a keyword can be given by

m = ⌈log2(p)⌉ = 3072 even for 128-bit security.

Considering the real uses, a form m = 8ξ, (1 ≤ ξ) is a reasonable choice for implemen-

tation, and a collision occurs in the probability 1/24 ≃ 0.0625 at the worst case (u = 1).

This is because current a high-level programing language such as C can manage 64-bit

operation without multiple precision arithmetic libraries. In addition, the bit size of trap-

door is calculated by
∑|D|

i=1m × Ndi , where |D| denotes the number of documents in a

document set D and di ∈ D.

Since this thesis considers much complex search rather than the conventional methods

that purpose to find whether a keyword is contained in documents or not, the index size

would be large. It would be a trade-off between compactness and usability. However,

there is a possibility that the trapdoor size of the proposed method becomes smaller than

that of conventional schemes since a size in the proposed method is m-bits. For example,

for simplicity, assume that the trapdoor of a method consisted of N -bits of hash values.

Then, the trapdoor of the proposed method becomes small if N × |∆| ≥
∑|D|

i=1m×Ndi
is

satisfied even though the searchability becomes high.
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Chapter 5

Conclusion

In this thesis, Chapter 2 described the mathematical fundamentals of algebra and the basic

concepts of random numbers and searchable encryption including several cryptographic

primitives so that the readers can review the backgrounds and basics.

In chapter 3, a geometric sequence constructed by following the typical structure of

stream cipher is evaluated from the non-negligible aspect of randomness property for cryp-

tographic applications. Especially, the distribution property of NTU sequences, which was

experimentally known to be unbalanced, was theoretically formulated by the parameters

and the proof was shown. It contributed to clarifying the reason why digits in NTU se-

quences do not distribute uniformly. In addition, the vulnerability of NTU sequences was

evaluated from a practical aspect: that is the existence of equivalent keys. As a result, the

existence of equivalent keys was confirmed by classifying NTU sequences into three classes

that are distinguished by a certain parameter. Furthermore, the classification allowed us

to reveal the group structure of the random sequences induced if and only if p = 7. In

the end, several recommendations of parameters for using cryptographic purposes were

discovered throughout these evaluations.

Chapters 4 proposed the two constructions of searchable encryption by focusing on

different functionalities. Firstly, Section 4.3 introduced an idea for realizing a partial key-

word search without generating designated labels for substrings of a keyword. It employed

the binary NTU sequence in the construction, however, there had been a drawback on

the distribution property as shown in the previous sections. Thus, this section begins

by proposing a technique to improve the drawback and the proposed sequences were

evaluated both theoretically and experimentally. As a result, the proposed method was

considered to satisfy the conditions and it was used for the architecture of the proposed

searchable system. The proposed searchable scheme could achieve the objectives by uti-

lizing the proposed (sequence) generator as a mapping function via 8-bit spaces. However,

since searches in the scheme rely on probability, the issue on the collision remains to be

there. Such an advanced improvement is left for future works.
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Secondly, Section 4.4 focused on the higher dimensional data format, matrix-type

storage, rather than the previous works. More precisely, this section concentrated on

realizing a search that can consider the location of information in matrix-type storage such

as CSV. It was named location-based search. The scheme used a cyclotomic polynomial

and a generator over a finite field to imitate the matrix representation and keywords can

be embedded into them. It achieved to realize the desired location-based searchability

and was considered to be secure against chosen keyword attacks throughout the typical

security discussion based on indistinguishability. Throughout this thesis, two construction

of searchable encryptions and their security were discussed in semantically. However, there

remain many evaluations that have to be done in both efficiency and security for practical

use (e.g. the size of security parameter, dictionary attack by using statistical features

concerning the number of the appearance of characters). They will be future works.
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Appendix

The proofs of Eq. (3.11) and Eq. (3.12)

Proof for Eq. (3.11)

A proof for Eq. (3.11) omitted in Section 3.2.2 is shown here. Since the combination is

rewritten by using the factorial representation, Eq. (3.11) is expanded into the following

equality.

Z(b(n))
∑

u=0

(

n

u

)

×

(

n− u

Z (b(n))− u

)

=

Z(b(n))
∑

u=0

n!

u!(n− u)!
×

(n− u)!

(Z(b(n))− u)!(n− Z(b(n)))!

In addition, since the term n! ×
{(

n− Z
(

b(n)
))

!
}−1

is a constant and there is the

common term, that is (n− u)!, in the numerator and the denominator, the above equation

can be further simplified as follows:

Z(b(n))
∑

u=0

(

n

u

)

×

(

n− u

Z (b(n))− u

)

=
n!

(n− Z(b(n)))!
×

Z(b(n))
∑

u=0

1

u!(Z(b(n))− u)!
.

Therefore, Eq. (3.11) is given. (Q.E.D.)

Proof for Eq. (3.12)

Since Eq. (3.12) is derived by multiplying the constant C which is given by Eq. (5.1) to

Eq. (3.11), it is found that Eq. (3.12) is simplified into the following form.

C =

{(

n

Z (b(n))

)}−1

(5.1)
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Z(b(n))
∑

u=0

(

n

u

)

×

(

n− u

Z (b(n))− u

)

×

{(

n

Z (b(n))

)}−1

=
n!

(n− Z(b(n)))!
×

Z(b(n))
∑

u=0

1

u!(Z(b(n))− u)!
×

(

n!

Z(b(n))!(n− Z(b(n)))!

)−1

=
n!

(n− Z(b(n)))!
×

Z(b(n))
∑

u=0

1

u!(Z(b(n))− u)!
×

(

n!

Z(b(n))!(n− Z(b(n)))!

)−1

=

Z(b(n))
∑

u=0

Z(b(n))!

u!(Z(b(n))− u)!

Then, the term Z(b(n))!×
{

u!(Z(b(n))− u)!
}−1

is rewritten in the combinational rep-

resentation as follows:

Z(b(n))!

u!(Z(b(n))− u)!
=

(

n

u

)

×

(

n− u

Z (b(n))− u

)

×

{(

n

Z (b(n))

)}−1

.

Therefore, Eq. (3.12) is shown. (Q.E.D.)


