A Study of Efficient Pairing Computation
Algorithm Using KSS Curves

March, 2019

Md. Al-Amin KHANDAKER

Graduate School of
Natural Science and Technology
(Doctor’s Course)

OKAYAMA UNIVERSITY


http://www.okayama-u.ac.jp




DOCTORAL THESIS

A Study of Efficient Pairing
Computation Algorithm Using
KSS Curves

Author: Supervisor:
Md. Al-Amin KHANDAKER Yasuyuki NOGAMI

Co-supervisors:
Nobuo FUNABIKI
Satoshi DENNO

A dissertation submitted to
OKAYAMA UNIVERSITY
in fulfillment of the requirements for the degree of
Doctor of Philosophy in Engineering

in the
Faculty of Engineering
Graduate School of Natural Science and Technology

March 8, 2019


http://isec.ec.okayama-u.ac.jp/nogami
http://www.okayama-u.ac.jp
https://www.eng.okayama-u.ac.jp
https://www.gnst.okayama-u.ac.jp




1ii

TO WHOM IT MAY CONCERN

We hereby certify that this is a typical copy of the
original Doctoral dissertation of

Md. AlI-Amin KHANDAKER

Thesis Title:

A Study of Efficient Pairing Computation Algorithm
Using KSS Curves

Seal of Supervisor Official Seal

Professor Yasuyuki NOGAMI Graduate School of
Natural Science and Technology







Declaration of Authorship

This dissertation and the work presented here for doctoral studies were con-
ducted under the supervision of Professor Yasuyuki Nogami. I, Md. Al-
Amin KHANDAKER, declare that this thesis titled, “A Study of Efficient Pair-
ing Computation Algorithm Using KSS Curves” and the work presented in
it are my own. I confirm that:

¢ The work presented in this thesis is the result of original research car-
ried out by myself, in collaboration with others, while enrolled in the
Faculty of Engineering at Okayama University as a candidate for the
degree of Doctor of Philosophy in Engineering.

¢ This work has not been submitted for a degree or any other qualifica-
tion at this University or any other institution.

* Some of the previously published works presented in this dissertation
listed in “Research Activities”.

* The published work of others cited in this thesis is clearly attributed.
Where I have quoted from the work of others, the source is always
given. With the exception of such quotations, this thesis is entirely my
own work.

* I have acknowledged all main sources of help to pursue this work.
* My coauthor’s contribution is acknowledged in all works.

* The experiments and results presented in this thesis and in the articles
where I am the first author were conducted by myself.

Signed: Md. Al-Amin KHANDAKER Student number: 51427351

Date: March 8, 2019







vii

“We live on an island surrounded by a sea of ignorance. As our island of knowledge
grows, so does the shore of our ignorance.”

John Archibald Wheeler






ix

Abstract

Md. Al-Amin KHANDAKER

A Study of Efficient Pairing Computation Algorithm Using KSS Curves

Pairing-based cryptography over the elliptic curves is a relatively new paradigm
in public key cryptography (PKC). It originates many novel cryptographic
protocols that were not possible without pairing. Among these protocols,
ID-Based encryption can be interesting for IoT security since it can support

a device’s ID as a public key. It can be helpful in the scenario where key-
generation is computationally expensive for small devices. On the other
hand, homomorphic encryption can realize strong security and more con-
crete privacy of patient’s information while working with encrypted medical
data stored in a cloud data-server.

In general, pairing calculation involves a particular elliptic curve named pairing-
friendly curve defined over a finite extension of prime field. By definition,
pairing is a bilinear map from rational points of two additive groups to a mul-
tiplicative group. Two mathematical tools named as Miller’s algorithm and
final exponentiation are mostly involved in pairing calculation. However,
most protocols also require two more operations in pairing groups named

as scalar multiplication and exponentiation in the multiplicative group. The
above-mentioned mathematical tools are the major bottlenecks for the effi-
ciency of pairing-based protocols.

Since its inception at the advent of this century, pairing-based cryptography
brings a remarkable amount of research. The results of this vast amount of
research brought some novel cryptographic applications which were not pos-
sible before pairing-based cryptography. However, the computation speed
of pairing was very slow to consider them as a practical option. Years of
research from the mathematicians, cryptographers and computer scientists
improve the efficiency of pairing.

The security of pairing-based cryptography does not rely on the intractabil-
ity of elliptic curve discrete logarithm problem (ECDLP) of additive elliptic
curve group only but also on the discrete logarithm problem (DLP) of the
multiplicative group. It is known that the "key" size in cryptography based
on ECDLP requires fewer bits than cryptography based on DLP. Therefore, it
is crucial to maintaining a balance in parameter sizes for both additive and
multiplicative groups in pairing-based cryptography. In CRYPTO 2016, Kim
and Barbulescu showed a more efficient version of the number field sieve



algorithm named as Extended Tower Number Field Sieve (exTNFS) to solve
DLP. This new attack makes all previous parameter settings to update.

This thesis has presented several improvement techniques for pairing-based
cryptography over two ordinary pairing-friendly curves, i.e., Kachisa-Schaefer-
Scott (KSS) KSS-16 and KSS-18. The motivation behind to work on these
curves, particularly KS5-16 is, it has not been widely studied in the literature
compared to other pairing-friendly curves. Moreover, after the exTNFS algo-
rithm, the security level of the widely used pairing-friendly curves was in a
challenge.

We have proposed several improvements for sparse multiplication for both
curves which reduce the number of finite field operation in Miller’s algo-
rithm of Optimal-Ate pairing. Our optimization of line evaluation for Optimal-
Ate pairing in KSS-16 curve is state-of-the-art. We have also proposed the
efficient scalar multiplication by adapting GLV-based decomposition. We
have derived the fundamental relation for applying the GLV decomposition
in KS5-16 curve.

In the thesis, we have suggested that the 6-dimension GLV for KS5-18 and
4-dimension GLV for KSS-16 can achieve optimal calculation cost. We have
substantiated our proposal with detailed theoretic explanations and experi-
mental implementations. We have bundled our implementation into an in-
stallable shared software library.

There are several scopes to improve our techniques. As a future work, we can
apply our proposed techniques to other pairing-friendly curves as well. We
would like to use our improvements in some real pairing-based application
such as ID-Based encryption and group signature.

We are confident that our proposed methods can substantially improve pair-
ing calculation. Therefore, our research contributes to committing high-level
security for sophisticated pairing-based protocols for IoT and security and
privacy of medical data in the cloud by using pairing-based homomorphic
encryption.
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Chapter 1

Introduction

This chapter introduces the related literature review, problem outline, moti-
vation, and goals of the undertaken research. The chapter begins with a brief
preface of cryptology and its importance in the era Internet of Things (IoT)
and Big Data.

1.1 Cryptology

Cryptography is the science of communicating with the authentic receiver
through an insecure channel in secret. Cryptanalysis is the techniques of
breaking secret communications. Cryptology is the combination of these two
domains.

The history of cryptography dates back to the time of the Greek and Roman
empire. Julius Caesar used a simple shift and substitute system. Up until the
early '70s of the last century, cryptology was evolved mostly for military pur-
poses. The cryptography got its first democratic form in 1975 when Diffie and
Hellman invented the concept of public-key cryptography [DH76]. The idea
was first realized as practical cryptosystem by the works of Rivest, Shamir
and Adleman (RSA) in 1977 [RSA78]. At the same time in 1977, National Bu-
reau of Standards published a cryptosystem intended for the governmental
agencies and banks named Data Encryption Standard (DES). From then, a
new era of cryptography known as Modern cryptography was initiated. The
well-organized procedures called protocols is the basis of Modern cryptogra-
phy. One of the most elegant features of modern crypto-protocols is that their
inner algorithms are not secret yet withstand cryptanalysis from experts/at-
tackers. More importantly, these protocols are easy to use for people with no
understanding of the underlying principles. For example, paying by credit
cards or withdrawing money using debit cards with a personal identification
number (PIN) is doable without concerning what is going on under the hood.

The little basic functionality of modern cryptosystem is to enable a sender
(Alice ) to convert a message (plaintext) into a cipher (ciphertext) before
sending to a legitimate receiver (Bob) over the public communication media.

'Alice and Bob are fictional characters first used by Rivest, Shamir and Adleman in
[RSA78] as placeholder name in cryptology.
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The receiver can convert the cipher back into the original message using se-
cret information named as a key. An adversary (Eve) eavesdrops in the mid-
dle of the conversation to retrieve information from the cipher. The cipher is
safe from to the adversary until the key is not compromised.

The security of modern cryptosystems depends not on the secrecy of the
encryption algorithms but the difficulty of one-way problems. Such prob-
lems are easy to calculate in one direction but practically impossible to cal-
culate in reverse direction in a reasonable amount of time using reasonable
resources. For example, let us consider a ciphertext C and a plaintext  and
a 128-bit key K. The encryption scheme & takes input £ and K and out-
put C = E(P,K). To obtain the key K from the (P, C) pair, we need to try
2125 = 340,282,366,920,938,463,463,374,607,431,768,211,456 ~ 3.4 x 10%®
(39 decimal digits) combination of 128-bit keys. The most potent supercom-
puter to this date can compute 122.3 PETA (10%) floating-point operations
per second (PFLOPS). Let us consider an optimistic assumption that 1000
(FLOPS) is required to check one key combination. Under this assumption,
the supercomputer can compute 122.3. x 10°/1000 = 122.3 x 10'? key com-
binations per second. Then it will take about 3.4 x 1038/((122.3 x 10'%)(365 x
24 x 60 x 60)) ~ 8.8 x 10'® earth years. According to the standard model of
physical cosmology [Ade+16] the age of our universe is 13.8” or 13.8 billion
years. It means finding a key using brute force search will require 6.3 million
years more than the age of the universe. We can imagine how big the number
2128 is from this comparison.

Cryptography became more important as individuals and business increas-
ingly depend on the Internet as a channel for communication. Therefore, the
following four properties are the basis of a cryptosystem.

* Data confidentiality: This property ensures that confidential informa-
tion such as bank transactions or medical data and so on are secret from
unauthorized entities.

e Data integrity: When data is stored, this property ensures that it not
only kept secret (Data confidentiality) but also not rigged. Confiden-
tiality and integrity are enforced by encryption.

e Authentication: In connection-oriented communication, authentication
proves both parties identity before communication begins. The digital
signature is used for this purpose to sign a message electronically. It
shields the legitimate party against masquerader from impersonating
as a trusted party. This property gives the receiver a confidence to be-
lieve that the actual signee indeed sends the message over the insecure
channel.

* Non-repudiation: Non-repudiation (with proof of origin and with proof
of receipt) ensures that the sender and receiver can not deny having
taken part in communication. Non-repudiation is essential for many
cases especially e-commerce while communicating over the Internet.

The modern crypto-protocols fall into the following two major categories.
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1.1.1 Symmetric/Private-Key Cryptography

Private-Key Cryptography, also known as Symmetric Cryptography is the
technique where both the sender and the receiver use the same key or easily
derivable from one another to encrypt and decrypt a message. This type of
cryptography has an ancient history.

Modern cryptosystems offer efficient symmetric cryptography algorithms,
e.g Advanced Encryption Standard (AES) [DR02]. Such cryptography has
two main obstacles i.e. Key management and key establishment. Since the
keys are same, they need to keep private (Key management) in both ends and
should be shared securely beforehand (Key establishment) without physically
meeting.

The Public-key Cryptography offers the solution for Key establishment apply-
ing Diffie-Hellman key exchange. This work primarily focuses on a specific
type of Public-key Cryptography. The subsequent chapters will describe in
details.

1.1.2 Public-key Cryptography

The inception of public-key cryptography solved the problem of key dis-
tribution of Symmetric-key cryptography. It is also known as Asymmetric
Cryptography. The basic idea of public-key cryptography is to use two dif-
ferent keys for each communicating party. One key is public-key which can
be used by anyone to encrypt the message. The receiver needs the correlated
private key to decrypt the message. From a given public key and ciphertext
it is asymptotically difficult to obtain the private key.

As aforementioned, In 1976, Whitfield Diffie and Martin Hellman published
their monumental work as a key exchange protocol [DH76]. Figure 1.1 shows
a simple overview of the Diffie-Hellman Key Exchange (DHKE). The prob-
lems of key distribution and storage associated with symmetric cryptogra-
phy were the motivation behind the concept of Asymmetric Cryptography,
also referred to as Public- Key Cryptography.

In brief, the protocol has two public parameters, the prime number p and
a generator g known to all the parties involved in the communication. The
main idea of this protocol is based on the difficulty in solving the one-way
function, i.e., discrete logarithm. Let’s say, it is easy to calculate Alice public
key ku using Alice private key kaq as ka = g*4¢(mod p). However, it will be
difficult to obtain k44 from k4, g and p. In other words, it is easy to calculate
the public key from the private key, but the reverse process is practically
impossible. Using this key-exchange, we establish a shared secret which we
can use for further encrypted communication.

Rivest, Shamir, and Adleman (RSA) realized this protocol in 1977 and pub-
lished their magnum opus which is widely known as RSA cryptosystem
[RSA78]. The security of the RSA depends on the difficulty of factorization of
a larger integer into its two prime factors and the trapdoor permutation for
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Step Alice Eve Bob
1 Public parameter: 2, &
5 kyy = random() kgy = random()
ky = gk (mod p) ky = g"s (mod p)
3 ki —— i,
4 8 =k mod p = ghutu (mod p) § = kj* mod p = ghaar (mod p)
> —— Sg,(Data)

FIGURE 1.1: Exchanging shared secret key using DH-key ex-
change.

encryption. Let us denote two large primes p and ¢ (in practice about 1000-
bit). It is easy to calculate their product to get n = pq. The reverse process
that is for a given integer n it will be arduous to retain p and ¢. Using the
state-of-the-art integer factoring algorithm general number field sieve (GNFS),
it will take approximately 2% basic operation to factor a 2048-bit integer. Af-
ter more than 40 years of the RSA breakthrough, it is still standing as an
epitome of public key cryptography. Besides encryption, RSA also enables
digital signature where the sender uses his private key to sign a message, and
the receiver verifies the signature by the sender’s public key. Verification of
a digitally signed message gives the receiver the confidence that a senders
private key is tied to his public key. It is done to prevent forgery and holds
Non-repudiation property.

In the mid 80’s the independent work of Miller [Mil86] and Koblitz [Kob87]
began the journey of elliptic curve cryptosystems (ECC). The security of el-
liptic curve cryptography protocols depends on the difficulty in solving the
elliptic curve discrete logarithm problem. The mathematical details of this
problem appear in Chapter 2. ECC provides a shorter key length for the
same level of security than RSA which makes ECC popular among the re-
searchers. Compared to RSA, ECC has other advantages. While RSA pro-
vides encryption and digital signature; ECC has a family of algorithms for
encryption, signature, key agreement and some advanced high-level crypto-
graphic protocols such as ID-based encryption [BLS01], where user’s unique
ID, e.g., email address, can be used as a public key. The high-level crypto-
graphic functionalities are provided by pairing over elliptic curves [EM17]
which brings a new paradigm in cryptography called pairing-based cryptog-
raphy.

1.1.3 Pairing-Based Cryptography

Since the inception by Sakai et al. [Sak00], the pairing-based cryptography
has gained much attention to cryptographic researchers as well as to mathe-
maticians. It gives flexibility to protocol researcher to innovate applications
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FIGURE 1.2: Challenges in pairing computation.

with provable security and at the same time to mathematicians and cryptog-
raphy engineers to find efficient algorithms to make pairing implementation
more efficient and practical.

Definition and Notation

Generally, a pairing is a bilinear map e typically defined as G1 x G, — Gg,
where G; and G; are additive cyclic sub-groups of order r on a certain elliptic
curve E over a finite extension field IF » and G3 is a multiplicative cyclic group
of order r in F.

Let E(IF,) be the set of rational points over the prime field IF, which forms
an additive Abelian group together with the point at infinity O. The total
number of rational points is denoted as #E(IF,). Here, the order r is a large
prime number such that r[#E(F,) and gcd(r, p) = 1. The embedding degree k
is the smallest positive integer such that rl(pF = 1).

1.2 Problem Outline and Motivation

This section outlines the overall motivation behind the undertaken works. In
this course, some mathematical notations will appear without detailed defi-
nitions. The subsequent chapters will define them with further elaboration.

Pairing computation is mathematically exhaustive. Several factors challenge
efficient pairing operation. Figure 1.2 shows some of the challenges. Most of
the problems are interconnected and challenge efficient pairing operation.

Properties
Two fundamental properties of pairing are

¢ bilinearity is such that VP; € G; and VQ; € Gy, where i = 1,2, then
e(Q1 + Q2, P1) = e(Q1, P1).e(Q2, P1) and e(Q1, P1 + P2) = e(Q1, P1).e(Q1, P2),

* and e is non-degenerate means VP € G there is a Q € Gy such that
e(Q,P) # 1 and VQ € G; there is a P € G1 such that e(P,Q) # 1.
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Such properties allow researchers to come up with various cryptographic ap-
plications including ID-based encryption [BF01], group signature authenti-
cation [BBS04], and functional encryption [OT10], homomorphic encryption
[OU98; NS98; OT08]. However, pairing groups G; G, and Gz needs to be cal-
culated over the extension field( extension field is introduced in Chapter 2).
Therefore, it is essential to construction efficient extension field for pairing.

Security and Parameter of Pairing
The security of pairing-based cryptosystems depends on

* the difficulty of solving elliptic curve discrete logarithm problem (ECDLP)
in the groups of order r over IF,

* the infeasibility of solving the discrete logarithm problem (DLP) in the
multiplicative group Gz € Fp,

* and the difficulty of pairing inversion.

Therefore, maintaining the same security in the pairing groups is another
important challenge.

To maintain the same security level in both groups, the size of the order r
and extension field p* is chosen accordingly. For a security level A, G1 should
have order of size log, r > 24 due to Pollard’s rho algorithm [Pol78]. In the
case of parameterized curves, to balance the security and efficiency of pairing
implementation, a ratio index denoted as p = log, p/log, r is often used. It’s
value ranges 1 < p < 2, yet p = 1 is sought after for efficiency purpose. In
practice, elliptic curves with small embedding degrees k and highest twist
degree d are desired. For the case of a KSS-16 elliptic curve, p is equal to
~ 1.25.

In general, to obtain 128-bit AES level security, it is expected that the order r
of G; should be equal to 24 (256-bit prime). Then the field size of G; should
be at least p % 256 = 320-bit and the lower limit of extension field size of G3
should be about p = k % 256 = 5120-bit. Since, d = 4 is the maximum twist
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degree for KSS-16, hence the field size of G, C E'(FF sa) after twist is equal to
5120/d = 1280-bit, where, E’ is the twist curve of E.

Types of Pairing

Galbraith et al. [GPS08] have classified pairings as three major categories
based on the underlying group’s structure as

¢ Type 1, where G; = Gy, also known as symmetric pairing.

* Type 2, where G; # G, known as asymmetric pairing. There exists an
efficiently computable isomorphism ¢ : G, — Gj but none in reverse
direction.

¢ Type 3, which is also asymmetric pairing, i.e., G # G;. But no effi-
ciently computable isomorphism is known in either direction between
Gl and Gz.

This thesis focuses on one of the Type 3 variants of pairing named as Optimal-
Ate [Ver10].

Pairing-Friendly Curves

Pairing cannot be computed over random curves since random curves em-
bedding degree k ~ p. To compute pairing, we need elliptic curves that sup-
port small embedding degree and large twist degree. Such curves are known
as pairing-friendly curves. In this thesis, we focus on the Type 3 pairing. The
Type 3 pairing needs curves with embedding degree k < 50.

Figure 1.4 shows a tree of pairing-friendly curves.

Selection of the curve depends on the balanced parameter and security. Su-
persingular curves have small embedding degree k < 6. However, their se-
curity is broken over small characteristics field. Families of ordinary pairing-
friendly curves are suitable for Type 3 pairing since their embedding degree
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is k < 50. Some ordinary pairing-friendly curves such as Barreto-Naehrig
(BN) [BNO6] , Barreto-Lynn-Scott (BLS-12) [BLS03] are well studied in litera-
ture [Nog+09] [Sak+08]. Comparatively Kachisa-Schaefer-Scott (KSS) [KSS07]
family is a relatively new type of curves and less studied in the literature.

Moreover, the recent development of NFS by Kim and Barbulescu [KB16] re-
quires updating the parameter selection for all the existing pairings over the
well known pairing-friendly curve families such as BN [BN06], BLS [FST06]
and KSS [KSS07]. The most recent study by Barbulescu et al. [BD17] have
shown the security estimation of the current parameter settings used in well-
studied curves and proposed new parameters, resistant to small subgroup
attack.

Barbulescu and Duquesne’s study finds that the current parameter settings
for 128-bit security level on BN-curve studied in literature can withstand for
100-bit security. Moreover, they proposed that BLS-12 and surprisingly KSS-
16 are the most efficient choice for Optimal-Ate pairing at the 128-bit security
level. Therefore, this thesis focuses on the efficient implementation of the less
studied KSS curves of embedding degree k = 16, 18 for Optimal-Ate pairing
by applying the most recent parameters.

Besides pairing, protocol researchers try to bypass the pairing operation with
other operation such as scalar multiplication in G; or G, and exponentiation
in G3. Among them, scalar multiplication is used in most protocols. There-
fore, this thesis also tries to improve the scalar multiplication in G, for KSS
curves.

1.3 Contribution

As discusses above, pairing is a bilinear map from two groups G; and G, to
a group Gz, where they have respectively same prime order r. In detail, G;
and G; respectively becomes a subgroup in an elliptic curve group E(IF,) and
E(F ), and Gz becomes a subgroup in F«, where q is a power of p and an
extension degree k is especially called the embedding degree.

In pairing-based cryptography, there exist several effective operations which
are the bottleneck for any pairing-based protocols. These operations are
Miller’s algorithm, final exponentiation in G3, scalar multiplications in G;
and G, and exponentiation in G3. The calculation costs of pairing and scalar
multiplication in G, are the significant costs among the operations required
for pairing-based cryptographies. Therefore, efficient Miller’s algorithm and
scalar multiplications in G, can reduce the total cost of pairing-based cryp-
tography. In this work, we focus on these operations especially Miller’s al-
gorithm and scalar multiplications in Go.

In this thesis, we focus on Type 3 pairing that is asymmetric pairing such
as Ate [Mat+07] and Optimal-Ate [Ver10] pairing. Therefore, we have not
efficient homomorphic map from G; to G;. Generally, in asymmetric pairing
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the scalar multiplication is carried out over efficiently calculable group G;
and then the result is mapped to G,.

The embedding degree is an important parameter that determines the security
level of pairing-based cryptographies. Therefore, to achieve efficient pair-
ing on ordinary curves whose embedding degree are flexibly selectable are re-
quired. This thesis targets Ate and twisted Ate pairings because they are ef-
ficiently calculated on normal pairing-friendly curve Kachisa-Schaefer-Scott
(KSS) [KSS07]. Ate and Optimal-Ate are use calculated over certain elliptic
curve groups G; and G;. In this thesis, we accelerate scalar multiplications
in G, group which can be extended in G

In the case of scalar multiplication, we reduce the number of elliptic curve
doubling by decomposing a scalar with an essential relation for KSS curves.
Besides, we proposed state-of-the-art Miller’s algorithm calculation at the
128-bit security level.

Our proposed methods can substantially improve pairing calculation. There-
fore, our research contributes to committing high-level security for sophisti-
cated protocols, e.g., ID-based or Homomorphic encryption.

Use Case of Our Contribution

Let us consider the following two cases.

Case 1: IoT Security

Human civilization is moving to a direction where data generated from the
devices used in our daily life will define how smart our society will be. In
technical jargon, we define that IoT (Internet of Things) era controlled by
Data Science. Some data can be mundane with no purpose, and some data
can be extraordinarily important. Let us imagine a case where the adversary
takes controls heartbeat monitor sensor of our smartwatch or control sensors
of a self-driving car. The outcome of the damage is unimaginable. There is no
alternative to protect this data from unwanted access. The challenge is that
most of the IoT devices are equipped with small sensors. Such devices are
computationally resource constrained. In some devices, it is somewhat im-
practical to generate key pairs for widely practiced security protocols. There
are several innovative solutions such as Identity-based encryption that can
use the device’s unique ID as a key. The applications mentioned above stand
on a compelling branch of cryptography named pairing-based cryptography
over elliptic curve.

Case 2: Security of Medical Data in Cloud

Modern medical diagnosis depends on medical examination that produces
a vast amount of data ranges from patients personal information to diag-
nosis reports and images. Most of the data are stored in large cloud-based
databases. For the privacy of the patient, they should be encrypted before
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stored. By analyzing such medical data, it is possible to predict the proba-
bility of a patient’s vulnerability to a particular disease. However, it is not
always the doctor who examined the patient can do that. Sometimes third-
party researchers are interested in such data-set. However, the identity of
the patient should not be obtained by any third-party using that data. One
solution for this case is any third party can search for data and perform the
mathematical operation in the encrypted database without decrypting the
data. This scenario can be realized by using homomorphic encryption which
is also powered by pairing-based cryptography.

However, pairing-based cryptography is a complex mathematical process.
To practically apply it, we need to carry out its fundamental algorithms more
efficiently. In this thesis, our objective is to improve and find out more effi-
cient algorithms that can realize high-level of security protocols.

1.4 Thesis Outline

This thesis is organized as follows:

In Chapter 2, we briefly discuss the mathematical concepts that are related
to understanding the concepts of this thesis. We also define the pairing in
general. Besides, a target class of pairing-friendly elliptic curves is shown.

In Chapter 3, we derived twist property for target elliptic curves for the192-
bit security level and compared their performances concerning scalar multi-
plication. This thesis shows that sextic twist over KSS5-18 curve has an ad-
vantage over quartic twist in KS5-16 curve.

Chapter 4 proposes an efficient Optimal-Ate pairing for KSS-18 curve. We
improved Miller’s algorithm of Optimal-Ate pairing by proposing pseudo 12-
sparse multiplication multiplication. To evaluate our theoretic proposal, we
also include some experimental results with recommended parameter set-
tings.

Chapter 5 proposes a technique that will accelerate scalar multiplications in
G, over KS5-18 curve. It is crucial to derive efficiently computable endo-
morphisms for accelerating scalar multiplication. The target G, group has
a property that specific scalar multiplication can utilize Frobenius endomor-
phism that is efficiently computable. Focusing on this property, we derive
an essential relation available for scalar multiplication in G, from the struc-
tural features of the target elliptic curve. Then, using the relation, efficient
scalar multiplication is proposed together with multi-scalar multiplication.
Besides, from the experimental results, we show that the proposed scalar
multiplication is about 60 times faster than the conventional method.

Chapter 6, shows the state-of-the-art improvement of Optimal-Ate pairing
over KS5-16 curve at the 128-bit security level. We adopted the most re-
cent parameter and theoretically derived most efficient pairing calculation.
Besides, we also showed experimental implementation and compared our
result with other pairing-friendly curves.
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In Chapter 7, we opt to further accelerate the work of chapter 6 by improv-
ing the finite field arithmetic using cyclic vector multiplication algorithm.
We showed comparative results between chapter 6’s proposal and this. We
also showed memory optimization currently exists the final exponentiation
algorithm.

Chapter 8 shows the G; scalar multiplication by applying different dimen-
sion of GLV decomposition. We showed theoretical and experimental result
and explained that 4-dimension is optimal for efficient scalar multiplication
in Gy in KSS-16 curve.

Finally, Chapter 9 concludes this thesis with an outline of the future works.
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Chapter 2

Fundamental Mathematics and
Notation

It is necessary to recall some fundamental mathematical concept to under-
stand the subsequent chapters and introduce the notations used in the the-
sis. This chapter introduces the essential mathematical backgrounds that are
directly relevant to the contents of this thesis to help readers a clear under-
standing of the subsequent chapters. The theoretical discussion will often
appear with minimal definition and citation of the details works since de-
tails discussion is beyond the scope of this thesis. We refer to [LN96; MP13;
Smal5; EM17; Bla14] for more details of the topics. As an additional purpose,
this chapter specifies most of the notations that will appear in the upcoming
chapters.

Cryptography deals with numbers mostly integers. It is essential to have a
good understanding of the underlying mathematical concepts to understand
modern cryptography. The following concepts are the basis for the discus-
sion of the subsequent chapters.

2.1 Modular Arithmetic

Modular arithmetic is the fundamental tool for modern cryptography espe-
cially public key cryptosystems.

Definition 1 (Modular Arithmetic) Let p be a positive integer named as the mod-
ulus and a and b are two arbitrary integers. If p divides b — a then we can write

a = b (mod p)

and express as a and b are congruent modulo p.
Example 2.1 Let,p=7,a=19and b =5 then 19 = 5 (mod 7).

Example 2.2 Let, p = 7, a = =17 and b = 11. Then -17 (mod 7) = 4 and
11 (mod 7) = 4. We can write

-17 =11 (mod 7)
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and usually express —17 and 11 are congruent modulo 7.

2.2 Group, Ring, Field

2.2.1 Group

The concept of group is very fundamental to understanding cryptography. It
is an algebraic system defined as follows.

Definition 2 (Group) A group is a non-empty set G with a binary operation o
on its elements denoted as (G, o), sometimes denoted by G only, which satisfies the
following axioms.

Closure The group is closed under the operation o, i.e. Ya € G, and
Vb € G the result of (aob) =c € G. !

Identity element There exist an identity element e also know as
neutral element or unit element in G such that Va € G, aoe =
eoa=a.

Inverse element For Va € G, there exists an element b € G such that
aob =e=boa, whereb is called inverse element of a.

Associativity Elements in group G should follow associativity. i.e.
(aob)oc=ao(boc)forallab,ceG.

Definition 3 (Commutative Group)

A group G will be commutativeifaob =boaforall a,b € G.

A commutative group is also called abelian group.

Example 2.3 The set of integers Z. forms a group under the group operation of
addition + denoted as (Z, +). 0 is the identity element of the group.

Example 2.4 The set of positive integers IN under addition does not form a group
since elements have not inverse.

Definition 4 (Order of a Group) The order of a group G often denoted as #G is
the number of elements in the group G. ]

Remark 1 Groups order can be finite and infinite. In example 2.3, (Z,+) has infi-
nite order.

Definition 5 (Order of group element) For an element a € G, the smallest posi-
tive integer m such that a™ = e is called the order of a, where e is the identity element
in G. ]

Example 2.5 Finite group: As shown in example 2.4, the set N under addition
does not form a group since it does not satisfy the group axioms. Let us consider a

v symbol bears is usual notation “for all”
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set IN,, under the operation mod n such that
Nn = {0/1/2/3/' te /n_l}

where n € IN. It means IN,, is the set of remainders under “mod n”. Recall the
modular arithmetic that

a+b=c modn abelN,,

means c is associated to a remainder on division by n when a+b = ¢ ¢ IN,,. It makes
¢ belongs to IN,, making (IN,,, +) forming a group. In also includes element O which
acts as an identity element.

Definition 6 (Group generator) For a given group G if there is an element g € G
such that for any a € G there exist an unique integer i with a = g' then g will be
called a generator of G "

Definition 7 (Cyclic Group) A group G will be cyclic if there exist at least one
generator g € G. Cyclic group usually expressed as G = (g) n

Remark 2 The number of generator in a group G of order n is defined by Euler’s
totient function ¢(n)>. If n is a prime p then the group G will be called prime order
group and it will have ¢(p) = p — 1 generators.

In this case, we use the notation (G, o); there exists some ambiguity which
operation we consider. Therefore, the following two types of group nations
are prevalent in literature.

Definition 8 (Additive group) A cyclic group is called additive if we tend to write
its group operation in the same way we do additions, that is

f=g+x

can also appear as [x]g meaning applying x — 1 times addition operator + on g. It is
also common to write as x - g. For example, 1 is one of generators in group (Zs, +)
under addition modular 5, then 1 - 4 can be written as

4=1+1+1+1.

]
Definition 9 (Multiplicative group) A cyclic group is called multiplicative if we
tend to write its group operation in the same way we do multiplication, that is
f=gxorf=9g
]

Remark 3 In both notation the x is an integer called the discrete logarithm of h to
the base g.

ZWhen n is a positive integer, Euler’s totient function ¢(n) = number of positive integers
less than or equal to n that are co-prime to n
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Remark 4 Unless otherwise stated, through out this thesis we will use the xg nota-
tion for ordinary addition e.g. a+ a = 2a and a + a + a = 3a and for multiplicative

notation, these will denoted by a2, a°.

From the definition cyclic group, it can be see visualized that any elements in
cyclic a group are generated with iterative operations of generator g. Figure
2.1 shows this schematically.

FIGURE 2.1: Cyclic group.

A awell known practice of presenting a finite group’s operation is Cayley table
as shown in example 2.6. Cayley table shows all possible group operation
that can be performed in a finite group.

Example 2.6 The Cayley table for the group Z4 is:

@& |0 1 2 3
0[O0 1 2 3
111 2 30
212 3 01
313 01 2

In the above example of group (Z4, +), there are $(4) = 2 generators, 3 and 1.

Definition 10 (Subgroup) Let IH be a non-empty subset fo group G, H will be
called subgroup of G if H itself follows group axioms and H has the same identity
element of group G. »

Theorem 1 (Lagrange’s Theorem:) Let G be a finite abelian group and H is a
subgroup of G. The order of G, #G is divisible by the order of subgroup H, #H i.e.
#H#G. n
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2.2.2 Homomorphism in Groups

Morphisms in groups have often used the research of cryptography and in-
separable to for pairing-based cryptography research.

Definition 11 (Homomorphism) Let (G, o) and (G, x) be two groups with iden-
tity elements e and e’ respectively. A homomorphism is a map f which preserves the
group structure while the elements are mapped from (G, o) to (G, %). n

A homomorphic map obeys the following conditions:
* Va,beG, f(aob) = f(a)x f(b).
e For every a € G, the inverse map is f(a™!) = f(a)~!.

* Identity element mapping also preserves the structure i.e. f(e) = ¢’.

2221 Types of Homomorphism

Isomorphism If an element from G and G have bijective relation
then G and G’ are isomorphic to each other.

Endomorphism If elements from the group (G, o) are mapped
to itself, then it is called endomorphism. A frequently used
endomorphism in cryptographic algorithms is Frobenius en-
domorphism.

Authomorphism If an element of a group has both endomor-
phism and isomorphism then it is called automorphism.

Definition 12 (Kernel) Let (G, o) and (G, ) be two groups with identity ele-
ments e and e’ respectively and f is homomorphism from (G, o) to (G, ). The
kernel of f is denoted as Ker{f}, defined by

Ker(f)={aeG: f(a)=¢"}

2.2.3 Ring

The concept of Ring will not come as frequently as group and field in the
subsequent chapters. However, it is relevant to define the ring to understand
the related concept.

Definition 13 (Ring ) A ring R is an algebraic structure with two operations, i.e.
addition + and multiplication - usually denote as R, +, -.

* R is abelian group under addition operation.
* Under multiplication, R is closed and associative with identity element is 1.

* Multiplication is distributive over addition: Va,b,c e R:a-(b+c)=a-b+
a-c.
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If multiplication operation is commutative, R forms a commutative ring.

Definition 14 (Multiplicative Inverse Modulo n) Let Z, be a set under mod-
ulonand a € Z,. The multiplicative inverse modulo n of a can be written as follows:

a-x=1mod n.

The value x is the multiplicative inverse modulo n of a, often written as a™'. ]

Such value of x only exists if gcd(x, n) = 1. If n = p is a prime, then every non-
zero element in the set Z, will have a multiplicative inverse. Such (Z,, +,-)
will be a ring and having the above property it will form a field.

2.2.4 Field

Definition 15 (Field) A field (FF, +, ) is a set that obeys two binary operations de-
noted by + and -, such that:

* F is a commutative group concerning + having identity element 0.

* Let F*is a subset of IF having only not-zero element of IF i.e. F* = IF \{0}.
Then F *will be called a commutative group respect to multiplication- where
every element should have multiplicative inverse in IF

® For all a,b,c € F the distributive law will be followed, e.g. a-(b+c) =
a-b+a-cand(b+c)-a=b-a+c-a.

Definition 16 (Subfield ) Let IF; is a subset of field IF. IF1 will be called a subfield
if IFy itself obeys the laws of field with respect to the field operation inherited from F.

Remark 5 In Definition 16, F is called an extension field of IFy. If IF1 # IF, then
IF; is a proper subfield of IF.

Definition 17 (Order of Finite Field ) The order is the number of elements in IF.
If the order of FF is finite, IF is called finite field. n

Definition 18 (Characteristic of Finite Field ) Let IF be a field and smallest pos-
itive number n such that n - a = 0 for every a € F. Such n is called characteristic. If
there is no such n in IF then IF has characteristics 0. ]

Most of the works presented in this dissertation deal with finite fields only.
A common property of finite fields often used in cryptographic is following:

Theorem 2 For every finite field IF, the multiplicative group (IF;-) is cyclic. ]

Definition 19 (Prime Field ) Let p be a prime. The ring of integers modulo p is
a finite field of characteristics p having field order p denoted as IF, is called a prime
field. ]

Remark 6 A prime field contains no proper subfield.
Theorem 3 Every finite field has a prime field as a subfield. ]
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Theorem 4 (Fermat’s Little Theorem:) Let p is a prime and a € Z, then

a’ = a (mod p)

Fermat’s little theorem is a special case of Lagrange’s theorem.

In this work we classified finite fields into two types, i.e. prime field IF, and
its extension field. Section 2.3 explains more of extension field. The prime
tield IF, has the order and characteristic as p. Using the modular arithmetic
in the same way as Definition 2.3, we can define fundamental operations of
prime field IF, = {0,1,2---,p —1}. The Cayley table will de

Example 2.7 The Cayley table for the two operations + and - for elements in IF5 are
as follows:

+/0 1 2 3 4 /01 2 3 4
0(01 234 00 0 0 O0 O
111 2 3 4 0 1{0 1 2 3 4
2123 401 2(0 2 41 3
3/3 4012 303142
414 01 2 3 4/0 4 3 21

As described above, we can define arithmetic operations in IF, by modular
operations (mod p) for integers. However, it does not work in an extension
field IF,». In the next section, arithmetic operations in extension field IF,» is
described in detail.

2.3 Extension Field

A subset Fy of a field F that is itself a field under the operations of F will
be called a subfield of F. In this case, FF is called an extension field of Fy. An
extension field of a prime field IF, can be represented as m-dimensional vector
space that has m elements in IF,. Let the vector space be the m-th extension
field; it is denoted by IF,». The order of extension fields IF, is given as p™. In
what follows, let g be the power of p, the extension field of a prime field [F,, is
denoted by IF,.

There are several methods to represent an element in extension fields, such
as polynomial basis and normal basis. In this thesis, we mostly used poly-
nomial basis. Let w be a root of m-th irreducible polynomial over F,, we
consider the following m elements.

2 m-1

All elements in this set are conjugate to each other. When the set of the conju-
gates become linearly independent, this is called normal basis. Using normal
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basis, an element o € IF, is expressed as a polynomial by
q 2 qm—l
a=a1w+av!+a0? +---+au0? (2.1)

where a1, a2, a3,---, am € Fy.

Arithmetic operations in IF = are carried out with ordinary addition and mul-
tiplication for polynomial and modular reduction by an irreducible polyno-
mial.

24 Frobenius Map

For any element a € [Fm, let us consider the following map 7, : & — 9.

2 m-1\94
mq(@) (alw +arw? + az? + -+ auo! )

2 3 m
a10? + a0? + azw? + -+ apo?

2 m-1
Amo + a10? + ap0? + -+ ap_10? (2.2)

Note that the order of IF/, is given by ¢™ —1, that is, w?" = w is satisfied.
Furthermore, a? is equal to a for each coefficients a.

Therefore, the map m,(a) is efficiently calculated by cyclic shift operations
among its basis coefficients, which is free from arithmetic operations. From
the computational efficiency, the map =, is specially called the Frobenius
map.

In ElGamal Encryption, many exponentiations are executed in encryption
and decryption processes. When the exponent is equal to p, its calculation
cost can be reduced by using the Frobenius map. Therefore, the Frobenius
map is widely used in the cryptographic application.

2.5 Quadratic Residue/Quadratic Non-residue,
and Cubic Residue/Cubic Non-residue

For any non-zero element d € IFy, d is called a Quadratic Residue (QR) when x
such that x2 = d exists in IF;. On the other hand, when such a x does not exist
in [Fy, d is called a Quadratic Non-Residue (QNR). We can identify whether
or not d is a QR by the following test.

gD/ _ { 31 SER (2.3)

All elements in finite fields IF, of odd characteristics become QR in extension
fields F;. On the other hand, quadratic non-residues also become QNR in

IF,i, where i is not divisible by 2.
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2.6 Elliptic Curve

In this section, we review elliptic curves and pairings.

2.6.1 Additive Group over Elliptic Curve

In general, let p > 3, an elliptic curve E/IF, over a finite field [F, is defined as

E/F,:y*=x>+ax+b, 42a> +27b* £ 0, a,b € F,,. (2.4)

The field that x and y belong to is called the definition field. The solutions
(x,y) of Eq.(2.4) is called rational points. E(IF,) that is the set of rational points
on the curve, including the point at infinity O, forms an additive abelian
group. The point at infinity works as an unity element in E(IF;). When the
definition field is IF;m, we denote the additive group by E(IFym).

For rational points Pi(x1,y1), P2(x2,12) € E(IFy), the elliptic curve addition
P3(x3,y3) = P; + P, is defined as follows.

Y2~ 41 P1 # Py, x1 # x
X2 — X1
A =
3x%+a p_p
1 =12
2y1
x3 = A—x1-x
3 = (x1—x3)A-uy

A is the tangent at the point on the curve and O is the additive unity in E(IF,).
In what follows, If P; # P, then P; + P; is called elliptic curve addition (ECA).
If Py = P, then P; + P, = 2P;, which is known as elliptic curve doubling (ECD).

Let a rational point P(x, y), an inverse point —P is given by —P(x, —y). Elliptic
curve cryptographies is constructed on elliptic curve groups E(IF).

Let #E(IF,) be the order of E(IF,), it is given as
#E(F,) =p+1-t, (2.5)

where ¢ is the Frobenius trace of E(IF,).

From Hasse’s theorem, t satisfies

|t] < 2+/p. (2.6)
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2.6.2 Scalar Multiplication in Elliptic Curve

Let [s]P denote the (s — 1)-times addition of a rational point P as,

—_

[s]P = S P. (2.7)

i

Il
(e}

This operation is called a scalar multiplication. As a general approach for
accelerating a scalar multiplication, the binary method is the most widely
used.

Binary method The binary method is an extensively applied method for
calculating the elliptic curve scalar multiplication. The pseudo code of left-
to-right binary scalar multiplication algorithm is shown in Algorithm 1. This
algorithm scans the bits of scalar s from the most significant bit to the least
significant bit. When s[i] = 1, it performs ECA and ECD otherwise only
ECD is calculated. The binary method iterates elliptic curve doublings and
elliptic curve additions using a binary representation of scalar. A scalar mul-
tiplication needs |log, s] elliptic curve doublings and [log, s|/2 elliptic curve
additions on average. This method is easy to implement, but the significant
drawback of this method is not resistant to side channel attack [Koc96].

Algorithm 1: Left-to-right binary algorithm for elliptic curve scalar mul-
tiplication.
Input: P, s
Output: [s]P
T<0
fori = |log,s] to 0 do

T—T+T

if s[i] =1 then

| T<T+P

return T

Montgomery ladder method Montgomery ladder algorithm is said to be
resistant to side channel attack. Such resistance comes by paying tolls as cal-
culation overhead which slows down this method than the binary method.
Algorithm 2 shows the Montgomery ladder algorithm for scalar multiplica-
tion. Montgomery ladder has some similarity with the binary method except
in each iteration it performs ECA and ECD.

Sliding-window Method Sliding-window [Coh+05] algorithm is also re-
sistant to side channel attack and at the same time it is faster than Montgomery
ladder. In this method the scalar s is processed in blocks of length w, known
as window size. Algorithm 3 shows the sliding-window algorithm for scalar
multiplication.
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Algorithm 2: Montgomery ladder algorithm for elliptic curve scalar mul-
tiplication.

Input: A point P, an integer s
Output: [s]P

T() — O, T1 «— P

for i = |log,s] to 0 do

if s[i] =1 then
To—Ty+T
The—T+T

Ise if s[i] = 0 then
Th<—Ty+Ty
B To—Ty+ Ty

]

return Ty

2.6.3 Frobenius Map on Elliptic Curve Groups

In this section, we introduce the Frobenius map for a rational point in E(IF).
For any rational point P = (x, y), Frobenius map ¢ is given by ¢ : P(x,y) —
(x?,y7). Then, the following relation holds for any rational points in E(F,)
with regard to Frobenius map.

(¢2 - [¢1g+[q1) P = 0.

Thus, we have
[qlP = ([¢lg - ¢) P. 28)

From Hasse’s theorem, note the bit-size of Frobenius trace t is about a half of
the characteristic p. Using Eq.(2.8), we can efficiently calculate scalar multi-
plication [Kob92].

2.7 Pairing over Elliptic Curve

This section briefly reviews the bilinear pairing defined over elliptic curves.
For more details fundamentals of pairing, we refer to [EM17].

2.7.1 Definition of Pairing

Pairing is defined as a bilinear map from two additive groups G; and G to
a multiplicative group Gg as follows.

G1XGQ—>G3

Let E[r] be a rational point group of the prime order r, and k be a minimum
integer that satisfies r | pf —1. The integer k is known as the embedding
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Algorithm 3: Sliding window algorithm for elliptic curve scalar multipli-
cation.
Input: A point P, an integer s = 3,
Output: Q = [s]P
Pre-computation.
Py« P, P, « [2]P
fori=1to2" 1 -1do

| Pous1 < Poi1+ Py

-

J:(l] stJ, sj € {0,1}, window size w > 1

je—1-1,0 «< 0.
Main loop.
while j > 0 do

if s; = 0then
| 0—[2]10,j—j-1
else

Let t be the least ineger such that
j—t+l1<wands =1
hj « (sjsj—1-+-st)2
Q — [27*1]0 + Py,
je—t-1

return Q

degree. In pairing we expect k < 50. However, in random curves k =~ p and in
supersingular curves k < 6. Pairing map e is defined as follows [Hes08].

e : E[r] NE(F,) x E[r] N B(F ) — Fly /(FL,)". (2.9)

Here, G1 and G is a subgroup of order r the elliptic curve groups E(IF;) and
E(F ), respectively. G becomes is a subgroup of the same order r of ]F;k.

Pairing consists of two calculation parts, Miller’s algorithm, and Final expo-
nentiation. The calculation costs of pairing depend on several factors.

* Type of elliptic curves
e G; and G sizes.
* Balanced parameter for security and efficiency.

Based on these challenges, researchers tried to develop several types of pair-
ing such as 1, Ate, twisted-Ate, R-Ate, Optimal-Ate. All the researchers aimed
for reducing the calculation costs by optimizing the pairing. This thesis fo-
cuses on Ate-based pairing especially Optimal-Ate pairings that can be effi-
ciently calculated over an ordinary elliptic curve.
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2.7.2 Properties of Pairing

Let P and R € Gy, and Q € G, pairings have following properties.

* Non-degeneracy
Ife(P,Q)=1,thenP=0o0orQ = 0.

¢ Bilinearity
€(P + R/ Q) = e(P/ Q) : e(R/ Q)
e(P,Q+S)=e(P,Q)-eP,S)

From this property, we obtain more general relation as

e ([alP, [b]Q) = e ([b]P, [a]Q) = e ([ab]P, Q) = e (P, [ab]Q) = e(P,Q)*,  (2.10)

where a and b are integers. The bilinearity of pairing is a crucial property for
designing many crypto-protocols.

2.7.3 Pairing-Friendly Curves

Let r be the largest prime that divides #E(IF;). When an embedding degree k
for a rational point group of order r is given by an integer smaller than about
50, the elliptic curve is said pairing-friendly.

Supersingular curves are well-known as a representative pairing-friendly
curve. On the other hand, in the case of ordinary curves, it is generally diffi-
cult to generate pairing-friendly curves because embedding degree is almost
same as the order r when we randomly choose the pairing-friendly curve
from ordinary curves. Therefore, we cannot easily prepare a pairing-friendly
curve whose order r is large. To solve this problem, several methods to easily
generate pairing-friendly curves are proposed [FST10].

Pairing-friendly curves are classified into two types, one is families of pairing-
friendly curves, and the other is not families of pairing-friendly curves. Pairing-
friendly curves are called families of pairing-friendly curves when their pa-
rameters such as characteristic p, order r, and trace ¢ are given by polynomi-
als in terms of integer u. Supersingular curves are not in families of pairing-
friendly curves. This thesis targets one particular type of families of pairing-
friendly curves named as KSS curve.

2.7.3.1 KSS-Curve

In [KSS07], Kachisa, Schaefer, and Scott proposed a family of non super-
singular Brezing-Weng pairing-friendly elliptic curves of embedding degree
k = {16,18,32,36,40}, using elements in the cyclotomic field. Similar to other
pairing-friendly curves, characteristic p, Frobenius trace t and order r of these
curves are given systematically by using an integer variable. This thesis fo-
cuses on the KSS curve of embedding degree 16 and 18. In what follow we
call them KSS-16 and KSS-18 respectively.
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KSS-18 Curve
KSS-18 curve, defined over IFpls extension, is given by the following equation
E/F,s:Y*=X’+b, beF,andb#0, (2.11)

where X, Y € [F 5. KS5-18 curve is parameterized by an integer variable u as
follows:

p(w) = W +5u" +7u® +37u + 188u* + 259> + 343u” + 1763u
+2401)/21, (2.12a)

r(u) = (u®+37u> +343)/343, (2.12b)

tw) = (@W+16u+7)/7. (2.12¢)

The necessary condition for u is u = 14 (mod 42) and the p value is p =
(log, p/log, r) ~ 1.33.

KSS-16 Curve

On the other hand, KS5-16 curve is defined over s, represented by the
following equation

E/F,:Y*=X>+aX, (acF,)anda#0, (2.13)

where X, Y € ]Fplé. Its characteristic p, Frobenius trace t and order r are given
the integer variable u as follows:

puw) = (@' +2u° +5u® +48u° + 152u° + 240u* + 625u* + 2398u

+3125)/980, (2.14a)
r(u) = u®+48u* +625, (2.14b)
tuw) = (2u® +41u+35)/35, (2.14c¢)

where u is such that u = 25 or 45 (mod 70) and the ratio p value is p =
(log, p/log, r) ~ 1.25.

2.74 Twisted Elliptic Curves

The twist is an elegant feature of the curves where rational points are com-
pressed by changing the definition field. When the embedding degree k is
equal to 2e, where e is a positive integer, to E/IF; of Eq.(2.4), consider the
following elliptic curve E'.

3

E:y*=x+avx+bv >, a,belF, (2.15)
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where v is a QNR in Fpe. Then, between E'(Fy) and E(F ), the following
isomorphism is given.

Yo : {E,(]Fp ) = B, (2.16)

(x,y) = (xv,yo%?).
In this case, E’ is called quadratic—twisted curve.

In the same, when embedding degree k satisfies the following conditions, the
twisted curves can be respectively considered.

® k = 3e (cubic twist)

E: y*=x>+b,beTF,,

E : y2 =x2+bv7?,

where visa CNRinFpe and 3 | (p - 1).

¢3 : E’(]FPE) 4 E(IFPSe), (217)
(x,v) - (x0?/3, yv).
* k = 4e (quartic twist)
E: y2:x3+ax,b€]Fp,
E: =x+avlx,
where visa QNRin F,e and 4 | (p - 1).

¢4 : E’(]Fpe) — E(IFp4e), (218)

(x,v) — (xol/2, yo3/4).

* k = 6e (sextic twist), Barreto-Naehrig (BN) curve [BNO6] has this form.

E: y*=x>+bbel,

E: y=x>+bv},

where v is a QNR and CNR in [F,e and 3 | (p — 1).

(2.19)

Je: E'(Fpe) — E(Fpee),
Ny - x0!B3,y0!2).
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Egs. (2.16), (2.17), (2.18), and (2.19) are summarized as
Je {E (Fpe) — E(Fpac), 220)

(x, 1) — (xvz/d, yv3/d).

Thus, when the twist degree d is even, x—coordinate xv?/¢ belongs to the sub-
field lek/z because v¥/? € lek/z. In addition, when d = 2 or 4, the coefficient of
x of the twisted curve E’ is written as av™/¢,

In pairing-based cryptographic applications, a rational point in E(Fg) can
be compressed to a rational point in E'(IF4) using 4. In detail, the size of a
rational point in E(F ) is reduced by 1/d.

In what follows, adding the dash “” ” to a rational point, for example, P’
denotes a rational point corresponding to P € E(FF ) over twisted elliptic
curve E'.

2.7.5 Ate Pairing
Ate pairing a [Hes08] is defined by

G E[r] nKer(¢ - [1]),
G2 = E[r]nKer(¢ -[q]),
a: G x G — IF:;k/(]F;k)r/ (2.21)

where ¢ denotes the Frobenius map over I, and Ker(-) is a set whose el-
ements are mapped to zero element by -. In other words, rational points
P € Gy and Q € G; satisty

¢(P) = P, (2.22)
Q) = I[qlQ, (2.23)
respectively.
Let P € Gy, and Q € Gy, Ate pairing a(Q, P) is calculated by
a(Q,P) = fi1,o(P)@ V", (2.24)

where ¢ is the Frobenius trace of E(IF;). The Optimal-Ate variant reduces
loop length by the length of the integer variable u. This thesis focused on
Optimal-Ate pairing.

2.7.6 Miller’s Algorithm

Over the years several improvements for Miller’s algorithm have been pro-
posed in the literature. Here we will introduce the reduced Miller’s algorithm.
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Let pairing e be defined as e : G4 X Gg — G3, P4 € G4, and Pp € Gg, Algo-
rithm 4 shows the reduced Miller’s algorithm for f; p,(Ps). It consists of func-
tions LDBL and LADD shown in Algorithm 5 and Algorithm 6, see Table
2.1.

As shown in the algorithm, the structure of Miller’s algorithm is similar to
the binary method for scalar multiplication. In this case, Miller’s algorithm
constantly iterates LDBL [log, s] times, and execute LADD when s; is equal
to 1. That is if we can reduce the number of iterations, Miller’s algorithm can
be efficiently carried out.

In general, step 3. in LDBL and LADD is respectively calculated as

f o« 2 h(Q)/vrr(Ps),
f — f-lrp,(Ps)/vrs+p,(Pp).

However, vr,r(Pg) and vr,p(Pg) becomes 1 during Final exponentiation since
they are the elements in subfield of IF,x when the embedding degree is an even
number. As we will be working on even embedding degrees therefore, in the
rest of the thesis vr,7(Pg) or vr,p(Pg) is not used.

As shown in Algorithm 4, a rational point P, is mainly used for calculat-
ing f;p,(Pp). In detail, LDBL and LADD respectively calculate elliptic curve
doublings and elliptic curve additions using P4. On the other hand, P3 is
only used for substituting to the function I. Therefore, the calculation cost of
LDBL and LADD changes by inputs of Miller’s algorithm.

Algorithm 4: Miller’s Algorithm.
Input: s, Py € G4, Pg € Gp
Output: f; p,(Ps)
fe1
T « PA
for i = |log,(s)] to 1: do

LDBL(f, T, Pp).

if s[i] =1 then

| LADD({, P4, T, Pp).

return f

2.7.7 Final Exponentiation

In Ate pairing, we first calculate F = f,_1 o(P) by Miller’s algorithm, then

calculation of Final exponentiation F #*~D/r js carried out. Here, an efficient
algorithm of final exponentiation is shown. Many research has been carried
out over the years for efficient final exponentiation. Scott et al. [Sco+09] show

the process of efficient final exponentiation (FE) pre-Lr by decomposing the
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Algorithm 5: LDBL in Miller’s Algorithm
Input: f, T € G4, Pg € Gp

Output: f, T

Arr — (3x%)/(2yr)

I, r(Pp) < (xpy — x7)A1,1 — (YPs — YT)

f < f2-Irr(Pp)

XT — )L%IT — 2xr

5 Yr < (xr — XZTMT,T —yr

B W N e

return f, T

Algorithm 6: LADD in Miller’s Algorithm
Input: f, P4, T € G4, P € Gp

Output: f, T

AT/PA — (yPA - yT)/(xPA - xT)

It,p,(Pp) < (xpy — xp,)A1,py — (Yrs — Yp,)

f < f-lrp,(Pp)

XT A%",PA — XT — Xp,

yr < (xp, — x14p,)AT,P, — YP,
return f, T

TABLE 2.1: Notations used in Algorithm 4, Algorithm 5 and Algorithm 6

si : i—th bit of the binary representation of s
from the lower.
Irr: the tangent line at T.

Irp, : theline passing through T and Pj.

vrer ¢ the vertical line passing through 2T.
vr+p, : the vertical line passing through T + P4.

Ar,r:  the slope of the tangent line I7 7.

Arp, @ the slope of the line Iz p,.

exponent using cyclotomic polynomial @ as

Pk —1)/r = (P? - 1) - (p*? + 1)/ (p) - Dk(p)/ . (2.25)

The 1st two terms of the right part are denoted as easy part since it can be
easily calculated by Frobenius mapping and one inversion in affine coordi-
nates. The last term is called the hard part which mostly affects computation
performance.

2.8 Summary

This chapter defined the related mathematical fundamentals and introduced
the notations for the subsequent chapters.
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Chapter 3

Mapping over Quartic and Sextic
Twisted KSS Curves

3.1 Introduction

3.1.1 Background and Motivation

In Ate-based pairing with KSS curve, pairing computations are done in higher
degree extension field IF,x. However, KSS curves defined over s have the
sextic twisted isomorphic rational point group defined over FF,s and KSS
curves defined over FF,s have the quartic twisted isomorphism over FF .
Therefore we can execute computations in the subfield F .« where d is the
twist degree. Exploiting such a property, different arithmetic operations of
Ate-based pairing can be efficiently performed in G,. However, performing
elliptic curve operations in small extension field brings security issue since
they are vulnerable to small subgroup attack [LL97]. Recently Barreto et al.
[Bar+15] have studied the resistance of KSS-18 curves to small subgroup at-
tacks. Such a resistible KSS-16 curve is also studied by Loubna et al. [GF16a]
at the 192-bit security level. Therefore isomorphic mapping of KS5-18 and
KSS5-16 curves and implementing arithmetic operation can be done securely
in twisted subfield curves for 192-bit security level. This chapter has mainly
focused on isomorphic mapping of G, rational points from extension field
I« to its twisted (sextic and quartic) subfield [Fx« and its reverse procedure
for both KSS-18 and KSS-16 curves.

The advantage of such isomorphic mapping is examined by performing scalar
multiplication on G, ¢ E(FF ) rational point since scalar multiplication is re-
quired repeatedly in the cryptographic calculation. Three well-known scalar
multiplication algorithms are considered for the comprehensive experimen-
tal implementation named as the binary method, Montgomery ladder, and
sliding-window method. This chapter has considered subfield twisted curve
of both KSS-16 and KSS-18 curve, denoted as E’. KSS-18 curve E’ includes sex-
tic twisted isomorphic rational point group denoted as G, c E'(F3), whereas
for KS5-16 curve E’ contains the quartic twisted isomorphic rational point
group denoted as G, C E'(F+). Then the proposed mapping technique is ap-
plied to map rational points of G; to its isomorphic G. After that, the scalar



32 Chapter 3. Mapping over Quartic and Sextic Twisted KSS Curves

multiplication is performed in G} and then resulted points are re-mapped to
G,.

The experiment result shows that efficiency of scalar multiplication is in-
creased by more than 20 to 10 times in subfield twisted curve E’ than scalar
multiplication in E(IF,s) and E(F ) respectively without applying the pro-
posed mapping. The mapping and remapping for sextic twisted curves re-
quire one bitwise shifting in IF;,, one IF; inversion which can be pre-computed
and one IF, multiplication; hence the sextic twisted mapping procedure has
no expensive arithmetic operation. On the other hand, quartic twisted map-
ping requires no arithmetic operation; instead, it needs some attention since
the elliptic curve doubling in the twisted curve has a tricky part. The exper-
iment also reveals that sextic twist is preferable since it gives better perfor-
mance than quartic twist. Performance of such isomorphic mapping can be
fully realized when it is applied in some pairing-based protocols. It is evi-
dent that the efficiency of Ate-based pairing protocols depends not only on
improved scalar multiplication but also on efficient Miller’s algorithm and
final exponentiation implementation.

3.1.2 Related Works

Pairings are often found in certain extension field F,x, where p is the prime
number, also known as characteristics of the field and the minimum exten-
sion degree k is called embedding degree. The rational points E(FF ) are de-
fined over a specific pairing-friendly curve E of an embedded extension field
of degree k. In [Ara+13], Aranha, et al. have presented pairing calculation for
192-bit security level where KSS curve of embedding degree 18 is regarded
as one of the suitable candidates for 192-bit security level. Recently Zhang et
al. [ZL12] have shown that the KSS curve of embedding degree 16 is more
suitable for 192-bit security level. Therefore this chapter has considered KSS
pairing-friendly curves of embedding degree k = 16 and 18.

3.1.3 Contribution

Implementing asynchronous pairing operation on a certain pairing-friendly
non-supersingular curve requires two rational points typically denoted as P
and Q. Generally, P is spotted on the curve E(IF,), defined over the prime field
IF, and Q is placed in a group of rational points on the curve E(F ), defined
over [F«, where k is the embedding degree of the pairing-friendly curve. In the
case of Kachisa-Schaefer-Scott (KSS) pairing-friendly curve family, k > 16.
Therefore performing pairing calculation on such curves requires calculat-
ing elliptic curve operations in the higher degree extension field, which is
regarded as one of the major bottlenecks to the efficient pairing operation.
However, there exists a twisted curve of E(]Fpk), denoted as E’(IFpk/d), where d is
the twist degree, on which calculation is faster than the k-th degree extension
field. Rational points group defined over such a twisted curve has an isomor-
phic group in E(FF ). This chapter explicitly shows the mapping procedure
between the isomorphic groups in the context of Ate-based pairing over KSS
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family of pairing-friendly curves. This chapter considers quartic twist and sex-
tic twist for KSS curve of embedding degree k = 16 and k = 18 receptively. To
evaluate the performance enhancement of isomorphic mapping, this chapter
shows the experimental result by comparing the scalar multiplication. The
result shows that scalar multiplication in E(IF /) is 10 to 20 times faster than
scalar multiplication in E(FF ). It also shows that sextic twist is faster than
the quartic twist for KSS curve when parameter settings for 192-bit security
level are considered.

3.2 Fundamentals

Most of the fundamentals related to this chapter are already discussed in the
previous chapters. In this section, we briefly recall the KSS family of pairing-
friendly curves and twisted property of KSS curve.

3.2.1 Kachisa-Schaefer-Scott (KSS) Curve Family

In what follows, this chapter considers two curves of KSS family named as
KSS5-16 of embedding degree k = 16 and KSS-18 of k = 18.

KSS-18 curve, defined over F,is, is given by the following equation
E/F,s:Y*=X’+b, beF,andb=0, (3.1)

where X, Y € F 5. KS5-18 curve is parameterized by an integer variable u as
follows:

p(w) = @®+5u” +7u® +37u + 188u* + 259> + 343u” + 1763u
+2401)/21, (3.2a)

r(u) = (u®+37u°+343)/343, (3.2b)

tw) = w+16u+7)/7. (3.2¢)

The necessary condition for u is u = 14 (mod 42) and the p value is p =
(log, p/log, r) ~ 1.33.

On the other hand, KS5-16 curve is defined over F,s, represented by the
following equation

E/F,i6:Y*=X>+aX, (acF,)anda#0, (3.3)

where X, Y € . Its characteristic p, Frobenius trace t and order r are given
the integer variable u as follows:

pw) = @ +2u° +5ud +48u® + 152u° + 240u* + 625> + 2398u

+3125)/980, (3.4a)
ub +48u* + 625, (3.4b)
(2u® + 41u + 35)/35, (3.4¢)

r(u)
t(u)
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where u is such that u = 25 or 45 (mod 70) and the p valueis p = (log, p/log, r) =
1.25.

3.2.2 Extension Field Construction for KSS Curves

Pairing-based cryptography requires performing the arithmetic operation in
extension fields of degree k > 6 [SCA86]. We recall Section 4.2.1 for the
extension field construction of KSS-18 curve. Since this chapter uses two
curves of different extension degree, therefore, the construction process of

IF,is and F 6 are represented in the following as a tower of subfields.

3.2.2.1 Towering of IFis Extension Field

Let 3|(p — 1), where p is the characteristics of KSS-18 and c is a quadratic and
cubic non residue in IF,. In the context of KSS-18, where k = 18, IFpls is con-
structed as tower field with irreducible binomial as follows:

IFs = Fy[i]/(i* - ¢),

o = Fp[o]/(v* - 1), (3.5)
Fis = F[0]/(6° - 0).

Here ¢ = 2 is considered to be the best choice for efficient extension field
arithmetic. From the above towering construction, we can find that i = v? =
0%, where i is the basis element of the base extension field F .

3.2.2.2 Towering of IFis Extension Field

Let the characteristics p of KSS-16 is such that 4|(p — 1) and z is a quadratic non
residue in IF,. By using irreducible binomials, [F 6 is constructed for KSS-16
curve as follows:
Fp=1F, [a]/(a? - 2),
s = FplB1/(f* - a),
Fs = Fpulyl/(y* - B),

]Fpm = ]Fps [C‘)]/(C‘)z - Y)/

Here z = 11 is chosen along with the value of mother parameter u as given in
Table 3.3.

(3.6)

3.2.3 Gy, Gy and G3 Groups

In the context of pairing-based cryptography, especially on KSS curve, two
addititive rational point groups G1, G2 and a multiplicative group G of order
r are considered. From [Mor+14], G1, G; and G3 are defined as follows:

G1 = E(F,0)[r]nKer(m, —[1]),

G = E(F,)[r]nKer(m, - [p)),
Gs = Fy/(Fy,
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g . G1 X Gz o G3, (37)

where ¢ denotes Ate pairing. In the case of KSS curves, the above G is just
E(F,). In what follows, rest of this chapter considers P € G; c E(IF,) and
Q € Gy where G; is a subset of E(FF,is) and E(F,is) for KSS-16 and KS5-18
curves respectively.

3.2.4 Twist of KSS Curves

Let us consider performing the asynchronous type of pairing operation on
KSS curves. Let it be the Ate pairing £(P, Q), one of the asynchronous vari-
ants. P is defined over the prime field IF,, and Q is typically placed on the k-
th degree extension field [F,« on the defined KSS curve. There exists a twisted
curve with a group of rational points of order r which are isomorphic to the
group where rational point Q € E(F ) belongs to. This subfield isomorphic
rational point group includes a twisted isomorphic point of Q, typically de-
noted as Q" € E'(F,ka), where k is the embedding degree, and d is the twist
degree.

Since points on the twisted curve are defined over a smaller field than ]Fpk,
therefore ECA and ECD become faster. However, when required in the pair-
ing calculation such as for line evaluation they can be quickly mapped to a
point on E(F ). Defining such mapping and re-mapping techniques is the
main focus of this chapter. Since the pairing-friendly KSS-16 [KSS07] curve
has CM discriminant of D = 1 and 4|k; therefore quartic twist is available. For
the sextic twist, the curve should have D = 3 and 6|k, which exists in KSS-18.

3.2.4.1 Sextic Twist of KSS-18 Curve

When the embedding degree k = 6e, where e is positive integer, sextic twist is
given as follows:

E: ¢ x*+b, beT, (3.8)
Ej: y* = KC+bv, (3.9)

where v is a quadratic and cubic non residue in E(IF,) and 3|(p® — 1). For
KSS-18 curve e = 3. Isomorphism between E¢(IFye) and E(F ), is given as
follows:

E/(FF,. E(F ),
(x,y) > (xv13,yv1/?),
3.2.4.2 Quartic Twist of KSS-16 Curve
The quartic twist of KSS-16 curve is given as follows:
E: v = X>+ax, ac F,, (3.11)

E, : ¥ = x°+aoclx, (3.12)
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FIGURE 3.1: sextic twist in KSS-18 curve.

where o is a quadratic non residue in E(F,:) and 4|(p — 1). The Isomorphism
between E}(IF 1) and E(F ), is given as follows:

Uy : {E:*(IFP” = ), (3.13)

(x,y) (xcrl/z, y03/4).

3.3 Isomorphic Map between Q and Q’

This section introduces the derived mapping procedure of G, rational point
group to its twisted (quartic and sextic) isomorphic group G, for Ate-based
pairing for the considered KSS curves. The idea of isomorphic mapping for
KSS5-18 is already defined in Section 5.3.3 of Chapter 5. In this section, we
recall this mapping for more comprehensive reading along with the newly
introduced idea of a quartic twist.

3.3.1 Sextic twisted Isomorphic Mapping between Q € G, C
E(F,i5) and Q" € G, c E'(F3)

Figure 3.1 shows an overview of sextic twisted curve E'(IF ) of E(FF,is).

Let us consider E be the KSS-18 curve in base field ]Fps and E’ is sextic twist
of E’ given as follows:

E:y> = x>+, (3.14)
E:y* = x+0bi (3.15)

where b € F; x,y,i € F, and basis element i is the quadratic and cubic non
residue in .

In the context of KSS-18 curve, let us consider a rational point Q € Gy C
E(Fs). Q has a special vector representation with 18 IF, elements for each
xo and ygp coordinate. Figure 5.2 shows the structure of the coefficients of
Q € F,is and its sextic twisted isomorphic rational point Q” € F in KS5-18
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curve. Among 18 elements, there are 3 continuous nonzero [F, elements. The
others are zero. However, the set of these nonzero elements belongs to a F 3
field.

This chapter considers parameter given in Table 3.2 for KSS5-18 curve where
mother parameter u = 65-bit and characteristics p = 511-bit. In such consid-
eration, Q is given as Q = (Avf, Bv), showed in Figure 5.2, where A, B € F
and v and 0 are the basis elements of Fs and s respectively.

Let us consider the sextic twisted isomorphic subfield rational point of Q as
Q" € G, c E'(F3). Considering x’ and y’ as the coordinates of Q’, we can map
the rational point Q = (Av, Bv) to the rational point Q" = (x’, y’) as follows.

Multiplying both side of Eq.(3.15) with 87, where i = #° and v = 6°.

E (%)2 - (%)3 +b. (3.16)
0=2 of Eq.(3.16) can be represented as follows:
02 = ilig?,
= 1% (3.17a)
and multiplying i with both sides.
0* = 072, (3.17b)
Similarly =3 can be represented as follows:
07° = ilig,
= 1g3. (3.17¢)
Multiplying i with both sides of Eq.(3.17¢c) we get 6° as,

0> =i673, (3.17d)

3.3.1.1 Q to Q' Mapping in KSS-18

Let us represent Q = (Av6, Bv) as follows:
0 = (A0*, BO%), wherev = 6°. (3.18)

From Eq.(3.17b) and Eq.(3.17d), we substitute 6* = i072 and 6% = 673 in
Eq.(3.18) as follows:
0 = (Ai6~?,Bi6™3), (3.19)

where Ai = x” and Bi = y’ are the coordinates of Q" = (x’,y’) € F,3. Which im-
plies that we can map Q € [F,is to O’ € [F 5 by first selecting the 3 nonzero IF),
coefficients of each coordinate of Q. Then these nonzero IF, elements form a
IF s element. After that multiplying the basis element i with that IF s element,
we get the final Q" € F 3. From the structure of s, given in Eq.(3.5), this
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mapping has required no expensive arithmetic operation. Multiplication by
the basis element i in [F,; can be done by 1 bitwise left shifting since ¢ = 2 is
considered for towering in Eq.(3.5).

3.3.1.2 Q' to Q Mapping in KSS-18

The reverse mapping Q" = (x’,y’) € F;3 to Q = (Avf, Bv) € F,is can be ob-
tained as from Eq.(3.17a), Eq.(3.17c) and Eq.(3.16) as follows:

xi 1o* = A0,
yi 10> = By,

which resembles that O = (Avf, Bv). Therefore it means that multiplying
i~! with the Q’ coordinates and placing the resulted coefficients in the corre-
sponding position of the coefficients in Q, will map Q’ to Q. This mapping
costs one 3 inversion of i which can be pre-computed and one [F, multipli-
cation.

3.3.2 Quartic Twisted Isomorphic Mapping

For quartic twisted mapping first we need to obtain certain ration point Q €
Gz ¢ E(F,i) of subgroup order r. One necessary condition for obtaining
such Q is r? | #E(IF 1), where #E(IF 1) is the number of rational points in
E(F ). But it is carefully observed that #E(IF s) is not divisible by r> when r
is given by Eq.(3.4b). Therefore polynomial of r, given in [KSS07] is divided
as follows:

r(u) = (u® + 48u* + 625) /61250, (3.21)

to make it dive #E(IF ;i) completely.

Let us consider the rational point Q € Gz ¢ E(FF) and its quartic twisted
rational point Q" € G, C E'(F4). Rational point Q has a special vector repre-
sentation given in Table 3.1.

TABLE 3.1: Vector representation of Q = (xg, yg) € F .

lia|plaf |y |ay | Py |aBfy |w|aw | fo | afw | yo | ayw | fyw | afyw
x0|0]0]|0| 0 |ng|ns|mg| ny7 | O] O 0 0 0 0 0 0
Yo 0]0]0 0 0 0 0 0 0 0 0 0 nip nis ni4 nis

From Table 3.1 co-ordinates of Q = (xg, yo) € FF,us is obtained as Q = (xg, yo) =
(yxor, wyygr) where xgr, yo- are the co-ordinates of the rational point Q” in the
twisted curve. Now let’s find the twisted curve of Eq.(3.3) in [F 4 as follows:

(wyyo)l = (yxo) +alyxg),
By = vBxy +ayxg,
yé, = xg,+aﬁ'1xg, multiplying (y8)~! both sides.  (3.22)
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The twisted curve of E’ is obtained as y?> = x> + aff~'x where f is the basis
element in [Fjx. There is a tricky part that needs attention when calculating
the ECD in E'(IF4) presented in the following equation.

A= (3x5 +a)yo) ", (3.23)

where a € F4, since a = apland p € IF 4. The calculation of a = ap~!is given
as follows:

apl = (a+0a+0p8+0ap)p?,
=z 'aaf wherea? =z (3.24)

Now let us denote the quartic mapping as follows:
Q = (xg,yo) = (yxg/, wyyg) € Ga C E(F 1) —> Q" = (xg,yor) € G € E'(Fp).

For mapping from Q to Q" no extra calculation is required. By picking the
non-zero coefficients of Q and placing it to the corresponding basis, the posi-
tion is enough to get Q’. Similarly, re-mapping from Q’ to Q can also be done
without any calculation instead multiplying with basis elements.

3.4 Result Analysis

The main focus of this proposed mapping is to find out the isomorphic map-
ping of two well-known pairing-friendly curves, KS5-16 and KSS-18. To
determine the advantage of the proposal, this chapter has implemented 3
well-known elliptic curve scalar multiplication method named as the binary
method, Montgomery ladder method, and sliding-window method.

For the experiment first we have applied the proposed mapping technique to
map rational point Q € G, € E(FF ) to its isomorphic point O’ € G, € E'(FF/a)
in both KSS curves. After that, we performed the scalar multiplication of
Q. Then the resulted points are re-mapped to Gz in Fj. Lets define this
strategy as with mapping. On the other hand, we have performed scalar
multiplication of Q without mapping which is denoted as w/o mapping.

In the experiment, after many careful searches, the mother parameter u is se-
lected to find out G, rational point Q for KSS-18 curve. On the other hand,
for KS§5-16 curve, parameters are given by Loubna et al. [GF16a]. In pairing-
based cryptosystems, both KSS5-16 and KSS-18 are regarded as good candi-
dates for implementing 192-bit security. Therefore, while choosing parame-
ters for the experiment, this chapter has adopted the 192-bit security level.
But the main focus of this chapter is not to find out efficient parameters for
certain security levels. The primary purpose of the selected parameters is to
compare the twisted isomorphic mappings on the nominated curves at stan-
dard security levels.
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Table 3.2 and Table 3.3 show the parameters used in the experiment. Table
3.4 shows the experiment environment, used to evaluate the usefulness of the
proposed mapping. In the experiment, 100 scalar numbers of size less than
order r is generated randomly, and then scalar multiplication is calculated
for both cases. Average value of execution time in [ms] is considered for
comparison. Table 3.5 shows the settings considered during the experiment.
The comparative result is shown in Table 3.6.

The parameter of KSS curves are given in decimal value used for evaluating
the mapping efficiency in the experiment.

TABLE 3.2: KS5-18 parameters.

= +11 bit size
u= | 23058430092138432950 65
380556013753003852484338059727997572538865139076812
p= | 970560732143111526346817611942575176069026109216559 | 511
8021019048849831001675531254097766654664544068613131
4382120271066581232104344084955320374849908135951851
r= | 5268755202336574860904936668100704293777799119708528 | 378
7495125001
4038507576637353290391809403638366577735736214369368

t= 255
5385569578231170388739601

TABLE 3.3: KS5-16 parameters.

y? = | x3+17x bit size
u= | 1266366845779935 51
108235379323342249430403752839634417782861787922010
p= | 5831937449880701267192580688017668298801139820714475 | 492
1031509661694254867934067997516170939905853281
10798667332013548302444682759479306650777434983428752
r= | 081956116352950853566245965258810783523700606376869560 | 386
4209229873
186105672625714085505985902011330755941369113096635058

t= 247
9745550013872708970

Analyzing Table 3.6, we can find that scalar multiplication on the sextic
twisted KSS-18 curve using the proposed mapping technique is more than
20 times faster than scalar multiplication without the proposed mapping. On
the other hand, in the quartic twisted KSS-16 curve, scalar multiplication be-
comes at most 10 times faster after applying proposed mapping techniques
than no mapping. Another critical difference is sextic twisted mapped points
take less time for scalar multiplication in both experiment environments.
Therefore we can undoubtedly say sextic twist over KSS-18 is more efficient
than the quartic twisted KSS-16 curve for implementing pairing operations.
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TABLE 3.4: Computational environment.

PC iPhone6s
CrPU” 2.7 GHz Intel Core i5 Apple A9 Dual-core 1.84 GHz
Memory 16 GB 2GB
(08 Mac OS X 10.12.3 i0510.2.1
Compiler gcc4.2.1 gcc4.2.1
Programming Language | C Objective-C, C
Library GNU MP 6.1.1[Gt15] GNUMP6.1.1

*
Only single core is used from two cores.

TABLE 3.5: Additional settings used in the experiment.

KSS-18 | KSS-16
Number of sample s 100 100
Average bit size of s 377-bit | 385-bit
Average hamming weight of s 187 193
Window size for sliding window method 4 4
No. of Pre-computed ECA in sliding window | 14 14
Perceived level of security 192-bit | 192-bit

In the experiment, we have used two execution environments; such as PC
and iPhone with different CPU frequencies. In both environments, only one
processor core is utilized. The ratio of CPU frequencies of iPhone and PC is
about 1.84/2.7 ~ 0.68. The result shows that the ratio of the execution time
of the PC and iPhone without mapping for KS5-18 curve is around 0.62 to
0.66. Which is close to CPU frequency ratio. On the other hand, the ratio of
execution time with mapping of KSS-18 curve is also around 0.6. For KSS-16
curve, the ratio with no mapping case is more than 0.8, and for mapping case,
itis around 0.7 to 0.9. Since PC and iPhone have different processor architec-
tures, therefore its frequency ratio has a modest relation with the execution
time ratio. The ratio may also be affected by the other processes, running in
a specific environment during the experiment time.

The main focus of this experiment is to evaluate the acceleration ratio of
scalar multiplication by applying the proposed mapping on G, rational point
group of the nominated KSS curves. The experiment does not focus on ef-
ticiently implementing scalar multiplication for a particular environment.
There are other pairing-friendly curves such as BLS-12, BLS-24 [FST10] where
the sextic twist is available. As our future work, we will try to apply the pro-
posed mapping on those curves.
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TABLE 3.6: Comparative result of average execution time in
[ms] for scalar multiplication.

Average execution time [ms] comparison
KSS-18 KSS-16
PC iPhone 6s PC iPhone 6s

Binary with mapping 57x10' | 82x10' | 1.3x10% | 1.4x10?

Binary w/o mapping 1.2x10% | 1.8x10% | 1.2x10° | 1.3x10°

Montgomery ladder with mapping | 7.1 x 10! | 1.1x10? | 1.7x10? | 1.8x 102

Montgomery ladder w/o mapping | 1.5x10% | 24x10° | 1.6x10° | 1.8x10?

Sliding-window with mapping 49x10' [ 75x10' | 1.0x10% | 1.3x10?

Sliding-window w /o mapping 1.0x10° | 1.6x10° | 1.0x10% | 1.2x103

3.5 Summary

In this chapter, we have demonstrated isomorphic mapping procedure of G
rational point group to its sextic and quartic twisted subfield isomorphic ra-
tional point group G/, and its reverse mapping for KSS-18 and KS5-16 curves
in the context of Ate-based pairing.

We have also evaluated the advantage of such mapping by applying binary
scalar multiplication, Montgomery ladder, and sliding- window method on
twisted isomorphic rational points in G/,. Then result of scalar multiplication
in G, can accelerate the scalar multiplication in Gz ¢ E(FF;1s) by 20 to 10 times
than scalar multiplication of G; rational point directly in Fis and IF ;6.
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Chapter 4

Improved Optimal-Ate Pairing
over KSS-18 Curve

4.1 Introduction

4.1.1 Background and Motivation

From the very beginning of the cryptosystems that utilizes elliptic curve pair-
ing; proposed independently by Sakai et al. [SK03] and Joux [Jou04], has
unlocked numerous novel ideas to researchers. Many researchers tried to
tind out security protocol that exploits pairings to remove the need for certi-
fication by a trusted authority. In this consequence, several original pairing-
based encryption schemes such as ID-based encryption scheme by Boneh
and Franklin [BF01] and group signature authentication by Nakanishi et al.
[NF05] have come into the focus. In such outcome, Ate-based pairings such
as Ate [Coh+05], Optimal-Ate [Ver10], twisted Ate [Mat+07], R-ate [LLP09],
and u-Ate [Nog+08] pairings and their applications in cryptosystems have
caught much attention since they have achieved quite efficient pairing cal-
culation. However, it has always been a challenge for researchers to make
pairing calculation more efficient for being used practically as pairing calcu-
lation is regarded as a quite time-consuming operation.

4.1.2 General Notation

As aforementioned, pairing is a bilinear map from two rational point groups
G1 and G; to a multiplicative group G3 [SCA86]. Bilinear pairing operation
consists of two predominant parts, named as Miller’s algorithm and final ex-
ponentiation. In the case of Ate-based pairing using KSS-18 pairing-friendly
elliptic curve of embedding degree k = 18, the bilinear map is denoted by
G1 x Gy — Gs, The groups G; C E(F,), Gy C E(IFpls) and G3 C IF;18 and
p denotes the characteristic of IF,. The elliptic curve E is defined over the
extension field IF,s. The rational point in G2 ¢ E(F,s) has a unique vec-
tor representation where out of 18 I, coefficients, continuously 3 of them are
non-zero, and the others are zero. By utilizing such representation along with
the sextic twist and isomorphic mapping in the subfield of [F s, this chapter
has computed the elliptic curve doubling and elliptic curve addition in the
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Millpler’s algorithm as IF s arithmetic without any explicit mapping from [F s
to Ib 3.
p

4.1.3 Contribution

This chapter proposes pseudo 12-sparse multiplication in affine coordinates for
line evaluation in the Miller’s algorithm by because multiplying or dividing
the result of Miller’s loop calculation by an arbitrary non-zero IF, element
does not change the result as the following final exponentiation cancels the
effect of multiplication or division. Following the division by a non-zero
F, element, one of the 7 non-zero IF, coefficients (which is a combination
of 1 IF, and 2 [F ;5 coefficients) becomes 1 that yields calculation efficiency.
The calculation overhead caused by the division is canceled by isomorphic
mapping with a quadratic and cubic residue in [F,. This chapter does not
end by giving only the theoretic proposal of improvement of Optimal-Ate
pairing by pseudo 12-sparse multiplication. In order to evaluate the theoretic
proposal, this chapter shows some experimental results with recommended
parameter settings.

41.4 Related Works

Finding pairing friendly curves [FST06] and construction of efficient exten-
sion field arithmetic are the ground work for any pairing operation. Many re-
search has been conducted for finding pairing-friendly curves [BLS03; DEMO5]
and efficient extension field arithmetic [BPO1]. Some previous work on op-
timizing the pairing algorithm on pairing-friendly curve such Optimal-Ate
pairing by Matsuda et al. [Mat+07] on Barreto-Naehrig (BN) curve [BNO06] is
already carried out. The previous work of Mori et al. [Mor+14] has shown
the pseudo 8-sparse multiplication to calculate Miller’s algorithm defined over
BN curve efficiently. Apart from it, Aranha et al. [Ara+13] has improved
Optimal-Ate pairing over KSS-18 curve for 192 bit security level by utiliz-
ing the relation t(u) — 1 = u + 3p(u) mod r(u) where t(u) is the Frobenius trace
of KS5-18 curve, u is an integer also known as mother parameter, p(u) is the
prime number and r(u) is the order of the curve. This chapter has exclusively
focused on efficiently calculating the Miller’s loop of Optimal-Ate pairing
defined over KSS-18 curve [KSS07] for 192-bit security level by applying
pseudo 12-sparse multiplication technique along with other optimization ap-
proaches. The parameter settings recommended in [Ara+13] for 192-bit se-
curity on KSS5-18 curve is used in the simulation implementation. However,
in recent work, Kim et al. [KB16] has suggested updating the key sizes asso-
ciated with pairing-based cryptography due to the development new algo-
rithm to solve discrete logarithm problem over the finite field. The parameter
settings of [Ara+13] does not end up at the 192-bit security level according
to [KB16]. However the parameter settings of [Ara+13] is primarily adapted
in this chapter in order to show the resemblance of the proposal with the
experimental result.
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4.2 Preliminaries

This section briefly reviews the fundamentals of towering extension field
with irreducible binomials [BP01], sextic twist, pairings and sparse multi-
plication [Mor+14] with respect to KSS-18 curve [KSS07].

4.2.1 KSS Curve of Embedding Degree k = 18

Kachisa-Schaefer-Scott (KSS) curve [KSS07] is a non supersingular pairing
friendly elliptic curve of embedding degrees k = {16,18,32,36,40}. This
chapter considers the KSS curve of embedding degree k = 18, in short, KSS-
18 curve. The equation of KSS-18 curve defined over s is given as follows:

E:y*=x>+b, beF, (4.1)
together with the following parameter settings,

p(u) = (W+5u’+7u’+37u +188u*+259u+343u*+1763u+2401) /21, (4.2-a)
r(u) = (u+37u’+343)/343, (4.2-b)
tw) = (u+16u+7)/7, (4.2-c)

whereb # 0, x,y € IFpls and characteristic p (prime number), Frobenius trace ¢
and order r are obtained systematically by using the integer variable u, such
that u = 14 (mod 42).

4.2.2 Towering Extension Field

In extension field arithmetic, higher level computations can be improved by
towering. In towering, higher degree extension field is constructed as a poly-
nomial of lower degree extension fields. Since KSS-18 curve is defined over
IF s, this chapter has represented extension field IFis as a tower of sub-fields
to improve arithmetic operations. In some previous works, such as Bailey et
al. [BP01] explained tower of extension by using irreducible binomials. In
what follows, let (p — 1) be divisible by 3, and ¢ is a certain quadratic and
cubic non-residue in [F,. Then for KSS-18-curve [KSS07], where k = 18, F i
is constructed as tower field with irreducible binomial as follows:

Fp = Fplil/(i® ~c),

P
Fy  =Fplv]/(@*-1), (4.3)
Fois =Ty [6]/(6° —v).

Here isomorphic sextic twist of KSS5-18 curve is available in the base exten-
sion field IF ;s where the original curve is defined over [F s
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4.2.3 Sextic Twist of KSS-18 Curve

Let z be a certain quadratic and cubic non residue in [F 3. The sextic twisted
curve E’ of KS5-18 curve E (Eq.(4.1)) and their isomorphic mapping s are
given as follows:

E : y*=x>+bz, beF,
Ve : E/(IFP3)[I’] — E(]pr)[l’] N Ker(np - [p]),
(x,y) — (27 Px, 271 2y) (4.4)

where Ker(-) denotes the kernel of the mapping. Frobenius mapping 7, for
rational point is given as

my : (x,y) — (P, yP). (4.5)

The order of the sextic twisted isomorphic curve #E'(IF ) is also divisible by
the order of KSS-18 curve E defined over IF, denoted as r. Extension field
arithmetic by utilizing the sextic twisted subfield curve E'(FF ;) based on the
isomorphic twist can improve pairing calculation. In this chapter, E'(IF 3)[r]
shown in Eq.(4.4) is denoted as G,

4.2.4 Isomorphic Mapping between E(IF,) and E(]Fp)

Let us consider E(]Fp) is isomorphic to E(IF,) and Z as a quadratic and cubic
residue in IF,. Mapping between E(IF,) and E(IFP) is given as follows:

A

E : »=x>+b3
E(Fp)[r] — E(F,p)[r],
(x,y) — (2_1/3x, 2_1/2y),

where
5,712 5718 ¢,

4.2.5 Pairing over KSS-18 Curve

As described earlier bilinear pairing requires two rational point groups to
be mapped to a multiplicative group. In what follows, Optimal-Ate pairing
over KS5-18 curve of embedding degree k = 18 is described as follows.

4.2.51 Ate Pairing

Let us consider the following two additive groups as G1 and G, and multi-
plicative group as G3. The Ate pairing « is defined as follows:

Gi = EE)[r]nKer(z, - [1]),
Gy = E(F,)[r]lnKer(z, - [p]).
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a:GyxG — lF;k/(lF;k)’. (4.6)

where G; ¢ E(Fp) and G, € E(FFs) in the case of KS5-18 curve.
Let P € Gy and Q € Gy, Ate pairing a(Q, P) is given as follows:

pk-1
7

a(Q,P) = fia,0(P) 7

where f;_1 o(P) symbolize the output of Miller’s algorithm. The bilinearity of
Ate pairing is satisfied after calculating the final exponentiation. It is noted
that the improvement of final exponentiation is not the focus of this chap-
ter. Several works [STO06; Sco+09] have been already done for efficient final
exponentiation.

(4.7)

4.2.5.2 Optimal-Ate Pairing

The previous work of Aranha et al. [Ara+13] has mentioned about the re-
lation t(u) =1 = u + 3p(u) mod r(u) for Optimal-Ate pairing. Exploiting the
relation, Optimal-Ate pairing on the KSS5-18 curve is defined by the follow-
ing representation.

pls_l

(Q.P) = (fug" 3o luotzpio) 7~ (4.8)

where u is the mother parameter. The calculation procedure of Optimal-Ate
pairing is shown in Algorithm 7. In what follows, the calculation steps from
1 to 5 shown in Algorithm 7 is identified as Miller’s loop. Step 3 and 5 are line
evaluation along with elliptic curve doubling and addition. These two steps
are key steps to accelerate the loop calculation. As an acceleration technique
pseudo 12-sparse multiplication is proposed in this chapter.

4.2.6 Sparse multiplication

In the previous work, Mori et al. [Mor+14] have substantiated the pseudo
8-sparse multiplication for BN curve. Adapting affine coordinates for rep-
resenting rational points, we can apply Mori’s work in the case of KS5-18
curve. The doubling phase and addition phase in Miller’s loop can be car-
ried out efficiently by the following calculations. Let P = (xp,yp), T = (x,y)
and Q = (x2,y2) € E'(F,3) be given in affine coordinates, and let T + Q = (x3, y3)
be the sum of T and Q.

4.2.6.1 Step 3: Elliptic curve doubling phase (T = Q)

A= zl—y,B =3x2,C=AB,D =2x,x3=C>-D,
E=Cx-vy,y3 = E—Cx3,F = Cxp,
lT/T(P) =1yp +Ev+FO = Yp +Ev—Cxp9, (49)
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where Xp = —xp will be pre-computed. Here Ir r(P) denotes the tangent line
at the point T.

4.2.6.2 Step 5: Elliptic curve addition phase (T # Q)

A=—-L B=y-y,C=AB,D=x+x2,x3=C>-D,

xo—x7
E=Cx-y,y3 = E—Cx3,F = Cxp,
lT,Q(P) = yp+E’U+F9 = yp+Ev—Cxp9, (410)
where xp = —xp will be pre-computed. Here I1 o(P) denotes the tangent line

between the point T and Q.

Analyzing Eq.(4.9) and Eq.(4.10), we get that E and Cxp are calculated in
les. After that, the basis element 1, v and 6 identifies the position of yp,
E and Cxp in [F s vector representation. Therefore vector representation of
Lye(1),pe(r)(P) € Fpns consists of 18 coefficients. Among them at least 11 coef-
ticients are equal to zero. In the other words, only 7 coefficients yp € F,,
Cxp € IF;3 and E € FF; are perhaps to be non-zero. ly,(r) y4(0)(P) € FFus also has
the same vector structure. Thus, the calculation of multiplying Ly, ) yr)(P) €
s or Lyo(r),y6(0)(P) € F s is called sparse multiplication. In the above men-
tioned instance especially called 11-sparse multiplication. This sparse multi-
plication accelerates Miller’s loop calculation as shown in Algorithm 7. This
chapter comes up with pseudo 12-sparse multiplication.

Algorithm 7: Optimal-Ate pairing on KSS5-18 curve.
Input: 4, P € G1,Q € G
Output: (Q, P)
fe<1,T<Q
for i = |log,(u)|] downto 1 do

f e f2lrP), T« [2]T

if u[i] = 1 then

| fe flro®P),T—T+Q

fi < fngrf —f-f
Q1 « [u]Q, Q2 « [3p]Q
feflo,o(P)

P18
fef

return f

4.3 Improved Optimal-Ate Pairing for KSS-18 Curve

In this section, we describe the main proposal. Before going to the details,
at first, we give an overview of the improvement procedure of Optimal-Ate
pairing in KS5-18 curve. The following two ideas are proposed in order to
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apply 12-sparse multiplication on Optimal-Ate pairing on KS5-18 curve effi-
ciently.

1. In Eq.(4.9) and Eq.(4.10) among the 7 non-zero coefficients, one of the
non-zero coefficients is yp € IF,. And yp remains uniform through
Miller’s loop calculation. Thereby dividing both sides of those Eq.(4.9)
and Eq.(4.10) by yp, the coefficient becomes 1 which results in a more ef-
ficient sparse multiplication by (1), ys(1)(P) Or Ly, (1) y(0)(P)- This chapter
calls it pseudo 12-sparse multiplication.

2. Division by yp in Eq.(4.9) and Eq.(4.10) causes a calculation overhead
for the other non-zero coefficients in the Miller’s loop. To cancel this
additional cost in Miller’s loop, the map introduced in Eq.(4.2.4) is ap-
plied.

It is to be noted that this chapter doesn’t focus on making final exponentia-
tion efficient in Miller’s algorithm since many efficient algorithms are avail-
able. From Eq.(4.9) and Eq.(4.10) the above mentioned ideas are introduced
in details.

4.3.1 Pseudo 12-sparse Multiplication

As said before yp shown in Eq.(4.9) is a non-zero elements in IF,. Thereby,
dividing both sides of Eq.(4.9) by yp we obtain as follows:

yp'lrr(P) = 1+ Eyp'v - Clxpy, )6, (4.11)

Replacing Irr(P) by the above y;llT,T(P), the calculation result of the pair-
ing does not change, since final exponentiation cancels y,' € F,. One of
the non-zero coefficients becomes 1 after the division by yp, which results
in more efficient vector multiplications in Miller’s loop. This chapter calls it
pseudo 12 — sparse multiplication. Algorithm 8 introduces the detailed calcu-
lation procedure of pseudo 12-sparse multiplication.

4.3.2 Line Calculation in Miller’s Loop

The comparison of Eq.(4.9) and Eq.(4.11) shows that the calculation cost of
Eq.(4.11) is little bit higher than Eq.(4.9) for Ey;l. The cancellation process of
xpy,' terms by utilizing isomorphic mapping is introduced next. The xpy;’
and y,! terms are pre-computed to reduce execution time complexity. The
map introduced in Eq.(4.2.4) can find a certain isomorphic rational point
P(xp,yp) € E(F,) such that

xpyy' = 1. (4.12)

Here the twist parameter z of Eq.(4.4) is considered to be z = (Xpy}_)l)6 of
Eq.(4.2.4), where 2 is a quadratic and cubic residue in F, and E denotes the
KSS-18 curve defined by Eq.(4.2.4). From the isomorphic mapping Eq.(4.4),
such z is obtained by solving the following equation considering the input

P(Xp, yp) 1/3

z/7xp = zl/zyp, (4.13)
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Algorithm 8: Pseudo 12-sparse multiplication.

Input: a,b € F s

a=(ag+ a0+ a0?) + (a3 + asd + a560*)v, b = 1 + b16 + bzv
where a;, bj, c; € les(i =0,---,5,j=1,3)

Output: c = ab = (cop+c10 + 202) + (c3 + c40 + c50%)v € ]pr
c1 «—agXbi,c5 «— apXbs, tg < ag+ap, So « b1 + b3

c3 « tg X Sp—(c1 + ¢cs5)

) «— a1 Xbi,ce «— az X b3, g < a1 +as

cq «— tg X Sp—(co + cp)

c5 «— 5+ ag X by, cg « cg+asXb

c7 «— ag X bz, cg «— as X by

co < Ccg X1

c1 < c1+erXi

) «—cp+cgXi

c—c+a

return ¢ = (co + ¢10 + ¢20%) + (c3 + 40 + ¢50%)v

Afterwards the P(xp, yp) € E(FFp) is given as

P(xp, yp) = (xpyp2, xpyp2)- (4.14)

As the x and y coordinates of P are the same, xpylg1 = 1. Therefore, corre-

sponding to the map introduced in Eq.(4.2.4), first mapping not only P to P
shown above but also Q to O shown below.

Q(xp,Yo) = (XpYp %0, X35 Yo)- (4.15)

When we define a new variable L = (x;3y12,) = ylgl, the line evaluations,
Eq.(4.9) and Eq.(4.10) become the following calculations. In what follows,
let P = (xp,yp) € E(Fy), T = (x,y) and Q = (x2,42) € E'(IF3) be given in affine
coordinates and let T + Q = (x3, y3) be the sum of T and Q.

4.3.2.1 Step 3: Doubling Phase (T = Q)

A= 21—y,B =3x2,C=AB,D =2x,x3=C>-D,
E=Cx-y,y3 = E—-Cx3,
Ir,r(P) = yp'lr+(P) = 1 + ELv — C0, (4.16)

where L = y;' will be pre-computed.
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4.3.2.2 Step 5: Addition Phase (T # Q)

A=

1_x,B =yp—-y,C=AB,D=x+x2,Xx3 = C2-D,
E=Cx-y,y3 = E—Cxs,
Ir o(P) = y3'lr,o(P) = 1 + ELv - C6), (4.17)

X2

where L = y};l will be pre-computed.

As we compare the above equation with to Eq.(4.9) and Eq.(4.10), the third
term of the right-hand side becomes simple since xpyfi)l =1

In the above procedure, calculating P, Q and L by utilizing x,' and y,' will
create some computational overhead. Despite that, the calculation becomes
efficient as it is performed in the isomorphic group together with pseudo 12-
sparse multiplication in the Miller’s loop. Experimental results in the next
section present improvement of Miller’s loop calculation.

4.4 Cost Evaluation and Experimental Result

This section shows some experimental results with evaluating the calcula-
tion costs in order to the signify efficiency of the proposal. It is to be noted
here that in the following discussions “Previous method” means Optimal-
Ate pairing with no use the sparse multiplication, “11-sparse multiplica-
tion” means Optimal-Ate pairing with 11-sparse multiplication and “Pro-
posed method” means Optimal-Ate pairing with Pseudo 12-sparse multipli-
cation.

4.4.1 Parameter Settings and Computational Environment

In the experimental simulation, this chapter has considered the 192-bit se-
curity level for KSS5-18 curve. Table 4.1 shows the parameters settings sug-
gested in [Ara+13] for 192 bit security over KSS-18 curve. However, this
parameter settings does not necessarily comply with the recent suggestion of
key size by Kim et al. [KB16] for 192-bit security level. The sole purpose to
use this parameter settings in this chapter is to compare the literature with
the experimental result.

TABLE 4.1: Parameters for Optimal-Ate pairing over KSS-18
curve.

Security level u p(u) [bit] | ¢ Eq.(4.3) | b Eq.(4.1)
192-bit —264 _ 951 946 4 12 508 2 2
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To evaluate the operational cost and to compare the execution time of the
proposal based on the recommended parameter settings, the following com-
putational environment is considered.Table 4.2 shows the computational en-
vironment.

TABLE 4.2: Computing environment of Optimal-Ate pairing
over KSS-18 curve.

CPU Core i5 6600
Memory 8.00GB
oS Ubuntu 16.04 LTS
Library GMP 6.1.0 [Gt15]
Compiler gcc 5.4.0
Programming language C

4.4.2 Cost Evaluation

Let us consider m, s, a and i to denote the times of multiplication, squaring,
addition and inversion € IF,. Similarly, ,5,ad and i denote the number of
multiplication, squaring, addition and inversion € [F,s and ,§,d and i to
denote the count of multiplication, squaring, addition and inversion € s
respectively. Table 4.3 and Table 4.4 show the calculation costs with respect
to operation count.

TABLE 4.3: Operation count of line evaluation.

E(F,15) Operations | Previous method | 11-sparse multiplication | Proposed method
Precomputation - a 6 + 21

Doubling + Ir,r(P) 94 + 6/ + 11 7d+6m+11 7d+6m+ 11

Addition + I o(P) 8a+5m+1i 6d +5m + 11 6d +5m + 11

TABLE 4.4: Operation count of multiplication.

[F,is Operations

Previous method

11-sparse multiplication

Proposed method

Vector Multiplication

304 + 18m + 8a

la+11a +10m + 3a +18m

1la+11a +10m + 3a

By analyzing the Table 4.4 we can find that 11-sparse multiplication requires
18 more multiplication in [F, than pseudo 12-sparse multiplication.

4.4.3 Experimental Result

Table 4.5 shows the calculation times of Optimal-Ate pairing respectively.
In this execution time count, the time required for the final exponentiation




4.5. Summary 53

is excluded. The results (time count) are the averages of 10000 iterations
on PC respectively. According to the experimental results, pseudo 12-sparse
contributes to a few percent accelerations of 11-sparse.

TABLE 4.5: Calculation time of Optimal-Ate pairing at the 192-
bit security level.

Operation Previous method | 11-sparse multiplication | Proposed method
Doubling+ I r(P) [ps] 681 44 44
Addition+ I o(P) [ps] 669 39 37

Multiplication [us] 119 74 65
Miller’s Algorithm [ms] 524 142 140

4.5 Summary

This chapter has proposed pseudo 12-sparse multiplication for accelerating
Optimal-Ate pairing on KS5-18 curve. According to the calculation costs and
experimental results are shown in this chapter, the proposed method can cal-
culate Optimal-Ate pairing more efficiently.

Acceleration of a pairing calculation of an Ate-based pairing such as Optimal-
Ate pairing depends not only on the optimization of Miller algorithm’s loop
parameter but also on efficient elliptic curve arithmetic operation and effi-
cient final exponentiation. This chapter has proposed a pseudo 12-sparse mul-
tiplication to accelerate Miller’s loop calculation in KSS-18 curve by utiliz-
ing the property of rational point groups. Besides, this chapter has shown
an enhancement of the elliptic curve addition and doubling calculation in
Miller’s algorithm by applying implicit mapping of its sextic twisted iso-
morphic group. Moreover, this chapter has implemented the proposal with
recommended security parameter settings for KS5-18 curve at the 192-bit se-
curity level. The simulation result shows that the proposed pseudo 12-sparse
multiplication gives more efficient Miller’s loop calculation of an Optimal-Ate
pairing operation along with recommended parameters than pairing calcu-
lation without sparse multiplication.
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Chapter 5

Improved G, Scalar Multiplication
over KSS-18 Curve

5.1 Introduction

5.1.1 Background and Motivation

Recall that, pairing-based cryptography has attracted many researchers since
Sakai et al. [SK03] and Joux et al. [Jou04] independently proposed a cryp-
tosystem based on elliptic curve pairing. This has encouraged to invent sev-
eral innovative pairing-based cryptographic applications such as broadcast
encryption [BGWO05] and group signature authentication [BBS04], that has
increased the popularity of pairing-based cryptographic research.

However, using pairing-based cryptosystems in the industrial state is still re-
stricted by its expensive operational cost concerning time and computational
resources in a practical case. In order to make it practical, several pairing
techniques such as Ate [Coh+05], Optimal-Ate [Ver10], twisted Ate [Mat+07],
x-Ate [Nog+08] and subfield twisted Ate [DSD07] pairings have gained much
attention since they have achieved quite efficient pairing calculation in cer-
tain pairing friendly curve. Researchers continue to find an efficient way to
implement pairing to make it practical enough for industrial standardization.

In such consequences, this chapter focuses on a peripheral technique of Ate-
based pairings that is scalar multiplication defined over Kachisa-Schaefer-
Scott (KSS) curve [KSS07] of embedding degree 18. Scalar multiplication over
higher degree rational point groups is often regarded as the bottleneck for
faster pairing-based cryptography.

As aforementioned, pairing is a bilinear map of two rational point groups G
and G; to a multiplicative group G3 [SCA86]. The typical notation of pairing
is G1 X G — Gg3. In Ate-based pairing, G1, G, and G3 are defined as:

Gi = E(F[r]nKer(m, - [1]),
G, = E(F)[r]nKer(m, - [p]),
Gs = Fy/(Fy),

a:G1XGz—>G3,
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where o denotes Ate pairing. Pairings are often defined over specific exten-
sion field Fox, where p is the prime number, also known as characteristics,
and k is the minimum extension degree for pairing also called embedding de-
gree. The set of rational points E(F ) are defined over a specific pairing-
friendly curve of an embedded extension field of degree k. This chapter has
considered Kachisa-Schaefer-Scott (KSS) [KSS07] pairing friendly curves of
emebdding degree k = 18 described in [FST06].

5.1.2 Contribution

Scalar multiplication is often considered to be one of the most time-consuming
operations in the cryptographic scene. Efficient scalar multiplication is one
of the critical factors for making the pairing practical over KS5-18 curve.

This chapter focuses on efficiently performing scalar multiplication on ratio-
nal points defined over rational point group G; by scalar s since scalar mul-
tiplication is required repeatedly in the cryptographic calculation. However,
in asymmetric pairing such as Ate-based pairing, scalar multiplication of G2
rational points is essential as no mapping function is explicitly given between
G to G. By the way, as shown in the definition, G is a set of rational points
defined over the prime field, and there are several pieces of research [Sak+08]
for efficient scalar multiplication in G;.

The typical approach to accelerate scalar multiplication are log-step algo-
rithm such as binary and non-adjacent form (NAF) methods, but the more
efficient approach is to use Frobenius mapping in the case of G, that is de-
fined over F,.. Moreover when a sextic twist of the pairing-friendly curve
exists, then we apply skew Frobenius map on the isomorphic sextic-twisted
subfield rational points. Such a technique will reduce the computational cost
to a great extent.

In this chapter, we have exploited the sextic twisted property of KSS-18 curve
and utilized skew Frobenius map to reduce the computational time of scalar
multiplication on G; rational point. Utilizing the relation z = —3p + p* mod
r,! derived by Aranha et al.,[Ara+13] and the properties of G, rational point,
the scalar can be expressed as z-adic representation. Together with skew
Frobenius mapping and z-adic representation the scalar multiplication can be
further accelerated. We have utilized this relation to construct z-adic repre-
sentation of scalar s which is introduced in Section 5.3.4. Besides with Frobe-
nius mapping and z-adic representation of s, we applied the multi-scalar
multiplication technique to compute elliptic curve addition in parallel in the
proposed scalar multiplication. We have compared our proposed method
with three other well-studied methods named binary method, sliding-window
method, and non-adjacent form method. The comparison shows that our
proposed method is about 60 times faster than the plain implementations of
methods as mentioned above in execution time. The comparison also reveals

1z is the mother parameter of KSS-18 curve, and z is about six times smaller than the size
of order r.
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that the proposed method requires more than five times less elliptic curve
doubling than any of the compared methods.

5.1.3 Related Works

There are several works [Nog+09][Sak+08] on efficiently computing scalar
multiplication defined over Barreto-Naehrig[BN06] curve along with effi-
cient extension field arithmetic [BP98]. This chapter focuses on scalar multi-
plication on KS5-18 curve.

5.2 Preliminaries

In this section, we recall some already introduced preliminaries for a compre-
hensible understanding of the proposal. We will briefly review the elliptic
curve scalar multiplication. Throughout this chapter, p and k denote char-
acteristic and embedding extension degree, respectively. [F x denotes k-the
extension field over prime field [F, and [F;«x denotes the multiplicative group
in IFpk .

5.2.1 Elliptic Curve

An elliptic curve [Was03] defined over IF, is generally represented by affine
coordinates [SCAS86] as follows;

E/IF, : y2 =x°+ax+b, (5.1)

where 4@ + 27b* # 0 and a, b € F,. A pair of coordinates x and y that satisfy
Eq.(5.1) are known as rational points on the curve. We refer to Section 2.6 of
Chapter 2 for the elliptic curve point operation (ECA, ECD) and the scalar
multiplication algorithms.

5.2.2 KSS Curve of Embedding Degree k = 18

We recall Section 4.2.1 from Chapter 4 for the definition of KSS-18 curve for
comprehensive understanding of the chapter. Here we change the mother
parameter notation as z. In what follows this chapter considers the KSS curve
of embedding degree k = 18 since it holds sextic twist. The equation of KSS
curve defined over s is given as follows:

E:Y*=X>+b, (beT,), (5.2)
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whereb # 0and X,Y € Fs. Its characteristic p, Frobenius trace ¢t and order r
are given systematically by using an integer variable z as follows:

p(z) = (2 +527 +72°+372° +1882* + 25923

+3432% + 1763z + 2401)/21, (5.3a)
r(z) = (2°%+372°+343)/343, (5.3b)
t(z) = (*+16z+7)/7, (5.3¢)

where z is such that z = 14 (mod 42) and the p value is p = (log, p/log, r) =
1.33.

In some previous work of Aranha et al. [Ara+13] and Scott et al. [Scoll]
has mentioned that the size of the characteristics p to be 508 to 511-bit with
order r of 384-bit for 192-bit security level. Therefore this chapter used pa-
rameter settings according to the suggestion of [Ara+13] for 192-bit security
on KSS5-18 curve in the simulation implementation. In recent work, Kim et al.
[KB16] has suggested updating the key sizes in pairing-based cryptography
due to the development of a new discrete logarithm problem over the finite
tield. The parameter settings used in this chapter does not completely end
up at the 192-bit security level according to [KB16]. However, the parameter
settings used in this chapter shows the resemblance of the proposal with the
experimental result.

5.2.3 ]Fp18 Extension Field Arithmetic

Pairing-based cryptography requires to perform an arithmetic operation in
extension fields of degree k > 6[SCA86]. We recall Section 4.2.2 of Chapter 4
for IF s construction.

Let (p — 1) is divisible by 3 and ¢ is a quadratic and cubic non residue in
IFp. In KSS curve [KSS07], where k = 18, [F s is constructed with irreducible
binomials by the following towering scheme.

IFs = IF,[i]/(i° - c), where ¢ = 2 is the best choice,

Fy =Ty [v]/ (W% —1i),
IFis = Fs[60]/(6° - 0).

where the base extension field is ]Fps for the sextic twist of KSS-18 curve.

5.24 Frobenius Mapping of Rational Points in E(F )

Let (x,y) be certain rational point in E(FF,s). Frobenius map 7, : (x,y) —
(x?, yP) is the p-th power of the rational point defined over IF 5. Sakemi et al.
[Sak+08] showed an efficient scalar multiplication by applying skew Frobe-
nius mapping in the context of Ate-based pairing in BN curve of embedding
degree k = 12. In this chapter, we have utilized the skew Frobenius mapping
technique for efficient scalar multiplication for the KSS-18 curve.
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5.2.5 Sextic Twist of KSS-18 Curve

We recall Section 4.2.3 from Chapter 4 for the definition of sextic twist of
KSS-18 curve. Let the embedding degree k = 6e, where e is positive integer,
sextic twist is given as follows:

E: y* = x°+b, beTF, (5.4)
E; ¥ = S+bul, (5.5)

where u is a quadratic and cubic non residue in E(IF,¢) and 3|(p® — 1). Isomor-
phism between E{(IF¢) and E(FF . ), is given as follows:

Ue : {Eg(ﬂ:"e) = E(Epe), (5.6)

(x,y) (xul/Z, yul/Z).

In context of Ate-based pairing for KSS curve of embedding degree 18, sextic
twist is considered to be the most efficient.

5.3 Improved Scalar Multiplication for G,

This section will introduce the proposal for efficient scalar multiplication of
G, rational points defined over KSS curve of embedding degree k = 18 in
context of Ate-based pairing. An overview the proposed method is given
next before diving into the detailed procedure.

5.3.1 Overview of the Proposal

Figure 5.1 shows an overview of overall process of proposed scalar multipli-
cation. Rational point groups G1, G2 and multiplicative group G3 groups will

Isomorphic , Pre-compute
: F : :
QeF, mapping QE€Fp rational points
Fps Fps Skew Frobenius
: map 7'(Q") :
(8] Q——{ INPUT l OUTPUT ——>
S | 2 — adic - Isomorpl}lc
" converion so+---+ss | Multi-scalar re-mapping
) — | multiplication [—>
So+---+ 85 ]Fp:z — ]pr

* S is arandom scalar of size about 376-bit in the experiment

FIGURE 5.1: Overview of the proposed scalar multiplication for
KSS-18 curve.

be defined at the beginning. Then a rational point Q € G, ¢ E(IFus) will be
calculated. Q has a special vector representation with 18 IF, elements for each
coordinates. A random scalar s will be considered for scalar multiplication
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of [s]Q which is denoted as input in Figure 5.1. After that we will consider
an isomorphic map of rational point Q € G, ¢ E(FF,s) to its sextic twisted
rational point Q" € G, c E'(F3). At the same time, we will obtain the z-adic
representation of the scalar s. Next, some rational points defined over E'(F3)
will be pre-computed by applying the skew Frobenius mapping. After that,
a multi-scalar multiplication technique will be applied to calculate the scalar
multiplication in parallel. The result of this scalar multiplication will be de-
fined over IF 5. Finally, the result of the multi-scalar multiplication will be
re-mapped to a rational point in E(FF ;1) to get the final result.

53.2 G, Gy and G3 Groups

In the context of pairing-based cryptography, especially on KSS-18 curve,
three groups G1, G2, and Gz are considered. From [Mor+14], we define G;,
G, and G3 as follows:

G E(]Fpm)[r] N Ker(np —[1]),
Gy = E(Fyu)lr]nKer(r, - [p]),
Gy = IF;lS/(IF;lS)r,
a: Gl X Gz - Gg, (5.7)

where o denotes Ate pairing. In the case of KSS-18 curve, G1, G, are rational
point groups and Gg is the multiplicative group in IFis. They have the same
order r.

In context of KS5-18 curve, let us consider a rational point Q € G, ¢ E(F )
where Q satisfies the following relations,

[p+1-t]0 = O,

[t-1]0 = [p]Q. (5.8)
[7,-plQ = O,
Q) = [p]Q. (5.9)

where [t —1]Q = 7,(Q), by substituting [p]Q in Eq.(5.8).

5.3.3 Isomorphic Mapping between Q and Q’

Let us consider E is the KSS-18 curve in base field ]Fpg and E’ is sextic twist of
E given as follows:
E:y* = x>+, (5.10)
E:y* = x+0bi (5.11)

where b € F; x,y,i € F and basis element i is the quadratic and cubic non
residue in Fp.
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Rational point Q € G2 ¢ E(FF,s) has a special vector representation with 18
IF, elements for each xp and yg coordinates. Figure 5.2 shows the structure
of the coefficients of Q € Fis and its sextic twisted isomorphic rational point
Q" € F,3 in K55-18 curve. Among 18 elements, there are 3 continuous nonzero

F s

12 |32 v |iv|i2e| 010 |20 | v0 |iv0|i2ve| 6% | i0? | i262| ve? [ive? [i2vp?

Q = |0|0|0|0|0|0|0|0|O0faslaw]an|0|(0|[0|0|0|O

B ]:Fp-i

YQ = |0|0 |0 |as|as|as|O|O|0O|O|O|OfO|O|O|O|O|O

——
F,s

a; € Fp,, where a; =(0,1,---,17)
Q = (rq,yq) = (Avf, Bv) € Fp1s
Q' = (2z0,y0) = (Ai, Bi) € Fps

FIGURE 5.2: Q € F s and its sextic twisted isomorphic rational
point Q’ € IF 5 structure in KS5-18 curve.

IF, elements which belongs to a F; element. The other coefficients are zero.
In this chapter, considering parameter settings given in Table 5.2 of section
4; Q is given as Q = (Avf, Bv), showed in Figure 5.2, where A, B € F s and v
and 0 are the basis elements of I, and IF ;s respectively.

Let us consider the sextic twisted isomorphic subfield rational point of Q as
Q" € G, c E'(F3) and x” and y’ as the coordinates of Q’.

5.3.3.1 Mapping Q = (Avf, Bv) to the Rational Point Q" = (x,¢’)

Let’s multiply 6~ with both side of Eq.(5.11), where i = 6° and v = 6°.

E: (%)2 . (%)3 +b. (5.12)

Now 672 and 073 of Eq.(5.12) can be represented as follows:

02 = ilet, (5.13a)
03 = 163 (5.13b)
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Let us represent Q = (Av6, Bv) as follows:
Q = (A0%,B6%), where v = 6°. (5.14)

From Eq.(5.13a) and Eq.(5.13b) 6* = 672 and 6°> = i6~3 is substituted in
Eq.(5.14) as follows:
O = (Ai072,Bi673), (5.15)

where Ai = x” and Bi = y’ are the coordinates of Q" = (x,y’) € 3. From the
structure of IF 15, given in Eq.(5.2.3), this mapping has required no expensive
arithmetic operation. Multiplication by the basis element i in IF s can be done
by 1 bit wise left shifting since ¢ = 2 is considered for towering in Eq.(5.2.3).

5.3.4 z-adic Representation of Scalar s

In context of KSS-18 curve, properties of Q will be obtained to define the
Eq.(5.9) relation. Next, a random scalar s will be considered for scalar mul-
tiplication of [s]Q. Then (¢ — 1)-adic representation of s will be considered as
Figure 5.3. Here s will be divided into two smaller coefficients Sy, S where Sp
denotes lower bits of s, will be nearly equal to the size of (t — 1). On the other
hand the higher order bits Sy will be the half of the size of (¢ —1). Next, z-adic
representation of Sy and S; will be considered. Figure 5.4, shows the z-adic
representation from where we find that scalar s is divided into 6 coefficients
of z, where the size of z is about 1/4 of that of (t — 1) according to Eq.(5.3¢c).

Figure 5.3 shows (t — 1)-adic representation of scalar s.

(t—1)

SH SL

SZSH(t—l)—I—SL

FIGURE 5.3: (¢t — 1) -adic representation of scalar s.

Figure 5.4 shows the z-adic representation of scalar s. In the previous work
on Optimal-Ate pairing, Aranha et al. [Ara+13] derived a relation from the
parameter setting of KSS-18 curve as follows:

z+3p—p*=0modr, (5.16)

where z is the mother parameter of KS5-18 curve which is about six times
smaller than order r.
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(t~1)

S5 | S4 | S3 S92 S1 | So

s=Su(t—1)+ Sp = (852 4+ 54)(t — 1) + (532° + 8927 + 512 + 50)
FIGURE 5.4: z-adic and (¢ — 1)-adic representation of scalar s.

Since Q is mapped to its ismorphic sextic twisted rational point Q’, therefore
we can consider scalar multiplication [s]Q” where 0 < s < r. [s]Q" will be
calculated in IF 3 and eventually the result will be mapped to F,us to get the
tinal result. From Eq.(5.3b) we know r is the order of KS5-18 curve where
[r]Q = O. Here, the bit size of s is nearly equal to r. In KS5-18 curve t is 4/6
times of r. Therefore, let us first consider (¢ — 1)-adic representation of s as
follows:

s= SH(t - 1) +5;, (517)

where s will be separated into two coefficients Sy and S;. S; will be nearly
equal to the size of (¢t — 1) and Sy will be about half of (¢ — 1). In what follows,
z-adic representation of Sy and Sy is given as:

SH = S5+ 84,

Sy = 3323 + szz2 + 51z + 50.

Finally s can be represented as 6 coefficients as follows:

3
s = Z iz + (54 + s52)(t — 1),
i=0
s = (so+s12)+ (so + $32)2% + (54 + s52)(¢ — 1). (5.18)

5.3.5 Reducing Elliptic Curve Doubling in [s]Q’

Let us consider a scalar multiplication of Q’ € G/, in Eq.(5.18) as follows:

[s]O" = (so + $12)Q" + (52 + $32)22Q" + (54 + s52)(¢ — 1)Q'. (5.19)
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In what follows, z2Q’, (t — 1)Q’ of Eq.(5.19) is denoted as Q] and Q) respec-
tively. From Eq.(5.16) and Eq.(5.9) we can derive the Q] as follows:

Q = 20,
= (9*-6p° +p°)Q,
= IrX(Q) - 61°(Q) + 7'%(Q)). (5.20)

where 7'(Q’) is called the skew Frobenius mapping of rational point Q" €
E'(IF,3). Eq.(5.20) is simplified as follows by utilizing the properties of cyclo-
tomic polynomial.

Q0 = 87%(Q)-57°(Q),
= 72(8Q") - n°(5Q"). (5.21)

And from the Eq.(5.8) and Eq.(5.9), Q) is derived as,

Q) = '(Q"). (5.22)

Substituting Eq.(5.21) and Eq.(5.22) in Eq.(5.19), the following relation is ob-
tained.

s[Q'] = (so +512)Q" + (52 + $32)Q] + (54 + 552) Q5. (5.23)

Using z = —-3p + p* (mod r) from Eq.(5.16), z(Q’) can be pre-computed as
follows:

2(Q") = #'(-3Q") + 74(Q"). (5.24)

Table 5.1 shows all the pre-computed values of rational points defined over
IF s for the proposed method. Pre-computed rational points are denoted in-
side angular bracket such as < Q" + Q} > in this chapter.

TABLE 5.1: 13 pre-computed values of rational points.

Pre-computed rational points | Skew Frobenius mapped rational points
2(Q")
Q) z(Q})
Q 2(Q5)
A +0Q; 2(Q)) +2(Q5)
Q' +0Q 2(Q") +2(Q5)
Q'+ 0] 2(Q") +z(Q})
Q' +01+0Q 2(Q") +2(Qy) +2(Q5)
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5.3.6 Skew Frobenius Map of G, Points in KSS-18 Curve

Similar to Frobenius mapping, skew Frobenius map is the p-th power over
the sextic twisted isomorphic rational points such as Q" = (x’,y’) as follows:

7 (1Y) e (P, yP) (5.25)

The detailed procedure to obtain the skew Frobenius map of Q" = (x,v’) €
G, c E'(FF3) is given bellow:

CR ORI ()

= (PGPt

= ()PEPier*

= (PP where 66 = i

= WPEHPiE

= (x’)”(i‘l)"i(i#)‘*i4

= (PEPIRE )2 where 8 = 2

= @PER

= (PGPS, (5.26a)

w'(x)

WP () PP

PG Pi®s)

PGP

= PGy’ (5.26b)

7' (y')

Here (i"1)i, (221’9*_5)1' and 2% can be pre-computed.

5.3.7 Multi-Scalar Multiplication

Applying the the multi-scalar multiplication technique in Eq.(5.23) we can
efficiently calculate the scalar multiplication in F5. Figure 5.5 shows an ex-
ample of this multiplication. Suppose in an arbitrary index, from left to right,
bit pattern of sj, s3, s5 is 101 and at the same index sy, 2, s4 is 111. Therefore
we apply the pre-computed points < z(Q") +2(Q;) > and < Q"+ Q] + Q) > as
ECA in parallel. Then we perform ECD and move to the right next bit index
to repeat the process until maximum length z-adic coefficient becomes zero.

As shown in Figure 5.5, during scalar multiplication, we are considering
3 pair of coefficients of z-adic representation as shown in Eq.(5.18). If we
consider 6-coefficients for parallelization, it will require 2° x 2 pre-computed
points. The chance of appearing each pre-computed point in the calculation
will be once that causes redundancy.
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observing bits

1Sz 4+ So
0 $32 + 1 89
11 852 + 1 84

< z2(Q) + 2(Q2) > <Q+ QL +Q2>

FIGURE 5.5: Multi-scalar multiplication of s with Frobenius
mapping.

5.3.7.1 Re-mapping Rational Points from E'(F ;) to E(IF )

After the multi-scalar multiplication, we need to remap the result to IF;is. For
example let us consider re-mapping of Q" = (x’,y’) € E'(IF3) to Q = (Av0, Bv) €
E(F ). From Eq.(5.13a), Eq.(5.13b) and Eq.(5.12) it can be obtained as fol-
lows:

xi 19t = Avb,
yi'10> = Bo,

which resembles that Q = (Avf, Bv). Therefore it means that multiplying
i~! with the Q’ coordinates and placing the resulted coefficients in the corre-
sponding position of the coefficients in Q, will map Q’ to Q. This mapping
costs one IF 3 inversion of i which can be pre-computed and one F, multipli-
cation.

5.4 Simulation Result

This section shows the experimental result with the calculation cost. In the
experiment, we have compared the proposed method with three well-studied
methods of scalar multiplication named binary method, sliding-window method,
and non-adjacent form (NAF) method. The mother parameter z is selected
according to the suggestion of Scott et al. [Scol1] to obtain p = 508 = 511-bit
and r = 376 ~ 384-bit to simulate in 192-bit security level. Table 5.2 shows

the parameter settings considered for the simulation.
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TABLE 5.2: Parameter settings used in the experiment.

Defined KSS-18 curve | y? = x% + 11

Mother parameter z 65-bit
Characteristics p(z) 511-bit

Order r(z) 376-bit
Frobenius trace t(z) 255-bit

Persuadable security level 192-bit

Table 5.3 shows the environment, used to experiment and evaluate the pro-
posed method.

TABLE 5.3: Computational environment.

PC iPhone6s
CPU" 2.7 GHz Intel Core i5 Apple A9 Dual-core 1.84 GHz
Memory 16 GB 2GB
oS Mac OS X 10.11.6 i0S 10.0
Compiler gcc4.2.1 gcc4.2.1
Programming Language C Objective-C, C
Library GMP 6.1.0 GMP 6.1.0

* . .
Only single core is used from two cores.

In experiment 100 random scalar numbers of size less than order r ( 378-
bit) is generated. 13 ECA counted for pre-computed rational points is taken
into account while the average is calculated for the proposed method. A
window size of 4-bit is considered for the sliding-window method. Therefore
14 pre-computed ECA is required. Besides, the average execution time of the
proposed method and the three other methods are also compared along with
the operation count.

In what follows, “With isomorphic mapping” refers that skew Frobenius

mapping technique is applied for Binary, Sliding-window, and NAF meth-

ods. Therefore the scalar multiplication is calculated in IF ;s extension field.

Moreover, for the Proposed method, it is skew Frobenius mapping with multi-
scalar multiplication. On the other hand “Without isomorphic mapping” de-

notes that Frobenius map is not applied for any of the methods. In this case,

all the scalar multiplication is calculated in [F,s extension field.

In Table 5.4 the operations of the Proposed method are counted in IF 3. On the
other hand for Binary, Sliding-window and NAF method, the operations are
counted in [F 5. The table clearly shows that in the Proposed method requires
about 6 times less ECD than any other methods. The number of ECA has also
reduced in the Proposed method by about 30% than binary method and the
almost the same number of ECA of NAFE.
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TABLE 5.4: Comparison of average number of ECA and ECD
for G, SCM in KSS-18.

Count of average number of ECA, ECD
Methods ECA ECD
Binary 186 375
Sliding-window | 102 376
NAF 127 377
Proposed 123 64

TABLE 5.5: Comparison of execution time in [ms] for scalar
multiplication in KSS5-18 curve.

Execution time in [ms]
With isomorphic mapping | Without isomorphic mapping

Methods PC iPhone6s PC iPhone6s
Binary 5.4 x 10! 8.4x 10! 1.2x10° 1.8 x 103
Sliding-window | 4.8 x 10} 7.5x 10! 1.0x 103 1.6 x 103
NAF 5.3 x 10! 7.7 x 10! 1.6 x 103 1.7 x 103

Proposed 1.6 x 10! 2.4x10! - -
Multi-scalar (only) - - 3.4 x 107 5.5 x 107

Analyzing Table 5.5, we can find that when isomorphic mapping and skew
Frobenius mapping is not adapted for Binary, Sliding-window, and NAF,
then the scalar multiplication of proposed method is more than 60 times
faster than other methods. However when the isomorphic mapping is ap-
plied for the other methods, then our proposed technique is more than 3
times faster. Another essential comparison shows that when only multi-
scalar multiplication is applied, then our proposed methods is about 20 times
faster. In every scenario, our proposed method is faster than the other com-
monly used approaches.

The main focus of this experiment is to evaluate the acceleration ratio of
scalar multiplication by applying the proposed approach on G, rational point
group of KSS curve of embedding degree 18. The experiment does not fo-
cus on efficiently implementing scalar multiplication for a particular envi-
ronment.
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5.5 Summary

In this chapter, we have proposed an efficient method to calculate elliptic
curve scalar multiplication using skew Frobenius mapping over KSS-18 curve
in the context of pairing-based cryptography. Utilizing the skew Frobenius
map along with the multi-scalar multiplication procedure, an efficient scalar
multiplication method for KSS-18 curve is proposed in the chapter. In addi-
tion to the theoretic proposal, this chapter has also presented a comparative
simulation of the proposed approach with the plain binary method, sliding
window method and non-adjacent form (NAF) for scalar multiplication. We
have also applied (¢ — 1)-adic and z-adic representation on the scalar and have
applied multi-scalar multiplication technique to calculate scalar multiplica-
tion in parallel. We have evaluated and analyzed the improvement by im-
plementing an experiment for the large size integer in 192-bit security level.
According to the simulation result multi-scalar multiplication after applying
skew Frobenius mapping in G} can accelerate the scalar multiplication in
G, c E(FF,8) by more than 60 times than scalar multiplication of G; rational
point directly in IFus.
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Chapter 6

Efficient Optimal-Ate Pairing at
128-bit Security

6.1 Introduction

This chapter tries to efficiently carry out the basic operation of a specific type
of pairing calculation over KSS-16 pairing-friendly curves.

6.1.1 Notation Overview

In this section, we recall the notations for reference. Generally, a pairing
is a bilinear map e typically defined as G; x G, — G3, where G; and G,
are additive cyclic sub-groups of order r on a certain elliptic curve E over a
finite extension field FF,x and G3 is a multiplicative cyclic group of order r
in IFjx. Let E(IFp) be the set of rational points over the prime field IF, which
forms an additive Abelian group together with the point at infinity O. The
total number of rational points is denoted as #E(IF,). Here, the order r is
a large prime number such that r[#E(F,) and gcd(r,p) = 1. The embedding
degree k is the smallest positive integer such that r|(p* — 1). Two fundamental
properties of pairing are bilinearity and non-degeneration.

As aforementioned in Section 1.1.3 Galbraith et al. [GPS08] have classified
pairings as three major categories based on the underlying group’s structure.
This chapter chooses one of the Type 3 variants of pairing named as Optimal-
Ate [Ver10] with Kachisa-Schaefer-Scott (KSS) [KSS07] pairing-friendly curve
of embedding degree k = 16. Few previous works have been done on this
curve.

6.1.2 Related Works

Zhang et al. [ZL12] have shown the computational estimation of the Miller’s
loop and proposed efficient final exponentiation for 192-bit security level in
the context of Optimal-Ate pairing over KS5-16 curve. A few years later
Ghammam et al. [GF16a] have shown that KSS-16 is the best suited for multi-
pairing (i.e., the product and/or the quotient) when the number of pairing
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is more than two. Ghammam et al. [GF16a] also corrected the flaws of pro-
posed final exponentiation algorithm by Zhang et al. [ZL12] and proposed a
new one and showed the vulnerability of Zhang’s parameter settings against
small subgroup attack.

6.1.3 Motivation

The recent development of NFS by Kim and Barbulescu [KB16] requires up-
dating the parameter selection for all the existing pairings over the well known
pairing-friendly curve families such as BN [BNO6], BLS [FST06] and KSS
[KSS07]. The most recent study by Barbulescu et al. [BD17] have shown the
security estimation of the current parameter settings used in well-studied
curves and proposed new parameters, resistant to small subgroup attack.

Barbulescu and Duquesne’s study finds that the current parameter settings
for 128-bit security level on BN-curve studied in literature can withstand for
100-bit security. Moreover, they proposed that BLS-12 and surprisingly KSS-
16 are the most efficient choice for Optimal-Ate pairing at the 128-bit security
level. Therefore, we focus on the efficient implementation of the less studied
KSS-16 curve for Optimal-Ate pairing by applying the most recent param-
eters. Mori et al. [Mor+14] and Khandaker et al. [Kha+17a] have shown a
specific type of sparse multiplication for BN and KSS-18 curve respectively
where both of the curves supports sextic twist. The authors have extended
the previous works for quartic twisted KS5-16 curve and derived pseudo-8
sparse multiplication for line evaluation step in Miller’s algorithm. As a con-
sequence, we chose to concentrate on Miller’s algorithm’s execution time and
computational complexity to verify the claim of [BD17]. The implementation
shows that Miller’s algorithm time has a tiny difference between KS5-16 and
BLS-12 curves. However, they both are more efficient and faster than BN
curve.

6.1.4 Contribution

Following the emergence of Kim and Barbulescu’s new number field sieve
(exTNFS) algorithm at CRYPTO’16 [KB16] for solving discrete logarithm prob-
lem (DLP) over the finite field; pairing-based cryptography researchers are
intrigued to find new parameters that confirm standard security levels against
exXTNFS. Recently, Barbulescu and Duquesne have suggested new param-
eters [BD17] for well-studied pairing-friendly curves i.e., Barreto-Naehrig
(BN) [BNO6], Barreto-Lynn-Scott (BLS-12) [BLS03] and Kachisa-Schaefer-Scott
(KSS-16) [KSS07] curves at 128-bit security level (twist and sub-group attack
secure). They have also concluded that in the context of Optimal-Ate pairing
with their suggested parameters, BLS-12 and KSS-16 curves are more efficient
choices than BN curves. Therefore, this chapter selects the atypical and less
studied pairing-friendly curve in literature, i.e., KSS-16 which offers a quartic
twist, while BN and BLS-12 curves have the sextic twist. In this chapter, we
optimize Miller’s algorithm of Optimal-Ate pairing for the KSS-16 curve by
deriving efficient sparse multiplication and implement them. Furthermore,
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this chapter concentrates on Miller’s algorithm to experimentally verify Bar-
bulescu et al.’s estimation. The result shows that Miller’s algorithm time
with the derived pseudo 8-sparse multiplication is most efficient for KSS-16
than the other two curves. Therefore, this chapter defends Barbulescu and
Duquesne’s conclusion for 128-bit security.

6.2 Fundamentals of Elliptic Curve and Pairing

6.2.1 Kachisa-Schaefer-Scott (KSS) Curve of Embedding De-
gree k =16

In [KSS07], Kachisa, Schaefer, and Scott proposed a family of non super-
singular pairing-friendly elliptic curves of embedding degree k = {16, 18, 32, 36,40},
using elements in the cyclotomic field. In what follows, this chapter consid-

ers the curve of embedding degree k = 16, named as KSS-16, defined over
extension field IF i as follows:

E/F,6:Y>=X?>+aX, (acF,) anda#0, 6.1)
p p

where X,Y € F,i. Similar to other pairing-friendly curves, characteristic p,
Frobenius trace t and order r of this curve are given by the following polyno-
mials of integer variable u.

p(w) = @' +2u° +5ud + 48u° + 152u° + 240u* + 62547

+2398u + 3125)/980, (6.2a)
r(u) = (®+48u* +625)/61255, (6.2b)
tw) = (2u° +41lu+35)/35, (6.2¢)

where u is such that u = 25 or 45 (mod 70) and the ratio p value is p =
(log, p/log, r) ~ 1.25. The total number of rational points #E(IF,) is given
by Hasse’s theorem as, #E(IF,) = p+1—t. When the definition field is the
k-th degree extension field [F, rational points on the curve E also form an
additive Abelian group denoted as E(F,¢). Total number of rational points

#E(IF ) is given by Weil’s theorem [Wei+49] as #E(Fx) = pF+1 - t;, where
te = o* + p¥. @ and B are complex conjugate numbers.

6.2.2 Extension Field Arithmetic and Towering

Let us define the extension field F 6 as introduced in Eq.(3.6).
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6.2.2.1 Towering of ]Fpm Extension Field

For KSS-16 curve, [F

16 construction process given as follows using tower of
sub-fields.

Fp=1F, [a]/(a?® =),
Fy = FplB1/(B* - ),
Fys = Fulyl/(y* - B),

]Fpm = ]Fps [a)]/(a)z - Y)/

where p = 5mod 8 and c is a quadratic non residue in FF,. This chapter
considers ¢ = 2 along with the value of the parameter u as given in [BD17].

6.3)

6.2.2.2 Towering of [F,» Extension Field

Let 6/(p — 1), where p is the characteristics of BN or BLS-12 curve and -1 is a
quadratic and cubic non-residue in [F, since p = 3 mod 4. In the context of
BN or BLS-12, where k = 12, 2 is constructed as a tower of sub-fields with
irreducible binomials as follows:

Fp = ]Fp[oc]/(oc2 +1),
Fs = Fp[B1/(° - (a +1)), (6.4)
Foe = Fsly]/(y* - ).

6.2.2.3 Extension Field Arithmetic of ]Fpm and lelz

Among the arithmetic operations multiplication, squaring and inversion are
regarded as expensive operation than addition/subtraction. The calculation
cost, based on number of prime field multiplication M, and squaring S, is
given in Table 6.1. The arithmetic operations in IF, are denoted as M, for a
multiplication, S, for a squaring, I, for an inversion and m with suffix de-
notes multiplication with basis element. However, squaring is more opti-

TABLE 6.1: Number of arithmetic operations in F i based on
Eq.(6.3).

M, = 3M,, + 5A, + 1my, — 3M, Sp2 = 3S, +4A, + 1Imy — 35,
My =3Myp +5A, +1mg — IM, | Sy = 3S, +4A,p* +1mp — 98,
Mps = 3Mps + 5A,0 +1my — 27M,, | S5 = 35,0 +4A,0 +1my, — 275,
Mplé = 3Mp8 + 5Aps +1m, — 81M, Splé = 3Mp8 + 4Aps +1m, — 815,

mized by using Devegili et al.’s [Dev+06] complex squaring technique which
cost 2M,, + 4A,, + 2m,, for one squaring operation in F». In total it costs 54M,
for one squaring in IF 6. Table 6.1 shows the operation estimation for IF .
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Table 6.2 shows the operation estimation for [F» according to the towering
shown in Eq.(6.4). The algorithms for [F» and IF,; multiplication and squar-
ing given in [Duq+15] have to be used in this chapter to construct the FF .
extension field arithmetic.

TABLE 6.2: Number of arithmetic operations in F2 based on
Eq.(6.4).

Mpé = 6Mp2 + 15Ap2 +2mpg — 18M, Spé = 2Mp2 + 3Sp2 + 9AP2 +2mg — 125,

Mp12 = 3Mp6 + 5Ap6 + 1m), — 54MP Sp12 = 2Mp6 + 5Ap6 + Zmy — 365P

6.2.3 Ate and Optimal-Ate On KSS-16, BN, BLS-12 Curve

In the context of pairing on the targeted pairing-friendly curves, two additive
rational point groups G1, G, and a multiplicative group Gs of order r are
considered. G1, G and G3 are defined as follows:

G1 = E(F,)[r] nKer(r, —[1]),
G2 = E(F,0lrlnKer(r, - [p),
Gs = Fyu/(Fy),

e : G1xGy — Gg, (6.5)

where e denotes Ate pairing [Coh+05]. E(IF,«)[r] denotes rational points of
order r and [n] denotes n times scalar multiplication for a rational point. 7,
denotes the Frobenius endomorphism given as 7, : (x, y) = (x, yP).

In what follows, we consider P € G; € E(IFp) and Q € Gz € E(F 1) for KSS-16
curves. Ate pairing e(Q, P) is given as follows:

e(Q,P) = fir1oP) 7, (6.6)

where f;_1 ,(P) symbolizes the output of Miller’s algorithm and |log,(t —1)]
is the loop length. The bilinearity of Ate pairing is satisfied after calculating
the final exponentiation (p* —1)/r.

Vercauteren proposed a more efficient variant of Ate pairing named as Optimal-
Ate pairing [Ver10] where the Miller’s loop length reduced to |log, u]. The
previous work of Zhang et al. [ZL12] has derived the optimal Ate pairing
on the KSS-16 curve which is defined as follows with f, o(P) is the Miller
function evaluated on P:

p16—1

eopt(Q, P) = (i o) - Lugo,p10P) - lo,o(P) 6.7)

The formulas for Optimal-Ate pairing for the target curves are given in Table
6.3.
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TABLE 6.3: Optimal-Ate pairing formulas for target curves.

Curve | Miller’s Algo. Final Exp.
KSS-16 | (fu,0(P) - Lo pi0P)F - lo,0(P) (P -1)/r
BN four2,0(P) - liou+210,1p10(P) - Ygus24p10,—p210P) | (0> = 1)/r
BLS-12 | f,,0(P) (P2 -1)/r

The simple calculation procedure of Optimal-Ate pairing is shown in Algo-
rithm 9. In what follows, the calculation steps from 1 to 11, shown in Al-
gorithm 9, is identified as Miller’s Algorithm (MA) and step 12 is the final
exponentiation (FE). Steps 2-7 are specially named as Miller’s loop. Steps 3,
5, 7 are the line evaluation together with elliptic curve doubling (ECD) and
addition (ECA) inside the Miller’s loop and steps 9, 11 are the line evaluation
outside the loop. These line evaluation steps are the key steps to accelerate
the loop calculation. The authors extended the work of [Mor+14],[Kha+17a]
for KSS-16 curve to calculate pseudo 8-sparse multiplication. The ECA and ECD
are also calculated efficiently in the twisted curve. The Q, « [p]Q term of step
8 is calculated by applying one skew Frobenius map over [F,4, and f; « Jia
of step 10 is calculated by applying one Frobenius map in [F 6. Step 12, FE is
calculated by applying Ghammam et al.’s work for KSS-16 curve [GF16a].

Algorithm 9: Optimal-Ate pairing on KSS5-16 curve.
Input: u, P € G1,Q € G]
Output: (Q, P)
fe1Te0
fori = |log,(u)] downto 1 do
f e f2lrpP), T« [2]T
if u[i] = 1 then

| fe flro®P),T—T+Q
if u[i] = -1 then

| fe Sl oP),TeT-Q

Q1 « [u]Q, Q2 < [p]O
f <_f'3lQ1,Q2(P)
A—f,f<fh
fef '1£Q,Q(P)
fef

return f

6.2.4 Twist of KSS-16 Curves

In the context of Type 3 pairing, there exists a twisted curve with a group
of rational points of order r, isomorphic to the group where rational point
Q € E(F,)[r] nKer(rm, — [p]) belongs to. This subfield isomorphic rational
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point group includes a twisted isomorphic point of Q, typically denoted as
Q" € E'(IFx/a), where k is the embedding degree and d is the twist degree.

Since points on the twisted curve are defined over a smaller field than ]Fpk,
therefore ECA and ECD become faster. However, when required in Miller’s
algorithm’s line evaluation, the points can be quickly mapped to points on
E(F ). Since the pairing-friendly KS5-16 [KSS07] curve has CM discriminant
of D = 1 and 4|k; therefore, quartic twist is available.

6.2.4.1 Quartic Twist

Let f be a certain quadratic non-residue in IF 4. The quartic twisted curve E’
of KS5-16 curve E defined in Eq.(6.1) and their isomorphic mapping 4 are
given as follows:

E : ¥ =x*+axp!, acT,
Ya : E'(IFpu)[r] — E(Fe)[r] nKer(z, - [p]),
(x,y) = (B1%x, fMy), (6.8)

where Ker(-) denotes the kernel of the mapping and 7, denotes Frobenius
mapping for rational point.

Table 6.4 shows the vector representation of Q = (xo, yo) = (8"2xor, B*/*yo) €
[F,is according to the given towering in Eq.(6.3). Here, xor and yo' are the
coordinates of rational point Q" on quartic twisted curve E’.

TABLE 6.4: Vector representation of Q = (xg,yo) € G2 C E(FF ,16).

lla|flaf |y |ay | Py |afy | w|aw | po | afw | yo | ayw | Byw | afyo
x0 |00 0| O |by|bs|bs| by O] O | O 0 0 0 0 0
yo[0]0{0[ 0O |00 ]O 0 |0 0] O 0 |bin| biz | b bis

6.3 Proposal

6.3.1 Overview: Sparse and Pseudo-Sparse Multiplication

Aranha et al. [Ara+11, Section 4] and Costello et al. [CLN10] have well opti-
mized Miller’s algorithm in Jacobian coordinates by 6-sparse multiplication
1 for BN curve. Mori et al. [Mor+14] have shown the pseudo 8-sparse multi-
plication 2 for BN curve by adapting affine coordinates where the sextic twist
is available. It is found that pseudo 8-sparse was efficient than 7-sparse and
6-sparse in Jacobian coordinates.

l6-Sparse refers to the state when in a vector (multiplier/multiplicand), among the 12
coefficients 6 of them are zero.

ZPseudo 8-sparse refers to a certain length of vector’s coefficients where instead of 8 zero
coefficients, there are seven 0’s and one 1 as coefficients.
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Let us consider T = (yxr, yoyr:), Q = (yxgo,,ywyo) and P = (xp,yp), where
xp,Yp € IFp given in affine coordinates on the curve E(FF6) such that T’ =
(17, y17), Q" = (x0, yor) are in the twisted curve E’ defined over IFp4. Let the
elliptic curve doubling of T + T = R(xg, yg). The 7-sparse multiplication for
KSS-16 can be derived as follows.

Ir,r(P) = (Yp — yrryw) — Ar,r(xp —xr7y), whenT =0,
3x%,y2+a _ 3x%,yw_1+a(yw)_l _ (3x§,+ac‘1aﬁ)w —Vw
yrryw T 2y 2y 0

Arr =

since yo™' = o, (yw)' = wp!, and
afp 7t =(a+0a+08+0ap)f! =ap™ =ac'aB, wherea?=c.

Now the line evaluation and ECD are obtained as follows:
Ir,r(P) = yp = xpAT r00 + (x0 AL 1 — Y1)y 00,

xar = (W p)*0? = 2xry = (X )2 —2xp)y
yor = (xry = X Y)Ap p0 = yryw = (ep Ay p — 200 Ap 1 — Y1)y o

The above calculations can be optimized as follows:

A= zle/'B = 3x%, +ac™l,C=AB,D = 2xp/,x01 = C2 =D,

E = Cx1r —yr/, yo1r = E — Cxo17,
Ir 7(P) = yp + Eyw — Cxpw = yp + Fo + Eyw, (6.9)

where F = —Cxp.

The elliptic curve addition phase (T # Q) and line evaluation of I o(P) can
also be optimized similar to the above procedure. Let the elliptic curve addi-
tion of T + Q = R(xg, yr).

It o(P) = (yp —yrryw) — Arolxp —xrvy), T #0Q,
_ (yQ'—yT’)Yw _ (yQ/—yT')w
Aro = (xgr=xpr)y — xgr—xrs

XR = (A’T,Q)sz — X'y —XQ'y = ((A",T,Q)z — X7 — _X'Q/))/
yr = (xr7y = XRY)A} 0 = yrryw = (Xp Ay o — xRy o — Y1)y w.

= )L’T,Qa),

Representing the above line equations using variables as following :

A: 1 BZyQ/—yT’/C:AB;D:xT""xQ’/

XQ’—XT’ 4

XRr = C2 —D,E = CXT/ —yr,Yrr = E- CXR/,
I1,0(P) = yp + Eyw — Cxpw = yp + Fo + Eyw, (6.10)
F = —Cxp,

Here all the variables (A, B,C, D, E, F) are calculated as IF s elements. The po-
sition of the yp, E and F in IF,16 vector representation is defined by the basis
element 1, yo and w as shown in Table 6.4. Therefore, among the 16 coeffi-
cients of Ir,r(P) and I o(P) € o, only 9 coefficients yp € IF, Cxp € F and
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E € F,4 are non-zero. The remaining 7 zero coefficients lead to an efficient
multiplication, usually called sparse multiplication. This particular instance
in KSS5-16 curve is named as 7-sparse multiplication.

6.3.2 Pseudo 8-Sparse Multiplication for BN and BLS-12 Curve

Here we have followed Mori et al.’s [Mor+14] procedure to derive pseudo 8-
sparse multiplication for the parameter settings of [BD17] for BN and BLS-12
curves. For the new parameter settings, the towering is given as Eq.(6.4) for
both BN and BLS-12 curve. However, the curve form E : 4> = x3 + b, b € IF,
is identical for both BN and BLS-12 curve. The sextic twist obtained for these
curves is also identical. Therefore, in what follows this chapter will denote
both of them as E;, defined over F .

6.3.2.1 Sextic twist of BN and BLS-12 curve:

Let (a +1) be a certain quadratic and cubic non-residue in [F,. The sextic
twisted curve E; of curve E, and their isomorphic mapping v are given as
follows:
E, : ¥ =x>+bla+1), b eF,
Y6 @ E,(Fp)[r] — Ep(F,1)[r] N Ker(r, - [p)),
(x,y) — (@ + D)7, (@ + 1) 'ypy). (6.11)

TABLE 6.5: Vector representation of Q = (xg,yg) € G2 C E(F,12).

Lia|BlaB|p*|aB? |y |ay| By | aBy | By | aB?y
x0|0]00] 0 |bs| b5 O[O0 0|0 0
yo |[0[0/0[ 00| 0 [0]0 |bg| by | O O

The line evaluation and ECD/ECA can be obtained in affine coordinate for
the rational point P and ', T" € E|(IF2) as follows:

Elliptic curve addition when T” # Q" and T” + Q" = R'(xr’, yr')

A: 1 B:yQ’_yT'/C:A-B/D:xT’+xQ'/

xQ/—xT/’
XR = C2 —D,E = CxTr - yT’/yR’ =FE - Cer,
It o/(P) = yp + (o + 1) XEBy — (a + 1)~ 1Cxpf?y, (6.12a)
y;llT/,Q/(P) =1+ (a+ 1)_1Ey1§1,8y —(a+ 1)_1Cxpy1§1ﬁ2y, (6.12b)
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Elliptic curve doubling when T’ = Q’

A= ﬁ,B = 3X%,,C = AB,D = 2xy,xo1» = C> = D,
E = Cx1 —yr, yorr = E = Cxo1/,
(P = yp + (@ + 1) Efy — (a + 1) \Crpf?y, (6.13a)

Yol 1 (P) = 1+ (@ + 1) Ey; By — (@ + 1) 2Cxpyp B2y, (6.13b)

The line evaluations of Eq.(6.12b) and Eq.(6.13b) are identical and more sparse
than Eq.(6.12a) and Eq.(6.13a). Such sparse form comes with a cost of com-
putation overhead. But such overhead can be minimized by the following
isomorphic mapping, which also accelerates the Miller’s loop iteration.

Isomorphic mapping of P € G; — P € G/ :

E : y>=x>+b3
E(Fy)[r] — E(Fp)lr],
(x,y) — (7'x,27y), (6.14)
where Z € IF, is a quadratic and cubic residue in IF,. Eq.(6.14) maps rational

point P to P(xp,ys) such that (xp, ylgl) = 1. The twist parameter Z is obtained
as:

2 = (xpyp")°. (6.15)

From the Eq.(6.15) P and (' is given as
P(xp,yp) = (xpzt,ypz %) = (xpyp°, x315°), (6.16a)
Q'(xg ) = (xpyp X0, XpYp Yor)- (6.16b)

Using Eq.(6.16a) and Eq.(6.16b) the line evaluation of Eq.(6.13b) becomes

Yo'l 5 (P) = 1+(a+1)"Ey,' By — (@ +1)'Cxpy; By,
lpp(P) = 1+(a+1)"Ey;' By — (@ +1)"'CB%. (6.17a)
The Eq.(6.12b) becomes similar to Eq.(6.17a). The calculation overhead can
be reduced by pre-computation of (a +1)7!, y};l and P, ¢/ mapping using x;’
and yljl as shown by Mori et al. [Mor+14].

Finally, pseudo 8-sparse multiplication for BN and BLS-12 is given in

6.3.3 Pseudo 8-sparse Multiplication for KSS-16 Curve

The main idea of pseudo 8-sparse multiplication is finding more sparse form of
Eq.(6.9) and Eq.(6.10), which allows to reduce the number of multiplication
of F 16 vector during Miller’s algorithm evaluation. To obtains the same, yp!
is multiplied to both side of Eq.(6.9) and Eq.(6.10), since yp remains the same
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Algorithm 10: Pseudo 8-sparse multiplication for BN and BLS-12 curves.

Input: a,b € F 2

a=(ag+a1f+ayf?) +(az +asP +asp?)y, b = 1+ byfy + bsp%y
where a;, bj, c; € ]sz(i =0,---,5,j=4,5)

Output: ¢ = ab = (co + c1f + 2 %) + (c3 + caff + csp%)y € F,.
Cy — agXby, t1 « a1 Xbs, tr «— ag+ay, So « by + by

5 ) XSy—(cg+1t),tp «—apXbs, th «— trX(a+1)
Cp—cyt+ip,tge—apXby tg—tg+th
cg—toX(a+1),tg—azXby, t1 <« agXbs, tr «— az + ay
tz(—thSO—(to+t1)
C()(—t2><(0{+1),t2<—a5><b4,t2%t1+t2
cq—bx(a+1l),t «asXbs, t — t1 X(a+1)

) —lp+1h

c«—c+a

return ¢ = (co + c18 + c2 %) + (c3 + caf + c55%)y

through the Miller’s algorithms loop calculation.

ygllT,T(P) =1- Cxpy}_,la) + Ey}_)lya), (6.18a)
yEllT,Q(P) =1- Cxpyglco + Ey;lya), (6.18b)

Although the Eq.(6.18a) and Eq.(6.18b) do not get more sparse, but 1st coef-
ficient becomes 1. Such a vector is titled as pseudo sparse form in this chapter.
This form realizes more efficient Fis vectors multiplication in Miller’s loop.
However, the Eq.(6.18b) creates more computation overhead than Eq.(6.10),
i.e., computing y,'lr,o(P) in the left side and xpy;!, Ey,' on the right. The
same goes between Eq.(6.18a) and Eq.(6.9). Since the computation of Eq.(6.18a)
and Eq.(6.18b) are almost identical, therefore the rest of the chapter shows the
optimization technique for Eq.(6.18a). To overcome these overhead compu-
tations, the following techniques can be applied.

* xpy;' is omitted by applying further isomorphic mapping of P € G1.

* y;! can be pre-computed. Therefore, the overhead calculation of Ey,'
will cost only 2 IF, multiplication.

* y;'Ir,7(P) doesn't effect the pairing calculation cost since the final expo-
nentiation cancels this multiplication by y}‘,1 € IF,.

To overcome the Cxpyl;1 calculation cost, xpyl;1 = 1 is expected. To obtain
xpy,' = 1, the following isomorphic mapping of P = (xp,yp) € Gy is intro-
duced.
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6.3.3.1 Isomorphic map of P = (xp,yp) — P = (xp,yp).

Although the KSS-16 curve is typically defined over FF,us as E(FF,i5), but for
efficient implementation of Optimal-Ate pairing, certain operations are car-
ried out in a quartic twisted isomorphic curve E’ defined over FF,« as shown
in Section 6.2.4.1. For the same, let us consider E(]Fp4) is isomorphic to E(F )
and certain z € IF;, as a quadratic residue (QR) in [F 4. A generalized mapping
between E(F 1) and E(IFP4) can be given as follows:
E : *=x>+az%x,
E(F0)[r] = E(F0)[r],

7312

(x,y) — (27 'x, 27%y),

(6.19)

where

z, z_l,z_‘o’/2 €F,
. The mapping considers z € F, is a quadratic residue over F,s which can be
shown by the fact that 2*-1/2 = 1 as follows:

L2 — =D +pP+p+1)/2
= 1P+ p1))2

= 1 QReF,. (6.20)

Therefore, z is a quadratic residue over [F 4.

Now based on P = (xp, yp) be the rational point on curve E, the considered
isomorphic mapping of Eq.(6.19) can find a certain isomorphic rational point
P = (xp,yp) on curve E as follows:

yl% = xlz’3 + axp,
ylz,z_?’ = xf’,z_?’ + axpz_3,
(ypz_?’/z)2 = (xpz V) +az2xpz 7}, (6.21)

where P = (xp,yp) = (xpz~!,ypz~>/?) and the general form of the curve E is
given as follows:
y2 = x> + az %x. (6.22)

To obtain the target relation xpylg1 = 1 from above isomorphic map and ratio-
nal point P, let us find isomorphic twist parameter z as follows:

xpyp = 1
Z_1XP(Z_3/2yP)_1 = 1
zl/z(xp.ygl) =1

(6.23)

Il
=
=

_
N
3
~
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z



6.3. Proposal 83

Now using z = (x;'yp)* and Eq.(6.21), P can be obtained as

P(xp, yp) = (xpz L, ypz™>2) = (x3yp2, x3yp2), (6.24)

where the x and y coordinates of P are equal. For the same isomorphic map
we can obtain Q on curve E defined over IF 6 as follows:

O(xg,yg) = (2" 'xgry, 2 Pygryw), (6.25)
where from Eq.(6.8), Q’(x¢’, yo-) is obtained in quartic twisted curve E'.

At this point, to use Q with P in line evaluation we need to find another
isomorphic map that will map Q — Q’, where Q’ is the rational point on
curve E’ defined over [F .. Such Q" and E’ can be obtained from Q of Eq.(6.25)
and curve E from Eq.(6.22) as follows:

(7,_3/2yQ/ya))2 = (z'le/y)3 + az'zz_le/y,
(2_3/2yQ’)2}’20)2 _ (z_le/)3y3 + az_zz_le/y,
Pyo Py = (xgPy + a7 o,
(2_3/2er)2 = (z_le/)3 + az_zﬁ_lz_ler.

From the above equations, E’ and Q' are given as,
. .2 _ .3 21,
E Vg = X5+ a(z"B)” " xgr- (6.26)
Q_/(xQ-,, Yyo) = (z_le:, 2_3/2yQ'),
= (xQ/x%yEZ, erxf’,y}ZS). (6.27)
Now, applying P and Q’, the line evaluation of Eq.(6.18b) becomes as follows:
yp'lp o (P) = 1-Clxpy;')y + Eyplyo,

Ipg(P) = 1-Cy+E(xp yp)yo, (6.28)
where xpylg1 =1land y;l =232yt = (x5°y?3). The Eq.(6.18a) becomes the same
as Eq.(6.28). Compared to Eq.(6.18b), the Eq.(6.28) will be faster while using
in Miller’s loop in combination of the pseudo 8-sparse multiplication shown

in Algorithm 10. However, to get the above form, we need the following
pre-computations once in every Miller’s Algorithm execution.

e Computing P and Q’,
o (x;g' 9123) and
 z72 term from curve E’ of Eq.(6.26).

The above terms can be computed from x;! and y,' by utilizing Montgomery
trick [Mon87], as shown in Algorithm 11. The pre-computation requires 21
multiplication, 2 squaring and 1 inversion in IF, and 2 multiplication, 3 squar-
ing in F ..
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Algorithm 11: Pre-calculation and mapping P +— Pand Q' +— Q.
Input: P= (XP, yp) € Gl,Ql = (XQ/, yQ/) € Glz

Output: Q_Il p/ y;ll (Z)_2

A — (xpyp)~!

B« Ax3

C « Ayp

D« B?

XQ‘/ «— DXQ/

yQ’ — BDyQ/
Xp,yp < Dxp
y}:1 - C3y}2)
272 « D?

return Q' = (xgr) yQ,),P = (xp, yp), ylgl,z‘2

The overall mapping and the curve obtained in the twisting process is shown
in the Figure 6.1.

Finally the Algorithm 12 shows the derived pseudo 8-sparse multiplication.

Algorithm 12: Pseudo 8-sparse multiplication for KSS-16 curve.
Input: a,b € ]Fpm

a=(ag+ayy)+(ax+asy)o,b=1+ (b2 +bsy)w

a= (ao +aiw + a2w2 + a3w3), b=1+ bza) + b3a)3

Output: c = ab = (co + c1y) + (c3 + cay)w € Fpi6

ty «— agngXﬂ,tl —apXby,ty «— by+b3,co— (ap+az) Xty —1t — Iy
c1 < t1+tpX ﬁ

ty «— a1y X b3, t3 «—agXby,co — 3+t Xf

ty «— (bp+b3),c3 — (ag+a1) Xtg—t3— 1

c—c+a

return ¢ = (co + c1y) + (3 + cay)w

6.3.4 Final Exponentiation

Scott et al. [Sco+09] show the process of efficient final exponentiation (FE)
frer by decomposing the exponent using cyclotomic polynomial ®; as

P = 1)/r =" =1)- % + 1)/ 0k(p) - Dr(p)/r. (6.29)

The 1st two terms of the right part are denoted as easy part since it can be eas-
ily calculated by Frobenius mapping and one inversion in affine coordinates.
The last term is called the hard part which mostly affects computation per-
formance. According to Eq.(6.29), the exponent decomposition of the target
curves is shown in Table 6.6.
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E'(Fps):y2 =23 +af7 12

non-isomorphic

E (Fp) E (]Fp‘* )

Y- (g

E(F,) :y*=12°+az

isomorphic mapping
_ (xz~1, xz=32)
E(F,) E(F,) Epue)

P (o
E(F)y—ﬁc +az” “

non-isomorphic

E'(F,)

E'(Fpe):y* =2° +a(82) "'z

FIGURE 6.1: Overview of the twisting process to get pseudo
sparse form in KSS-16 curve.
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TABLE 6.6: Exponents of final exponentiation in pairing.

Curve Final exponent Easy part Hard part
plo-1 8 PP+l
KSS-16 - p° - 1 —
BN, BLS-12 £l 0°—1)(p?+1) ol
4 r r

This chapter carefully concentrates on Miller’s algorithm for comparison and
making pairing efficient. However, to verify the correctness of the bilin-
earity property, we made a “not state-of-art" implementation of Fuentes et
al.’s work [FKR12] for BN curve case and Ghammam’s et al.’s works [GF16a;
GF16b] for KSS-16 and BLS-12 curves. For scalar multiplication by prime p,
i.e., p[Q] or [p?]Q, skew Frobenius map technique by Sakemi et al. [Sak+08]
is adapted.

6.4 Experimental Result

This section gives details of the experimental implementation. The source
code can be found in Github®. The code is not an optimal code, and the sole
purpose of it to compare the Miller’s algorithm among the curve families and
validate the estimation of [BD17]. Table 6.7 shows implementation environ-
ment. Parameters chosen from [BD17] is shown in Table 6.8. Table 6.9

TABLE 6.7: Computational environment.

CPU" Memory | Compiler | OS Language | Library
Intel(R) Core(TM)
i5-6500 CPU @ 3.20GHz

4GB GCC5.4.0 | Ubuntu 16.04 LTS C GMP v 6.1.0 [Gt15]

* . .
Only single core is used from two cores.

TABLE 6.8: Selected parameters for 128-bit security level

[BD17].
Curve u HW(u) | |log,u] | [log, p(u)] | |log, r(u)] | [log, Pk
KSS-16 | u=2% 232 _218 28 11 5 35 339 263 5424
BN y =214 42101 _pl4_1q 4 115 462 462 5535
BLS-12 | u = —277 +250 4 233 3 77 461 308 5532

shows execution time for Miller’s algorithm implementation in millisecond
for a single Optimal-Ate pairing. Results here are the average of 10 pairing
operation.  From the result, we find that Miller’s algorithm took the least
time for KSS-16. Moreover, time is almost closer to BLS-12. The Miller’s al-
gorithm is about 1.7 times faster in KSS-16 than BN curve. Table 6.12 shows

Shttps:/ / github.com/eNipu/pairingmal28.git
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TABLE 6.9: Comparative results of Miller’s algorithm in [ms].

KSs-16 BN | BLS-12
Miller’s Algorithm | 4.41 7.53 491

that the complexity of this implementation concerning the number of IF, mul-
tiplication and squaring and the estimation of [BD17] are almost coherent for
Miller’s algorithm. Table 6.12 also show that our derived pseudo 8-sparse
multiplication for KSS-16 takes fewer IF, multiplication than Zhang et al.’s
estimation [ZL12]. The execution time of Miller’s algorithm also goes with
this estimation [BD17], that means KSS-16 and BLS-12 are more efficient than
BN curve. Table 6.10 shows the complexity of Miller’s algorithm for the tar-
get curves inlF, operations count.

The operation counted in Table 6.10 are based on the counter in implemen-
tation code. For the implementation of big integer arithmetic mpz_t data type
of GMP [Gt15] library has been used. For example, multiplication between 2
mpz_t variables are counted as IF, multiplication and multiplication between
one mpz_t and one “unsigned long" integer can also be treated as IF, mul-
tiplication. Basis multiplication refers to the vector multiplication such as
(a, + aya)a where ag, a; € IF, and « is the basis element in F.

TABLE 6.10: Complexity of this implementation in FF, for
Miller’s algorithm [single pairing operation].

Multiplication . Addition/ . L .
Squaring Basis Multiplication | Inversion
mpz_t*mpz_t | mpz_t* ui Subtraction
KSS-16 6162 144 903 23956 3174 43
BN 10725 232 157 35424 3132 125
BLS-12 6935 154 113 23062 2030 80

As said before, this work is focused on Miller’s algorithm. However, we
made a “not state-of-art" implementation of some final exponentiation algo-
rithms [GF16a; FKR12; GF16b]. Table 6.11 shows the total final exponenti-
ation time in [ms]. Here final exponentiation of KSS-16 is slower than BN
and BLS-12. We have applied square and multiply technique for exponen-
tiation by integer u in the hard part since the integer u given in the sparse
form. However, Barbulescu et al. [BD17] mentioned that availability of com-
pressed squaring [Ara+11] for KSS-16 will lead a fair comparison using final
exponentiation.

TABLE 6.11: Final exponentiation time (not state-of-art) in [ms].

KSS-16 BN BLS-12
Final exponentiation 17.32 11.65 12.03
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TABLE 6.12: Complexity comparison of Miller’s algorithm be-
tween this implementation and Barbulescu et al.’s [BD17] esti-
mation [Multiplication + Squaring in IF, ].

KSS-16 | BN BLS-12
Barbulescu et al. [BD17] | 7534M,, | 12068M, | 7708M,,
This implementation 7209M, | 11114M, | 7202M,

6.5 Summary

This chapter has presented two major ideas.

* Finding efficient Miller’s algorithm implementation technique for Optimal-
Ate pairing for the less studied KSS-16 curve. The author has presented
the pseudo 8-sparse multiplication technique for KSS-16. They also ex-
tended such multiplication for BN and BLS-12 according to [Mor+14]
for the new parameter.

* Verifying Barbulescu and Duquesne’s conclusion [BD17] for calculat-
ing Optimal-Ate pairing at 128-bit security level; that is, BLS-12 and
less studied KSS-16 curves are more efficient choices than well stud-
ied BN curves for new parameters. This chapter finds that Barbulescu
and Duquesne’s conclusion on BLS-12 is correct as it takes less time for
Miller’s algorithm. Applying the derived pseudo 8-sparse multiplica-
tion, Miller’s algorithm in KSS-16 is also more efficient than BN.
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Chapter 7

Optimal-Ate Pairing Using CVMA
over KSS-16 Curve

7.1 Introduction

7.1.1 Motivation

In this work, we are interested in improving the Optimal-Ate pairing for the
KSS5-16 elliptic curve presented in Chapter 6. The parameterized pairing-
friendly curve gives advantage on optimization of Miller’s algorithm (MA)
and final exponentiation (FE), it also comes with a cost of security. In [Sch10],
Schirokauer mentioned that the Number Field Sieve (NFS) for solving DLP
in G3 would be easier for parameterized form prime. At CRYPTO’16, Kim
and Barbulescu proposed extended tower number field sieve (SexTNFS) al-
gorithm[KB16]. Their optimization on resolving the discrete logarithm prob-
lem in [F« is based on the fact that the base field characteristic is presented
as a polynomial. Their results intrigued researchers to find new parameters
for pairing-friendly elliptic curves since the security level has changed. In
response, Barbulescu and Duquesne have analyzed the security of popular
pairing-friendly curve families against the NFS variants and suggested new
parameters [BD17] holding twist security and immune to sub-group attack
for standard security levels. In the context of Optimal-Ate pairing, they con-
cluded that holding existing parameters, BN curve, that is the most used in
practice, can endure at most 100-bit security against the exTNFS. Using their
recommended new parameters, they found BLS-12 and KSS-16 curves are ef-
ticient choices over BN curve. As both BLS-12 and BN curves have the same
embedding degree and both support sextic twist; therefore competitiveness
between these two can be determinable from the length of integer parameter.
However, the KSS-16 seems an atypical choice since the highest embedding
degree supported is 4 and has not studied much as BN or BLS curves.

7.1.2 Contribution

In [Kha+17b] we showed that Miller’s loop for KSS-16 with the suggested pa-
rameter proposed in [BD17] is faster than for BN and BLS-12 with their pro-
posed pseudo 8-sparse multiplication in Karatsuba based implementation



90 Chapter 7. Optimal-Ate Pairing Using CVMA over KS5-16 Curve

[Kha+17b]. In this chapter, we explored to find a more efficient implemen-
tation of Optimal-Ate pairing. Therefore, we revisited the pseudo 8-sparse
multiplication with cyclic vector multiplication algorithm (CVMA) [Kat+07].
This chapter adopts two different approaches of towering to construct IF s
extension field. In what follows let us denote them as Type-I [F,2yy2) and
Type-IL F 4. The Type-Iis also characterized as an optimal extension field
(OEF) [BP01]. Since OEF uses Karatsuba based polynomial multiplication
and irreducible binomial as the modular polynomial; multiplications are ef-
ficiently carried out in OEF. In Type-Il, the base extension field [F,« is con-
structed with the optimal normal basis for employing cyclic vector multi-
plication where the modular polynomial is a degree 5 cyclotomic polyno-
mial. We also applied Ghammam et al’s [GF16a] final exponentiation algo-
rithm with cyclotomic squaring [Karl13a] for a fair comparison. We found
that Optimal-Ate in KS5-16 curve pairing using CVMA is about 30% faster
than Karatsuba based implementation.

7.1.3 Chapter Outline

The chapter is organized into 5 sections with relevant subsections. Section
7.1 surveys the pairing in brief with detailed background works. Section
7.2 overviews the related fundamentals. In Section 7.3 we present the main
contribution. Section 7.4 and Section 7.5 gives the result evaluation and final
words respectively.

In the rest of this chapter, we use the following notations.

® M, is a multiplication in IF .

* S,k isasquaring in IF .

* F, is a Frobenius map application in IF .
* Ip is aninversionin F .

Without any additional explanation, lower and upper case letters show ele-
ments in prime field and extension field, respectively, and a lower case Greek
alphabet denotes a zero of a modular polynomial.

For simplicity, we use M,, S, I, A, instead of M;,S; and I; and the m with
lower case Greek suffix denotes multiplication with basis element.

7.2 Fundamentals of Elliptic Curve and Pairing

7.2.1 Extension Field Arithmetic for Pairing

While implementing pairing, a significant speedup comes from the efficient
tinite field implementation. Calculation of pairing requires executing the
arithmetic operation in the extension field of degree greater than 6 [BS09].
In what follows, the aforementioned towering procedure of IF,is extension
field is given with the irreducible polynomials.
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7.21.1 Type-I Towering

Efficient extension field ]Fp4 with the Karatsuba-based method is constructed
by a towering technique such as ]F(Pz)z. For such construction, in addition
with 4|p — 1, p satisfies p = 3,5 mod 8.

F,e = Fylal/(e? - co),
Fy = Falfl/(5? - a),
Fus = Fpulyl/(y* = ),
By = Fpo]/(0? - 1),

(7.1)

where ¢ is a quadratic non-residue (QNR) in IF,. This chapter considers
¢o = 2, where X1® — 2 is irreducible in IFpm.

7.2.1.2 Type-II Towering

An additional condition p = 2,3 mod 5 is required to construct this towering.

F,= ]Fp[a]/(oc4 +aP+a’+a+1),

Fys = FplB1/(8 - (@ £ c1), 72)
6 = Fslyl/(y* - ).

Here the ®5(x) = (x°> —1)/(x — 1) is irreducible over Fu and (a + ¢1) should
be the QNR in F,. In what follows, when the basis elements are implicitly

known, the vector representation A = (agp, a1, az,a3) € IFP4 refers to the same

2 3 4

element represented as A = apa + aja” + axa” + aza”™.

7.2.1.3 Field Arithmetic of lem

For any platform, multiplication, squaring and inversion are regarded as
computationally expensive than addition or subtraction. For convenient es-
timation of the total pairing cost, we count operations in IF, for extension
field arithmetic. The following table, Table 7.1 shows operation count for
Karatsuba based multiplication and squaring. = The squaring is optimized

TABLE 7.1: Number of arithmetic operations in FF ;s based on
Type-I towering Eq.(7.1).

Multiplication Squaring

M4=2M2+5A2+1m,3—>9Mp S4=2M2+5A2+2mﬁ—>6Mp

p8—3M4+5A4+1mY—>27Mp p8—2M4+5A4+2my—>18Mp

p16—3M8+5A8+1mw—>81Mp p16—2M8+5A8+2mw—)54Mp

by using Devegili et al.’s [Dev+06] complex squaring technique which costs
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2M), + 4Ap, + 2m,, for one squaring operation in F,. Since, ¢y = 2 in Eq.(7.1),
therefore, the multiplication by the basis element « is carried out by 1 addi-
tion in IF,.

7.2.2 Optimal-Ate Pairing on KSS-16 Curve

In the context of pairing on the KSS-16 curves, the valid bilinear map e :
G1 X Gy — G3 takes input from two additive rational point groups G1, G,
and output an element in the multiplicative group Gz of order r. G1, G2 and
G3 are defined as follows:

G1 = E(F,)[r] nKer(m, —[1]),
G2 = E(FlrlnKer(m, - [p]),
Gs = Fy/(Fy),

where E(IF )[r] denotes rational points of order r and [n] is scalar multiplica-
tion for a rational point. Let 7, denotes the Frobenius endomorphism given
as ”p : (.X', y) = (xp/ yp)

Unless otherwise stated, rest of the chapter considers P € G; c E(IF,) and
Q € Gy ¢ E(F,i). The map e involves two major steps named Miller’s loop

followed by the final exponentiation. The Optimal-Ate pairing [Ver10] pro-

posed by Vercauteren reduces the Miller’s loop length to [log, u| = %,

where ¢ is the Euler’s totient function. The choice of the parameter u is a crit-
ical factor for efficient Miller’s algorithm since the smaller hamming weight
of u adds advantage by reducing elliptic curve doubling (ECD) inside the
loop.

The Optimal-Ate pairing on KSS-16 elliptic curve is given by Zhang et al.
[ZL12] and presented by the following map.

ept :G1XG2 —  G3
16_1
-

p

(P,Q) +— ((ﬁz,Q(P)l[u]Q,[p]Q(P))p3lQ,Q(P))

The rational function f;, o(P) is computed thanks to Miller algorithm which

is included in the first step of computing the Optimal-Ate pairing. Then, we
1

have the second step which is the computation of the exponent péT_l named

the Final Exponentiation.

The calculation of the Optimal-Ate pairing in KSS-16 elliptic curve is given

by the following Algorithm 13.

Steps between 1 to 11 are identified as Miller’s algorithm, and step 12 is the
FE. Optimization scopes of the chapter are the line evaluation of steps 3, 5,
7,9, 11 together with ECD and ECA. These line evaluation steps are the key
steps to accelerate the Miller loop calculation.

In [Kha+17b], we showed an efficient technique for the above steps by pseudo
8-sparse multiplication in the optimal extension field. The calculations were
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Algorithm 13: The Optimal-Ate pairing algorithm for KSS-16 curve.
Input: 4, P € G1,Q € G
Output: (Q, P)
fe<1,T<Q
for i = |log,(u)] downto 1 do
fef2IrP), T [2T > (see Eq.(7.12))
if u[i] = 1 then

| feflo®P),T—T+Q > (see Eq.(7.14))
if u[i] = -1 then

| fefrloP)T<T-Q > (see Eq.(7.14))

Q1 « [u]lQ, Q2 « [p]Q
f — f '3lQ1,Q2(P)
hAefP, fefh
f<7f '1éQ,Q(P)

fe

return f

carried out in affine coordinates using Karatsuba based multiplications in
Type-I towering.

In the next sections, we will show the revision of pseudo 8-sparse multiplication
by using CVMA based multiplication. In addition authors also optimize the
step 12 calculation: the final exponentiation by cyclotomic squaring [GS10]
in Ghammam et al.’s [GF16a] final exponentiation algorithm.

7.3 Finding Efficient Line Evaluation in Type-II Tow-
ering and Sparse Multiplication

This section describes the main idea of obtaining efficient line evaluation for

the proposed towering Eq.(7.2) with a combination of pseudo 8-sparse multiplication.
In [Kha+17b], we showed the pseudo 8-sparse multiplication for towering Eq.(7.1).

In this chapter, the parameter and consequently the settings of KSS-16 curve

is different from [Kha+17b]. Most importantly the basis representation and
underlying finite field arithmetic are also changed. Therefore, in this section,

we will revisit [Kha+17b] by using CVMA. The overall process is as follows:

1. Finding efficient finite field operation in IF .

e efficient inversion, multiplication, squaring and Frobenius map
using CVMA.

2. Finding the quartic twisted curve E'(IF4) of E(FF ) and define the iso-
morphic mapping G2 ¢ E(F,is) — G, c E'(F,) between the rational
points.
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. Obtaining the line equation in E(FF ), nevertheless, the actual calcula-

tion is in le4.

. Finding the more sparse line representation by:

* using isomorphic map of G; — G’ ¢ E(F,) and G, — G..
* Finding another twisted map G, — G.

* Rational points from the G, ¢ E'(F) and G| c E(F,) act as the
input of the Miller’s algorithm.

. Deriving pseudo 8-sparse multiplication using the sparse form obtained

in step 4.

. Computing the final exponentiation by using algorithm in [GF16a] to-

gether with cyclotomic squaring [GS10].

. Finally, we compare the proposed implementation with [Kha+17b]’s

approach.

7.3.1 [, arithmetic in Type-1I Towering

In [San+16] (Japanese), Sanada et al. primarily focus on the F finite field
operation. They reduced 5 and 3 prime field additions for a single IF,» mul-
tiplication and squaring respectively than the Karatsuba method. However,
IF 4 inversion in [San+16] requires (31M, + 664, + 11,). In contrast, we applied
Karatsuba based FF: inversion in [Kha+17b] which costs (14M, + 294, + 11;,).
In this chapter, we derived a better IF,« inversion than [San+16] that reduces
the cost to (16M,, + 26A,, + 11,). The comparative operation count is shown in
Table 7.2.

TABLE 7.2: Number of [F, operations in the field [F ,+ based on
Type-I and Type-II towering.

IF« operations | Karatsuba method | CVMA method

Multiplication 9M, + 294, IM, + 224,

Squaring oM, +24A, 6M, + 14A,

Inversion 14Mp +29A, + 1Ip 16M117 +26A, + Hp

7.3.1.1 Multiplication in [F« using CVMA

Let’s consider A, B, two elements in IFP4 based on Eq.(7.2) as follows:

A = qa+ alaz + a2a3 + a3a4,
B = byja+ b1a2 + b2a3 + b30{4,
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where a;,b; € Fyand i =0,1,2,3.
AXB = (axby+ aibs+ azbi— agbs— a1by — arb1— aszbp)a
+(a0b0+ a2b3+ agbz— aobg— albz - azbl— a3b0)a2
+(613b3+ a0b1+ alb()— aobg— a1b2 — azbl— a3b0)0{3
+(a1 b1+ a0b2+ azb()— aobg— al bz - azbl— agbo)a4. (7.3)

By noticing that each term of Eq.(7.3) shares the common term —apbs — a1b; —
axby — azbp; we can consider this fact in the following expression Us:

Ur = (ag — a3)(bo — b3) + (a1 — a2)(b1 — b2). (7.4)
By using the Eq.(7.4), Eq.(7.3) can be expressed as follows:

AXB = {Up (a1 —a3)(b; — b3) — apbo}
+{U1 = (a2 — a3)(ba = b3) — ar1b }a
+{U1 — (ao — a1)(bo — b1) — axbo}®
+{U1 — (ap — a2)(bo — bp) — asbs}ar*. (7.5)

Here, the Eq.(7.4) can be optimized more and expressed as Ua:

Uz = (ao—a3)(bo — b3) + (a1 — a2)(b1 — b2),

(a0 + a1 —az — az)(bo + by — by — b3){(ao — az)(b1 — b2) + (bo — b3)(a1 — a2)},
(ap + a1 —az — az)(bo + by — by — b3) + (ap — a1)(bo — b1) — (ap — a2)(bo — b2)
—(a1 — a3)(b1 — b3) + (a2 — a3)(b2 — b3).

Now let us replace U; in Eq.(7.5) with U, and express AX B = S1a + Sra? +
S3a® + Sya*, where S1, S5, S, S coefficients are given as follows:

S1 = U —-T5-apby, S2=U—-Tg—aiby,
S3 = Uh=T7—aohy, Sy=Ur—Ts—azbs,

3
I

(M+D)T3+T4)-T5-Te+T;+T3, Ti =ap—ay, To=a1—as, T3 =by—by,
T, = bi—b3, Ts =TTy Toe=TiT3, T7 = (a0 —a1)(bo — b1), Tg = (a2 — a3)(b2 — b3).
The cost of each computed term is given in the following Table 7.3.  In

total the multiplication in IF 1 costs 9M,, + 224, which saves 54, compared to
Karatsuba based multiplication for elements in F 4.
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TABLE 7.3: The detailed cost of a multiplication in F,« using

CVMA technique.
Computed Terms | Cost of each term
T, T, Ts, Ty A,
Ts, To M,
Ty, Ts M, + 24,
U M, +6A,
51,52, 53, 54 M, +2A,

7.3.1.2 Squaring in F,: using CVMA

To compute the squaring of A € 4, we will replace the b; terms in Eq.(7.3)
by a;, with i € {0,1,2,3} obtaining A? as follows:

A® = (2arasz — 2apaz — 2a1ap + a%)a + (2axas — 2apaz — 2aiap + a%)oz2
+(2apa1 — 2apaz — 2a1ax + aé)ag’ + (2apay — 2apaz — 2ajap + a%)a4,
= {2(ap - a1)(az — a3) — 2apaz + a5 }a + {2(ag — az)(a1 — a) — 2apay + aj o’
+{2(ap — az)(a1 — a3) — 2azaz + a3}a° + {2(ap — a1)(az — a3) — 2a1a3 + aj}at,
= {2(ao - a1)(a2 - a3) - a2(2ag — a2)}a + {2(ao — az)(a1 - a3) — ap(2ar — ap)}a®
+{2(ap — a2)(a1 — a3) — a3(2az — az)}a” + {2(ap — a1)(az — as)
—a1(2a3 — a1)}a*. (7.6)

Let A% = S1a + S2a? + S3a + Sya*. From Eq.(7.6), S1,S2, S3,S4 can be obtained
as follows.

S$1 = Ts—axap+T1),S2 = Te — ao(a1 — T2),
S3 = Te—az(ax +T3),S4 = T5s — a1(az — Ty).
With
Tn = ap—ay, h=ap—a1, Ts=ayx—az, Ty = a1 —az, Ts =2TpT35, Ty = 2T114.

The cost of each computed term is given in the following Table 7.4.  The

TABLE 7.4: The detailed cost of a squaring in [F ,« using CVMA.

Computed Terms | Cost

N, 1,131 Ap

S1, 82, 53, S4 Mp+2Ap

overall cost for computing a squaring by CVMA is then 6M, + 14A,,. It saves
104, than Karatsuba based squaring for IF« elements.



7.3. Finding Efficient Line Evaluation in Type-II Towering and Sparse

Multiplication 7

7.3.1.3 Frobenius mapping in [F,: using CVMA

-2
Since, @° = 1, then, of = (oc5)pTa2 = 2. Recall that the Frobenius map,
denoted as 7, : (A) = (apx + a1 + aya® + aza*)P, is the p-th power of the
vector which can be derived as follows:

AP = (apar + a10® + apad® + azat)?
= da+ a’{azf’ +aboP + a§a4p
= aoaz + 6110(4 + axa + a3a3
= aa+apa’® +aza’ + ajat
= (a2, a0, a3, a1). (7.7)
From the above procedure it is clear that the Frobenius map on an F ele-
ment by applying CVMA is free of cost.

7.3.1.4 Inversion in ]Fp4sed in [San+16]

Let L be an F4 element, which is the result of the product of the Frobenius

maps AP,APZ,AP3. The inversion of A can be obtained as follows.

L=APA AP, s= AL€F,,
Al =511,
where s € IF, element represented as (-s,—s, —s, —s) in normal basis. The
calculation cost becomes ((9M, +22A,) X 3M,) + 4M,, + I, = 31M,, + 66A, + I,.
7.3.1.5 Optimized FF snversion using CVMA

Let A = (ao, a1, az, a3) be an element in F . The proposed optimized method
applies subfield calculation in ]sz as

B AAP € F,,
Al = BlaP

where, B € F,» = (by, b1, b1, bo) in the normal basis. While p = 2 (mod 5),

Frobenius mapping AP s equal to (a3, a2, a1, ap), i.e. coefficients only change
the basis position without costing any IF, operation. Therefore, by and b; are
given as follows:

bo=—(ap+a1 —ap — ag,)2 + 3(ap — a2)(a1 — a3z) — 2(ap — a1)(ap — az) — apas,

b1 = —(ap + a1 — a» — a3)* +2(ap — @)(a1 — az) — (ao — a1)(az — az) — araz,
which costs (4Mp + S, + 12A,). Then, B! can be calculated as follows:

s = BB e,
Bl = s7lpP,
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where s = (=s, —s, —s, —s) in the normal basis defined in Eq.(7.2). The Frobe-
nius mapping B? becomes (b1, by, by, b1) and s can be expressed as s = —(by —
b1)? + boby. Therefore, one inversion cost over F is 3Mp + S + 24, + 1. If B!
is represented as (b, by, b7, b)), Al = BlaP = (ag, a3, a), a3) is calculated as
follows with a cost (7M,, + 12A,).

ag = (by — by)(a1 — ao) — byao + (b — by)(ao — a3),

a; = (by — by)(a1 — ao) = bjay + (by — by)(ao — az) + (b — b} )(az2 — a1),

ay = (by — b})(a1 — ap) — bjaz,

as = (by — by)(a1 — ao) — byas + (b — by)(az — a1).

Then, by applying this method, inversion cost over [F,« becomes 14M, + 25, +
26A, + I,. In what follows, this chapter considers the cost of one IF, squaring,
as a similar cost of one IF, multiplication. The details of CVMA based opera-
tions in IF > for the above inversion is described in the following sections.

7.3.1.6 Calculation over [F» based on towering Eq.(7.2)

Let X = (xo,x1,x1,%0) and Y = (yo,y1,y1,yo0) be two . elements. In this
paragraph, we present the cost of the multiplication of X and Y, the squaring
of X and its Frobenius.

Multiplication:  Let R be the result of computing the multiplication X7V,
R = (rg,r1,r1,ro) is calculated as follows:

ro = —(xo — x1)(Yo — y1) — XoYo,
r1 = —(xo — x1)(Yo — y1) — X1Y1.

It is simple to verify that the cost of computing R = XY is (3M, + 4A4,).

Squaring: Let R be the result of computing the squaring of X. R = X? =
(ro, 1,11, r0) can be computed as follows.

2 2
ro = —(x0 — x1)° — x0%,
r1 = —(x0 — x1)* = x12,

This calculation costs (3S, + 54,).

Frobenius map: According to Eq.(7.7), Frobenius mapping X? is calculated
with no-cost. It consists only in changing the positions of the X; as X? =

(x1, x0, X0, x1).
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Inversion: The inversion of X denoted R = X! = (rg, r1, 1, r0) is calculated
using the following steps.

u=XX?,
x=ulxr,

where u = (-u,—u,—u,—u) is given by u = —(xp — x1)? + xox1 Therefore, the
inversion in IF,» requires (BMp, + Sp +2A, +1).

7.3.1.7 Frobenius mapping in [F ;s using CVMA

Let A = (ap + a1 + axy + a3fy) be certain vector in F s where ag, a1,az,a3 €
F,:. By the definition, Frobenius map of A, i.e. m, : (A) = (a0 + a1 f + azy +
azfy)’, can be computed as Frobenius map of each [F4 vector separately ac-
cording to Eq.(7.7). The Frobenius map of a is obtained as (xpa + x1 a? + xp0® +
3P = (x0a + x0a® + x30° + x1a*), where x; € IF,. Similarly, for a1, a; and a3,
it will be obtained by swapping the coefficients position. The Frobenius map
of the basis elements p?, y?, (fy)? can be obtained as follows:

p-1
YP=0H7y

B = (7T B =(B)Ty BryP = (@ -1)'T pla-1)7y
= (@-1)7p, = ()T y = (@-1)" py.
= (@-1)'7y,

Using the above calculations, the Frobenius map for A? is obtained as follows:

AP = (oa+xpa? + x3a° + xpa?)

3 (-1

+ x5a4)(a -7 p
3

+(xpa + x10° + X701

2 4 ®-1)
+(x100 + xg0” + x110” +x90 )@ —1) T y

(p-1)
+(X14OC + X120(2 + X15OC3 + X130(4)(0( - 1)%/3)/. (7.8)

Here, it requires 3 multiplication of IF s elements (a — 1)@, (ax — 1)(’%), (ax —

3(p-1)

1)~ 7, with the 2nd, 3rd and 4th term of Eq.(7.8) respectively; costing 27 IF,
multiplication, whereas in Karatsuba case it is just 14 IF, multiplication.

7.3.2 Quartic Twist of KSS-16 Curves

The KSS5-16 elliptic curve has CM discriminant of D = 1 and it’s embedding
degree k = 16 is a multiple of 4. Therefore, the maximum twist available
for KSS5-16 is the quartic twist or degree d = 4 twist. Let (a« — 1) has no square
root in IF 4. Then, the quartic twisted curve E’ of curve E and their isomorphic
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mapping 4 can be given as follows:

Va :E’(]Fp4)[r] — E(IFP16)[F] N Ker(:rp - [p]),
(x,y) — ((a = D"?x, (@ = 1)*y), (7.9)

recall that E is defined in Eq.(6.1) and E’ is the twisted elliptic curve defined
as > = X +ax(a -1, ae IF,. Since points on the twisted curve are
defined over a smaller field than e, therefore, their vector representation
becomes shorter, resulting in faster ECA and ECD during Miller’s loop.

Rational points:  Let, Q" = (x/,y’) be a rational point in E’(IF,:). From
Eq.(7.2), we have (a — 12 = gand (a — 1)** = By. Therefore, the map given
in Eq.(7.9) enables toll free mapping and remapping between Q = (x,y) and
Q" = (x',y’). Table 6.4 shows the vector representation of Q = (xg,yp) =
(@ = DY2xq, (@ — 1)**yq/) € F,us according to Eq.(7.2).

It is important here to show that (@ — 1) is QNR in IF 4. From the definition of
Eq.(7.2), a is one of the zeros of ®5(x), therefore a® = 1. As a result, Frobenius

map a? = a%(a®)’5") = o2, since p = 2 mod 5.

(@-1)T = (@)@

2_
= (@ =D~ 1))

2_
= ((@=1)(@* - )T

2_

=(@®-a*—a+ 1)(1)71)
=((~a*-a+ 2)(P+1)(1%1)
= (-a*—a+2)(-a* —a+2p)'T)
=(~a-a*-a®—a*+ 4)(1%1)
— 5(1%1)’

where, 57 is the Legendre symbol (5/p) = —1, which refers (o — 1) is a QNR
inlF 4.
p

7.3.3 Overview: Sparse and Pseudo-Sparse Multiplication

Pseudo 8-sparse refers to a certain length of vector’s coefficients where in-
stead of 8 zero coefficients, there are seven 0’s and one 1 as coefficients. Mori
et al. [Mor+14] shown the pseudo 8-sparse multiplication for BN curve in
affine coordinates where the sextic twist is available. In [Mor+14], pseudo
8-sparse is found a little more efficient than 7-sparse in similar coordinates
and 6-sparse in Jacobian coordinates.

Let us consider T = (x5, yr'fy), Q = (xoB,yofy) and P = (xp,yp), where
xp,Yp € IF, given in affine coordinates on the curve E(FF6) such that T’ =
x7,yr), Q" = (x0,yo) are in the twisted curve E’ defined over IF, .

[} 0 Y0 J4
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7-Sparse Multiplication: We start this paragraph by presenting the 7-sparse
multiplication of the elliptic curve doubling of T + T = R(xg, yr) given in
[Ara+11; Gre+13].

lrr(P) = (yp — yr By) — Axp — x1B),
3x%,ﬁ2 +ta Sx%,ﬂy_l + a(ﬂy)_l _ (3x2, +ala — 1)_1))/ _
2yr By 2y - 2y B

Arr =

Ny (7.10)

Here Arr is the gradient of the line going through the rational points T, P.
Let, ala—1)"1 =6 € F,:. Since a and (a —1) is already know at this stage,
therefore, a(a —1)~! can be pre-calculated. It will save calculation cost during
ECD inside the Miller’s loop. Now the line evaluation and ECD are obtained
as follows:

Irr(P) = yp — xpA7 1y + (X1 AL 1 — Y1) Py,
xor =W p)?y? = 2xpf = (M )* = 2x1)f (7.11)
vorr = (xep = xo0 PG 1y —yr Py = (p Ap p — X210 AT 1 — Y1) Py

Calculations of Eq.(7.10) and Eq.(7.11) can be optimized as follows:

1
A=-—,B=3x%+8,C = AB,D = 2xr,
2ny
xorr = C* = D,E = Cxpr —yr, yor = E— Cxop, F = =Cxp
lT,T(P) =yp+ Fﬁ + EIB)/ (712)

The elliptic curve addition phase (T # Q) and line evaluation of I o(P) can
also be optimized similarly to the above procedure. Let the elliptic curve
addition of T + Q = R(xg, yg) computed as follows.

Iro(P) = (yp —yr fy) — Ar,o(xp — x1/ ),
_ Wor—yrBy _ (or—yry _

A0 = Cxor—xr)y xg—xp T,V (7.13)
s = (NP —xr-xg)f
YR = (XT’/VT,Q - xR')UT,Q - yT’),BY'

The common calculations in Eq.(7.13) can be reduced as follows:

1
A= ,B:yQ/—yT/,C:AB,D:xT/+xQ/,
_‘X'Qr — xT/
xg = C>—D,E = Cxpr —yp, yg = E— Cxp, F = —Cxp
I o(P) = yp — Cxpy + Efy = yp + FB + Efy. (7.14)

Comparing with Table 6.4, it can be noticed that yp, F and E in Eq.(7.12) and
Eq.(7.14) are coefficients in the basis position of «, §, and By of an [F ;i vector.
Therefore, among the 16 coefficients of I1,7(P) and I1,o(P) € 6, only 9 coef-
ficients yp € IF,, Cxp € IFP4 and E € le4 are non-zero. The remaining 7 zero
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coefficients lead to an efficient multiplication, which we call 7-sparse multi-
plication in KS5-16 curve. Another important thing is, vectors A, B,C, D, E, F
are calculated in IF 4 extension field while performing operations in IF .

7.3.4 Pseudo 8-sparse Multiplication for KSS-16 Curve using
Type-II Towering

The main idea of pseudo 8-sparse multiplication is finding a more sparse form
of Eq.(7.12) and Eq.(7.14), which allows reducing the number of multiplica-
tion of IFis vector during Miller’s algorithm evaluation. To simplify both of
Eq.(7.12) and Eq.(7.14), y,' is multiplied to both side of these two equations
since yp remains the same through the Miller’s algorithms loop calculation.
We get the following equations.

yp'lrr(P) =1-Cxpyyly + Ey;' By, (7.15a)
yp'lro(P) =1-Cxpyply +Ey;' By, (7.15b)

Although the Eq.(7.15a) and Eq.(7.15b) do not get more sparse, but 1st coeffi-
cient becomes 1. Such a vector is defined as pseudo sparse form in this chapter.
This form realizes more efficient IF s vectors multiplication in Miller’s loop.
However, it is clear that the Eq.(7.15b) creates computation overhead than
Eq.(7.14). We have to compute y;'l7,o(P) in the left side and xpy;,', Ey,' on
the right. The same goes between Eq.(7.15a) and Eq.(7.12). Since the com-
putation of Eq.(7.15a) and Eq.(7.15b) are almost identical, therefore the rest
of the chapter shows the optimization technique for Eq.(7.15a). To overcome
these overhead computations, the following techniques can be applied.

* xpy,' is omitted by applying further isomorphic mapping of P € G;.

* y,! can be pre-computed. Therefore, the overhead calculation of Ey’
will cost only 4 IF, multiplication.

o y; 'l 7(P) doesn'’t effect the pairing calculation cost since the final expo-
nentiation cancels this multiplication by yljl € IF,.

To overcome the Cxpy};1 calculation cost, xpy}‘,l = 1 is expected. To obtain
xpyp' = 1, the following isomorphic mapping of P = (xp,yp) € Gy is intro-
duced.

7.3.4.1 Isomorphic map of P = (xp,yp) — P = (x5, yp).

Although the KS5-16 curve is typically defined over F i as E(F,i), for effi-
cient implementation of Optimal-Ate pairing, certain operations are carried
out in a quartic twisted isomorphic curve E’ defined over F,: as shown in
Section 7.3.2. For the same, let us consider E(]Fp4) is isomorphic to E(FF4) and
certain z € F, as a quadratic residue (QR) in [F,«. A generalized mapping
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between E(FF 1) and E(le4) can be given as follows:

E(IFP4)[r] — E(le4)[r],

7312

(x,y) — (7 'x, 27%y),

3 2 1

where, E is the elliptic curve defined by y2 =x*+az2x,and z,z7 1,232 ¢ IF,.
The mapping considers z € F, is a quadratic residue over [F,» which can be

shown by the fact that Z0*-D/2 = 1 as follows:
A0D2 — S o-D(pP+pp+1)/2
= 1P+t peD)/2

1 QReF,. (7.16)

Therefore, z is a quadratic residue over IFP4.

Now based on P = (xp,yp) be the rational point on curve E, the considered
isomorphic mapping of Eq.(7.16) can find a certain isomorphic rational point
P = (xp,yp) on the curve E as follows:

y% = x133 + axp,
yl%z_3 = xl:f’)z_3 + axpz_s,
(ypZ_3/2)2 = (xpz 1) +az 2xpz 7!, (7.17)

where P = (xp,yp) = (xpz~!,ypz~3/?) and recall that the general form of the
curve E is given as follows:

y2 = x° + az " %x. (7.18)

To obtain the target relation x}sy}?,1 = 1 from above isomorphic map and ratio-
nal point P, let us find twist parameter z as follows:

xpypt = 1

Z_le(Z_3/2yp)_1 =1

zl/Z(xp.y;,l) =1
So,z = (xp'yp)*. (7.19)

Now using z = (xljlyp)2 and Eq.(7.17), P can be obtained as

P(xp, yp) = (xpz ™", ypz %) = (x3yp7, XpY50), (7.20)

For the same isomorphic map we can obtain Q on curve E defined over FF s
as follows:

Qlxg, yo) = (z""xg B, 27 Py By), (7.21)
where from Eq.(7.9), Q’(x¢, yo) € E'.

At this point, to use Q with P in line evaluation we need to find another
isomorphic map that will map Q +— @', where Q' is the rational point on
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curve E’ defined over [F4. Such Q" and E’ can be obtained from Q of Eq.(7.21)
and curve E from Eq.(7.18) as follows:
(e Pyo py? = (xgP) +az 2 g,
(@ Pyo By = (xg)’f +az P xg
(z_3/2yQ/)2 = (z_ler)3 + z_le’a(zﬁ)_Z.

From the above equations, E’ and Q’ are given as,

E: yé-, xg, + a(zﬂ)_sz-,. (7.22)

Q,(XQ_/, yQ_’) = (Z_le/, 2_3/2yQ/) = (XQ/x[z,yEZ’ yQ’x]%ylga)’ (7.23)

Now, by applying P and Q’, the line evaluation of Eq.(7.15b) becomes:

yp'lpg(P) = 1-Clxpy;)y +Ey; By,
Iro(P) = 1-Cy+E(xp>y5)By, (7.24)

where xpy5' = 1 and y;' = 2%2y;! = (x;°y7). The Eq.(7.15a) becomes the
same as Eq.(7.24). Compared to Eq.(7.15b), the Eq.(7.24) will be faster while
using in Miller’s loop in combination of the pseudo 8-sparse multiplication
recalled in Algorithm 14.

Algorithm 14: Pseudo 8-sparse multiplication for KSS-16 curve.
Input: A, B € FF

A= (ag+a1f) +(ax+a3f)y, B=1+ (b2 +b3f)y

A=ay+ay+ alyz + a3y3, B=1+by+ b3y3

ai, by € Fu wherei=0,1,2,3

Output: C = AB = (co + c1f) + (c3 + caP)y € F e

tgp «— a3 X b, t1 < ap X by, tg <« by + b3 > (18Mp)
co — (ap+az) Xty —t1 —tg,c0 — coX(ax—1) > (9M,)
cp—tH+tgX(a-1)

tp «— a1 X b3, t3 —agXby,cp —tz3+trX(a—1) > (18M,)
c3— (ap+a))Xtg—tz3—1p > (9M,)
C—C+A

return C = (¢o + c1y) + (c3 + cay)p > (Total 54M,)

However, to apply Eq.(7.24) in Miller’s algorithm, we need the following
pre-computations once in every Miller’s Algorithm execution.

e Computing P and Q’,
¢ Computing ylgl = (x;,3y%) and
* Deducing the z72 term from curve E’ of Eq.(7.22).

e Calculating az7%(a — 1)™! = 272§ used during ECD of curve E'.
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Among the above terms a = 1 and § = (a —1)7! is pre-calculated during
parameter setup. Rest of the operations are calculated as follows using Algo-
rithm 15. The remaining part of the Miller’s algorithm i.e. the multiplication

Algorithm 15: Pre-calculation and mapping P — P and Q' — Q'.

Input: P = (xp,yp) € G1,Q" = (x0/,yo') € G}
Output: Q’, P, yljl, 22,2725

A — xpy,! > (1L + 1M,s)
B « A? > (1Sp4)
Xp,Yp < Bxp > (1MP4)
XGr Bx: > (1MP4)
Yo < AByg- > (2MP4)
yp' — 3! > (1)
772 — B2 > (1Sp4)
22 7725 > (used during ECD in Eq.(7.22); 1Mp4)

return Q' = (xg/, yg), P = (xp,yp), y;l,z'z,z'25

by prime p[Q] or [p?]Q can be evaluated by applying skew Frobenius map
[Sak+08].
7.3.4.2 Skew Frobenius Map to Compute [p]Q’

From the definition of Q € G, we recall that Q satisfies [7, — p]Q = O or
7,(Q) = [p]Q, which is also applicable for Q’. Applying skew Frobenius map
we can optimize [p]Q’ calculation in Miller’s algorithm as follows:

(xg B = (xg )P BF, (yo By Y = (yg P BPy*

After remapping the above terms tern as follows:

-1 -1 -1
gl P =gV (BYT, Wl BT = P BT (AT
The above (xy/)? and (yy )P terms can be computed using Eq.(7.7) without any

costs. The rest can be done similar to Section 7.3.1.7 with a cost of 18M,,.

7.3.5 Final Exponentiation

Thanks to the cyclotomic polynomial and the definitions of r and k, the ex-
ponent @ broken down into two parts. We have,

Pl6 -1 (pS 1)(P8 + 1)

The first part, (p® — 1) is the simple part of the final exponentiation because it
is easy to be performed thanks to a Frobenius operation, an inversion and a
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FIGURE 7.1: Skew Frobenius mapping in 2 KSS-16 curve.

multiplication (in [F .. However, it has a necessary consequence for the com-
putation of the second part of the final exponentiation. Indeed, powering f,
the result of the Miller loop, to the p® — 1 makes the result unitary [SB04]. So

during the hard part of the final exponentiation, which consists of computing
841
£57), all the elements involved are unitary. This simplifies computations, for

example, any future inversion can be implemented as a Frobenius operator,
more precisely f~! = 77" which is just a conjugation [SB04], [SLO3].

The hard part @ can be efficiently calculated using Ghammam'’s et al.’s
works [GF16a] addition chain algorithm.
In this chapter, we reduce the number of temporary variables used in the

@®+1)
[GF16a] to calculate ﬂ857500 ", where f is the result of computing the first

part of the final exponentiation. The number d = 857500, chosen in [GF16a]
results efficient addition chain calculation that ultimately helps efficient hard
part evaluation. Table 7.5 shows the space-optimized final exponentiation.
The squaring during hard part computation appeared operation, and it can
be efficiently carried out using Granger et Scott [GS10] cyclotomic squaring.
Their method consists of: Let A be a G3 element that is actually in a cyclo-

tomic subfield. So A = (ap + a1y) € Fpu, it verifies AP™HD = Therefore,
(ag + a1y)(ap —a1y) = 1 or ag =1+ a%yz =1+ a%ﬁ can be obtained, where
A = (ap — ary) is a conjugate of A. By using this relation we can obtain the
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cyclotomic squaring as follows:

2 2 2
A ag + ajp +2apary

2 2 2 2 2
ag +aip+((ap +a1)” —ay — ay)y

1 +a%ﬁ+a%+((ao+a1)2—1—a%ﬂ—a%)y
(1+2a18) + (a0 + @)’ = 1= af(1 + B))y

I—.Ier_e, oply two squaring in IF s where in normal IF ;s squaring requires 2 mul-
tiplications in Fs.

Instead of computing the cyclotomic squaring, Karabina has proposed in
[Kar13b] a new method for computing the squaring in the cyclotomic sub-
group. This method is called compressed squaring. It contains two steps,
compression where we compute the squaring of the compressed form of an
element in the cyclotomic subgroup of IFx. Then, before performing another
operation except the squaring, we have to use the decompression form of
the element in question. In his chapter, Karabina proved that his method is
applicable when the extension degree k = 243% with q,b € N and a,b > 0
and he presented the example of computing the compressed squaring in the
cyclotomic subgroup of IF .. However, in our work, we consider only the
cyclotomic squaring.

The overall optimizations can be seen as the following Algorithm 16.

7.4 Experimental Result

This section gives details of the experimental implementation. The source
code can be found in Github!. The implemented code is not optimized for
any specific platform. Instead, it is written keeping in mind of scalability
with the change of parameters. The sole purpose of the piece of code is to
compare the Optimal-Ate pairing operations between CVMA (this work) and
Karatsuba based implementations [Kha+17b] while applying state-of-art al-
gorithms.

7.4.1 Experiment Environment and Assumptions

Table 7.6 shows the implementation environment used to evaluate the pro-
posal.

The authors made no attempts to utilize multiple cores of the CPU. The data
type of mpz_t of GMP is used to define the big integer in IF,. The code is
compiled with -03 flag in gcc. To compare the prime field operations of pair-
ing, we assumed that 8 prime field addition A, in the above environment is

1ht’cps: / / github.com/alaminkhandaker/KSS16-opt-ate
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TABLE 7.5: Final Exponentiation with reduced temporary vari-

ables of [GF16a].

Operation Cost

Input: f,u,p,r
d(pgﬂ)

Output: f; ~
Temp.Var:t, ty, t1,- -+ , t1a
fie 7 fi e fis f7
to— f2 0 — 12 At 25:16
P P f0D, 1(u+1)2 2E,
ty—t3xty Flr b 1My6
t5 « tY, tg «— tg 1uB, 153 1E, + 1Mp15 +2S.16
t7 — 18, tg — 12 32, 54 4816
to e 17171, 1o — 12 28, f56 1M, + 116
h1 e 1g, tp — tf fi°B, fB 2E,
t — tip * Iy S50 pa M6
to — th, 1y — 157 fA, f7mA 1E, + 1S.16
to — 2, tp — £, 18, f1258 2Mys + 25,16
bt a1 _ ge 1My6
ts— 12ty —t] flzcz; f8ua 3516
b tyxto £ 1M
12—yt f12c2—7uA _ f1c6 1M;6
ty 2, tg — t fi224; froa 2E,
t7 e t¥, tyo — 13 f frea 1E, + 1846
to — 12,19 — 13 Dub; foub ZM;6 +4S.16
ty e tg, g tyx 1o 75uB, f100u 1C16+ 1My
to — £2, 14”2A 1846
tg e (t10 * ta) ™! friwea-Tous = fa 1M,16
t3 < tio * 13" frea 1M,
ty  t3 % to f]3u2A+100xB _ flcs 1Mp15
1 e 2t — 12, 5B 1048 1Myt6 +3Sc16
ty — fo * g FRARIOEE = pe | Mg
e — 12,1 13 fROA fE0B IMI® + 35,16
ty « to+ hpty  to % tg f155u28;f:12u3A—55uzB - ﬁo 2M;6
ty o 12 248 1Cy6 +3Se16
ts t;l « t{zl fl—u4A—24u3B 1 M;6
tg 13, tg gty f196 1C16 + 1M

I7 < I5 * tg

tg — 1,
Bt

11 14 ¥l Rl x g
[72 6
t2<—t0 *tg
4
t<—t9*t2*t1*t£

return ¢t

f—u4A—24u3B+196 = F%
1 -1

7TA _ FC7

1 1
fC1P+6393+C5P5+C7P7
1

szP2+06P6
! 8

@%+1)

d r

1

1Mp1a

ZMPm + 25016
3Mp15 + 4(15M)
1Mp15 + 2(12M)

3M, + 1(8M)

almost equivalent to 1 multiplication(M,) in IF, with respect of time. The as-
sumption is based on the average time of 1 million iterations of A, and M, of
operand size ~ 334-bit. The authors also found that for the above settings, the
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Algorithm 16: The improved Optimal-Ate pairing algorithm for KSS-16
curve using CVMA

Input: u, P € G; C E(F4), Q" € G, C E'(F 1)

Output: e(Q’, P)

Pre-compute O, P, y;l,z‘z,z‘25 > (see Alg. 15)
el <
for i = |log,(u)| downto 1 do
fe 2 @), T 2T > (apply Alg. 14 )
if u[i] =1 then
L f f-l_T-,/Q-,(P), T «— T+ Q" > (apply Alg.14 to solve Eq.(7.24))

if u[i] = -1 then
L f e« f~l_T-/,Q/(13), T' «— T — Q> (apply Alg.14 to solve Eq.(7.24))

01 — [u]Q > (here Q1 = T")
Q2 < [plO’ > (Skew Frobenius map Section 7.3.4.2)
feflo0P) > (Alg.14)
fi <—f11’3 > (Forbenius map of p%)
feffi > (Alg.14)
fef- lQ/,Q‘/(P) > (Alg.14)
f1 < f(ps_l) > (1L + 1M,6)
841

f <—f1de > (Alg.7.5)
return f

TABLE 7.6: Computational environment.

CPU" Memory | Compiler | OS Language | Library
Intel(R) Core(TM)

4GB GCC5.4.0 | Ubuntu 16.04 LTS C GMP v 6.1.0 [Gt15]
i5-6500 CPU @ 3.20GHz

assumptions hold in other environments. The authors also compare the cy-
cles count of the operations, obtained from CPU’s Time Stamp Counter. It is
worth mentioning that none of the time and cycles promise constant output
for a specific operation in a particular environment due to several operating
system factors.

The parameter is chosen according to [BD17]’s suggestion for to make DLP
size secure enough against exTNFS [KB16] as is shown in Table 7.7. The
chosen parameter is twist-secure but does not guarantee subgroup security.
However, finding both twist-secure and subgroup secure parameters with
the lowest hamming weight can be a matter of time.

7.4.2 Result and Analysis

Table 7.8 shows the total number of operations in IF, for notable finite field
operation applied in pairing calculation. The negative value refers to the
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TABLE 7.7: Selected parameters for 128-bit security level ac-
cording to [BD17].

Curve | Integer u HW(u) | log,u] | log, p(u)] | log, r(u)] | [log, k|
KSS-16 | u =233 232213 _pll 4 26 11 6 34 334 259 5344

decrements of operations after applying the CVMA technique. As aforemen-
tioned, CVMA reduces the number of A, for multiplications and squaring
over the extension field. Although the Frobenius map in 4 is free of cost;
however, the Frobenius map in s in CVMA costs more than Karatsuba
based constructions. The inversion in [F,4 is costlier in CVMA. But in terms of
total operation, the CVMA approach shows better performance than Karat-
suba approach.

Then, in Table 7.9 we compare Miller algorithm with CVMA with Miller al-
gorithm with Karatsuba concerning operation count. Table 7.11 shows com-
parison for Final exponentiation in terms of operation count.

In the following Table 7.10 we compare the Pseudo 8-sparse multiplication
with CVMA with Miller algorithm with Karatsuba concerning operation count.

Miller’s algorithms proposed pre-computation cost is negligible compared to
the rest of the computation. The Karatsuba based implementation takes 101
less IF, multiplication than CVMA in Miller’s algorithm. However, such an
advantage is overtaken by the number of reduced addition in CVMA com-
pared to Karatsuba. The 3.4% improvement is seemingly very insignificant in
terms of 1 pairing. However, a real pairing-based protocol requiring multiple
pairings can be benefited from it.

Table 7.12 shows execution time in millisecond (rounded 2 decimal places)
and cycle counts for Optimal-Ate pairing implementation for the Table 7.6
settings. The primary purpose of this execution time comparison is to show
that the theoretic optimization also reflects in the real implementation. How-
ever, the implementation does not guarantee constant time operation which
is crucial in the context of the side-channel attack. The negative value refers
to CVMA's efficiency over Karatsuba based implementation. The cycle counts
are almost coherent with the time performances. The execution time also
binds with the respective operation counts of Table 7.9, Table 7.11. The total
pairing time is significantly influenced by the hard part of the final expo-
nentiation. It may seem confusing that 0.7% reduction of operation count
for the FE hard part in CVMA, results in relatively more faster execution
time. However, we relate this irregularity to cyclotomic squaring operation.
Since towering is involved, therefore, the extension field operations are im-
plemented in top-down order. Therefore, in CVMA, the FF s squaring for cy-
clotomic squaring operation, calls IF« squaring; which is more efficient than
the Karatsuba counterpart (Table 7.8). The further time-profile investigation
finds that the number of times GMP library calls its memory allocation/real-
location impacts in the execution time.
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TABLE 7.9: Miller’s algorithm (MA) operation comparison with
respect to IF, addition.
CVMA Karatsuba Increment
approx %

Operations | M, | A, L | M, | A, I, | of A,
MA 6679 | 23663 | 41 | 6578 | 27194 | 41 | -2723 -34
MA pre-com | 98 212 2 |94 280 2 | -36 -3.5

TABLE 7.10: Comparison in terms of operation count for

Pseudo 8-sparse multiplication.

CVMA | Karatsuba
Increment of A, | approx %
My | A | My | A
Pseudo 8-sparse multiplication | 54 | 205 | 54 | 229 | -24 -3.6

7.5 Summary

This chapter shows several improvement ideas for Optimal-Ate pairing in
the less studied KSS-16 curve while revisiting [Kha+17b] to find more effi-
cient Miller’s algorithm implementation technique for Optimal-Ate pairing

e applied a combination of normal basis and the polynomial basis for F e

extension field operation.

The selling point for of CVMA in this work is F,s extension field op-
eration. It requires fewer IF, additions than its Karatsuba counterparts.
However, Inversion and Frobenius map for the s is still expensive
for the applied towering.

The authors optimized inversion operation cost for CVMA approach.

Optimized the pseudo 8-sparse multiplication for CVMA, which be-
comes 3.6% efficient than the similar method presented in IndoCrypt’17
[Kha+17b].

The final exponentiation by Ghammam et al. [GF16a] is more memory-
optimized now.

The main drawback of this CVMA setting is the inversion in [F,« and Frobe-
nius map in F . As a future improvement, we would like to find settings
which can overcome these obstacles. The implementation and execution time
given here is a comparative purpose. It can be more optimized by careful
low-level prime field implementation.
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TABLE 7.11: Comparison in terms of operation count for Final
exponentiation (FE).

CVMA Karatsuba Increment
approx %
Operations M, Ap Ayi M, Ap Ay | of Ay
Final exp. [hard] | 19134 | 93933 | 2744 | 19102 | 96129 | 686 | -1796 -0.7
Final exp. [easy] | 217 792 215 890 -82 -3.1

TABLE 7.12: Time comparison in millisecond [ms] of CVMA vs
Karatsuba based implementation of Pseudo 8-sparse Optimal-

Ate.
Increment in %
CVMA Karatsuba
[-ve refers decrement]
~ Time [ms] | Cycles ~ Time [ms] | Cycles Time | Cycles
Pairing pre-
0.05 159161 0.05 156660 0 1.6
computation
Miller’s algo. | 2.23 7125491 | 3.45 11010338 | -35.4 | -35.3
FE [easy] 0.12 378786 0.13 413408 7.7 | -84
FE [hard] 7.13 22765766 | 10.18 32507719 | -30.0 | -30.0
Total 9.53 30429204 | 13.81 44088125 | -31.0 | -31.0
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Chapter 8

Efficient G, Scalar Multiplication
in KS§S-16 Curve

8.1 Introduction

8.1.1 Background and Motivation

Pairing-based protocols are getting popular in many cryptographic applica-
tions. In general, pairing is a bilinear map of two rational point groups G,
and G; to a multiplicative group Gz [SCA86]. The typical notation of pair-
ing is G1 X G2 — Gs. Pairing algorithms involve computations on elements
in all three pairing groups, G1, G, and G3. However, most of the protocols
usually require additional scalar multiplication and exponentiation in any
of these three groups. The Gallant-Lambert-Vanstone (GLV) method is an
elegant technique to accelerate the scalar multiplication which can reduce
the number of elliptic curve doubling by using Straus-Shamir simultaneous
multi-scalar multiplication technique. However, efficiently computable en-
domorphisms are required to apply GLV for the elliptic curves. This chapter
shows the GLV technique by deriving efficiently computable endomorphism
for Kachisa-Schaefer-Scott (KSS) [KSS07] pairing-friendly curves of embed-
ding degree k = 16 (KS5-16) in the context of Optimal-Ate pairing.

The motivation to work on KSS-16 curve came from the recent work of Bar-
bulescu et al. [BD17] and Khandaker et al. [Kha+17b], where they concluded
that with the new parameters for pairing-based protocols, KS5-16 curve is a
better choice for Optimal-Ate pairing over BN curve.

Moreover, Scalar multiplication dominates the execution time of any elliptic
curve cryptography (ECC) algorithms. The conventional approach to accel-
erate scalar multiplication are log-step algorithm such as binary and non-
adjacent form (NAF) methods. However, in the context of asymmetric pair-
ing where there exists no efficiently computable isomorphism between G;
and G, a more efficient approach is to use GLV [Sak+08; KN17]. In order
to accelerate scalar multiplication, Gallant-Lambert-Vanstone [GLV01] pro-
posed a technique for rational points of prime order known as GLV method.
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Fundamentally, it divides the scalar into half of the bit length of the origi-
nal one that reduces the number of doubling. The critical point of this tech-
nique is that there should have to be an efficiently computable endomor-
phism. Otherwise, the advantage obtained from reduced doubling will not
affect the acceleration.

8.1.2 Contribution

The significant contributions of this chapter are (I) obtaining the endomor-
phism to enable GLV decomposition for G, rational point in KSS-16 curve.
(IT) Deriving dimension 2, 4 and 8 GLV decomposition along with finding ef-
ticiently computable Frobenius maps. (III) Implementation of the derived
techniques and their comparison. This chapter shows that increasing the
dimension of decomposition not necessarily accelerate the scalar multipli-
cation. In the case of G, points of KSS5-16 curve, our experiment finds that
dimension 4 is the fastest.

8.1.3 Related Works

There is a vast literature on GLV decomposition in pairing-friendly curvesi.e.
Barreto-Naehrig [BN06], Kachisa-Schaefer-Scott (KSS) curve of embedding
degree 18, [Sak+08; KN17; Nog+09; FLS15; GLS11]. The common fact of in
such literature is, they all applied GLV on sextic twisted curves. However, in
our knowledge till date, there is no literature on GLV decomposition for KSS
curve of embedding degree 16 where at most degree 4 twist is available.

8.2 Fundamentals

We refer to the following :

¢ Kachisa-Schaefer-Scott curve of embedding degree k = 16 defined in
Section 6.2.1 of Chapter 6.

Elliptic curve point addition and doubling from Section 2.6 in Chapter
2.

IF i towering from Eq.(3.6) from Chapter 3.

IF 16 extension field arithmetic from Section 6.2.2 in Chapter 6.

Optimal-Ate pairing on KSS-16 curve from Section 6.2.3 in Chapter 6.

for the related fundamentals to understand the proposal this chapter. The
fundamental of GLV is summarized in the following section.

8.2.1 Gallant, Lambert, and Vanstone (GLV) Decomposition

In CRYPTO 2001 [GLV01], Gallant, Lambert, and Vanstone found that any
multiple [s]Q of a point Q of prime order r lying on an elliptic curve with a
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low-degree endomorphism ® over IF, can be calculated as follows:

[s10 = 510 + 22(Q), (8.1)

where max|s1], [s2] < C14/r for some explicit constant C; > 0. The main idea of
the GLV trick is it exists essentially in an algorithm that finds a decomposi-
tion of an arbitrary scalar multiplication [s] for 0 < s < r into two scalar mul-
tiplications, while the new scalars are having only about half the bit length
of the original scalar. This immediately enables the elimination of half the
doubling by employing the Straus-Shamir simultaneous multi-scalar point
multiplication. Later on Galbraith-Lin-Scott (GLS) have shown that over F ..
This chapter focuses on such a trick for the KSS-16 curve in the context of
Optimal-Ate pairing.

8.3 Proposed GLV technique for GG, Rational Point
on KSS-16 Curve

As aforementioned, Optimal-Ate pairing is computed over a twisted curve.
Therefore, the following sections will describe the twist property of KSS-16
curve and the procedure to obtain GLV decomposition in the G, group of a
KSS-16 curve.

8.3.1 Quartic Twist of KSS-16 Curves

There exists a twisted curve with a group of rational points of order r for a KSS-
16 curve. This isomorphic rational point group includes a twisted isomorphic
point of Q € Gy C E(FF ), typically denoted as Q" € E'(IF /), where k is the
embedding degree and d is the twist degree. Since the pairing-friendly KSS-
16 [KSS07] curve has CM discriminant of D = 1 and 4|k; therefore, a quartic
twist is available.

Let f be a certain quadratic non-residue in IF 4. The quartic twisted curve E’
of KS5-16 curve E defined in Eq.(6.1) and their isomorphic mapping 4 are
given as follows:

E : y*=x>+axp™!, a€cT, (8.2)
/70 E’(IFPAL)[?‘] — E(IFplé)[r] N Ker(ﬂp - [p]),
(x,y) — (5'x, By), (8.3)

where Ker(-) denotes the kernel of the mapping and 7, denotes Frobenius
mapping for rational point.

For the above mapping, the vector representation of

Q = (xg,y0) = (B xg, f**yg') € Fus
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is obtained according to the given towering in Eq.(7.1). Here, xo- and y- are
the coordinates of the rational point Q’ on quartic twisted curve E’.

8.3.2 Elliptic Curve Operation in Twisted Curve E’

Since E’ in Eq.(8.2) is different from E, therefore, the elliptic curve addition
and doubling operation slightly changed. Let us consider T = (yxr/, yoyr),
Q = (yxg/, ywyg) and P = (xp, yp), where x,, y, € IF, given in affine coordinates
on the curve E(F,s) such that T" = (xr/, yr), Q" = (xg’, yor) are in the twisted
curve E’ defined over F . Let the elliptic curve doubling of T + T = R(xg, yr).

_ 3x%,y2 +a 3x%,ya)_1 +a(yw)™!

7

2yryw B 2yt
3x2, + ac laB)w
62 B e
ZyT/

since yo™' = w,(yo)! = 0wp™!, and af! = (a+0a + 08+ 0ap)f! = ap! =
ac'aB, where a® = c. Now the ECD are obtained as follows:

xg = (M)2w? =2xpy = ((X)? = 2xp)y,
yr = (A —xord —yr)yo.

The elliptic curve addition phase (i.e. T # Q) can be written as T + Q
R(xR, yr)-

o —yrlye _ (o —yro _
(xgr = x17)y XQr — X1 ’

(V) =xr —xg)y,

yr = (xpA —xp A —yr)yo.

A

XR

8.3.3 Finding Endomorphism between p and u

Let us find an endomorphism between the prime p and the integer u from
using the Hasse’s theorem

p+1-t=0modr,
as follows:

t—1modr,
2u° +41u mod r. (8.4)

P
35p

The modulus of order r defined in Eq.(6.2b) can be expressed as

u® +48u* + 625 mod r = 0. (8.5)
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From the above equation we approach to find the relation between p and u
as follows:

2u® +96u* +2-5* modr = 0,

35pu® — 41u* +96u* +2-5* mod r = 0,

35pu® +55u* +2-5* mod r = 0,

7pud +11u* +2-5° mod r = 0,

11u*+2-5modr = -7pu’,
1Mu+2-5umodr = -7p. (8.6)
Let us take 4-th power of both side of the Eq.(8.6).
74* = (11u+2-5%u73)* mod r,
= 11%* +8-5°113 + 24 - 5%11%u7* + 32 - 11 - 5%u 8

+24512712 mod r. (8.7)

Multiplying u™1? with Eq.(8.5) result in the following relation.
ut+48u7% + 5% 2 mod r = 0.
Afterward multiplying 25% with the above equation is obtained as follows:
2%55%7% + 48 - 2*5% 7% + 2512 2 mod r = 0,
which helps to simplify the Eq.(8.7) as
74 = 11%* +8-5%11% + 24 - 5%11%4* + 32 - 11 - 5778
—2*5%7* - 48-2*5% " mod r,
= 11%4* +8-5°11° + 2504 - 5°4*
+992-58%,78 mod r. (8.8)
At this point let us multiply 992 - 5*u~8 with Eq.(8.5) to obtain
992 -5* +992-48 - 5% * +992- 5% mod r = 0.
Using the above relation, Eq.(8.8) can be expressed as

74% = 11%% + 8- 5°11% + 2504 - 5%, 74 - 992 - 48 - 54y~
~992-5* mod r,
= 11%*x* + 5688 - 5% + 14984 - 5*u~* mod r. (8.9)
Now, let us multiply 14984u~* with Eq.(8.5) to obtain the following equation

as
14984u* + 14984 - 48 + 14984 - 5* mod r = 0. (8.10)
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Substituting the above equation in Eq.(8.9) the final relation can be obtained
as follows:

74% = 11%x* + 5688 - 5° — 14984u* — 14984 - 48 mod r,
= (14641 — 14984)u* + (711000 — 719232) mod r,
= —343u* - 8232 mod r,
7p* = —u* — 24 mod r. (8.11)

Finally, u* = ~7p* - 24 mod r is the endomorphism we are interested in. Since
the relation is obtained for u?, therefore, we can apply it for 2 dimension
GLV decomposition. The reason can be anticipated clearly as the order r is a
polynomial of degree 8 of the integer u.

8.3.4 GLV for the Group Having Order r(u)

We can apply at most ¢(16) = 8 dimension GLV decomposition for G, rational
point group; since the KSS5-16 is a curve defined over an extension field of
degree 16. Here ¢ is the Euler’s totient function. However, as discussed
in the introduction, there is always a trade-off between the number of pre-
computation and the dimension of GLV for any curve.

In the context of KSS-16, p'® — 1 can be divisible by r from the definition of
pairing. Therefore, we got the following equations.

p'°=1(mod r), (8.12a)
p=-1(mod r), (8.12b)
pt= V-1 =i (mod r). (8.12¢)

Since -1 is a QNR in [F,, therefore, V-1 exists in IF,,.

8.3.4.1 Dimension 8 GLV Decomposition

Since order r of the KSS-16 curve defined in Eq.(6.2b) is a degree 8 polynomial
of integer u, therefore, to obtain dimension 8 GLV decomposition of a scalar
s as the following form

s=sg+us;+ u232 + u333 + u434 + u535 + u6s6 + u737,
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we need to find a relation between above degrees of u and prime p. Let us
tirst obtain a relation between degree 1 of u and p as follows:

p=t—1(mod r),
35p = 2u° + 41u (mod r), (see Eq.(8.4))
35p = u(2u* +41) (mod r),
35p = u(2(—7p4 —24)+41) (mod r), (see Eq.(8.11))
35p = u(-14p* — 7) (mod r),
5p = u(-2p* — 1) (mod r),
u =5p(-2p* —1)"! (mod r),
u = 5p(—2i —1)"! (mod r), (see Eq.(8.12¢))
u = 5p(-2i — 1)1 (=2i = 1)(2i = 1)/5 (mod r),
u=pRi-1)(mod r),
u= 2p5 —p (mod r). (8.13)

8.3.4.2 Dimension 4 GLV Decomposition

To obtain the dimension 4 decomposition, we derive the relation between
degree 2 of u and p as follows:

u? = p*(2p* —1)*> (mod r),
W2 = pP(—4 —4p* +1) (mod r), (see Eq.(8.12b))
u? = —4p® - 3p? (mod r). (8.14)

8.3.4.3 Dimension 2 GLV Decomposition

Modular equation for dimension 2 GLV is already obtained in Eq.(8.11). How-
ever, we can verify that as follows:

ut = p*(—4p* - 3)% (mod r),
ut = p*(=16 + 24p* + 9) (mod r), (see Eq.(8.12b))
ut = —7p* — 24 (mod r). (see Eq.(8.12b)) (8.15)

Beside u, u? and u* we also need to find the endomorphisms for u?,u®,u® and
u’. Using the above Eq.(8.13), Eq.(8.14) and Eq.(8.15), they can be given as
follows:

ud = 11p3 - 2p7,

u’ = 38p —41p°,

ub = 117p% + 44p,
u’ = —278p% —29p”.
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8.3.44 Dimension 2 GLV with Joint Sparse Form

In [GHPO04], Solinas proposed a joint sparse form (JSF) for two integers. Let
say the two integers are sy and s;. The JSF representation of sp and s; will
ensure that their joint Hamming weight is minimal among all signed bi-
nary representations of the same pair of integers. Therefore, we combined
2-dimensional GLV with JSF to make the scalar multiplication faster.

8.3.5 Applying Straus-Shamir Simultaneous Multi-Scalar Mul-
tiplication Technique

In what follows let us denote the 2-dimension as 2-Split, 4-dimension as
4-Split and 8-dimension as 8-Split scalar multiplication. In our experimen-
tal implementation, we adopted the parameter suggested in [BD17]. Using
[BD17]’s settings the integer u is obtained as 35-bit and order r as 263-bit.
Therefore, the maximum bit length of an s is < 263-bit.

8.3.5.1 2-Split and 4-Split Scalar Multiplication

The 2-Split scalar multiplication can be expressed as

[s10 = [s0]Q + s1[u*]Q. (8.16)

For the above representation, we need at most 2> pre-computed points and
2-bit (one for sp and another is s;) simultaneous multi-scalar multiplication.
Similarly, 4-Split can be calculated as

[s1Q = [50]Q + s1[4*]Q + s2[u*]Q + s3[u°]Q, (8.17)

using 2* pre-computed rational point patterns applied in 4-bit (s3, s, 51, 50)
simultaneous multi-scalar multiplication.

8.3.5.2 8-Split Scalar Multiplication

The 8-Split multiplication can be a little bit tricky since the usual way will
calculate 28 pre-computed points. Since u = 35-bit, the maximum length of
the scalar after the dimension 8 decomposition will be < 35-bit. Therefore, at
most 35 pre-computed points will be utilized during the multi-scalar multi-
plication. As a result, we separated the scalar into two groups as (s3, 52, s1, 0)
and (s7, se, s5, s4). Then we pre-computed 24 + 2% = 32 rational points. Figure
8.1(a) shows the pre-computation steps. Among the 32 pre-computed points
each of the points will be utilized at least once during multi-scalar multipli-
cation. Finally, we combined the result of the two separately obtained multi-
scalar multiplication by one extra elliptic curve addition. As a result we can
save 28 — 32 = 224 pre-computation. Figure 8.1(b) shows the computation of
the loop where simultaneous multi-scalar multiplications are carried out.
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[logy ul/8 a
- Decimal | 83 892 51 S0 | Pre-computation’s operation 50 1 i) — 1
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FIGURE 8.1: (a) Pre-computation of rational points for dimen-
sion 8 GLV. (b) Computation of SCM for dimension 8 GLV.

To obtain the pre-computed rational points we need to calculate

[p1Q, [p%10, -+, [P710

as shown in Figure 8.1(a). Thanks to Frobenius map which can be calculated
with a few multiplications in IF,. Moreover, since rational points in G, have
isomorphic twisted points in G, c E'(F,), therefore, skew Frobenius map
[Sak+08] can be applied as shown in the Section 8.3.6.

8.3.6 Skew Frobenius Map to Compute [p|Q’
From the definition of Q € G, we recall that Q satisfies [z, — p]Q = O or
7,(Q) = [p]Q, which is also applicable for Q’. Applying skew Frobenius map
we can optimize [p]Q’ calculation. The detailed procedure to obtain the skew
Frobenius map of Q" = (xg', yo') € G} C E'(IF4) is given bellow:
(oY) = (x)fyP.
After remapping
-1
Py = (VAT

The (}/2)1%1 term can be simplified as follows:

3T = (BT, sincep=5mod$,

= (@)%
p-5
= (@) 7 «q,
p-5

= Fa (8.19a)
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Recall that ¢ = 2 in Eq.(7.1).

Similar way the skew Frobenius map of yo is given as,

(yoryo) = (yo Pyfol.

After remapping
-1 -1
WPy = oY )T (@)

(yz)[%1 is calculated same as Eq.(8.19a). The (wz)’%l term is calculated as fol-
lows:

(602)1%1 = (Yz)j%l, since p = 5 mod §,
p-1_
= ﬂ 4 1ﬂ,
-5
= @78,
= (@ lap,

p-13
= (a) ™ afp,
p-13
= ¢ 16 aﬂ.

The above constant terms will be pre-calculated. Now the xo/)?, (yo/ ) € Fpu
can be easily calculated where the coefficients will change positions and sign

while multiplying with basis elements. For example (xQ/)f’(yZ)p%1 € Fu can
be calculated as

(er)p(yz)PT = (ap+ara+axf+ agaﬂ)f’cpTa,
3p-7
8

= (—ajc+ apa — azcf + axaf)c

Here it costs 4 multiplication in [F,. In the similar way (yQ/)P(yz)l%1 (a)z)p%1 can
be calculated in costing 4 M,. Therefore, a single skew Frobenius map will
cost 8 multiplications in [F,.

During the pre-computation stage of GLV method we also need to compute

(1’10, [P°1Q', 112, [P°1Q’, [p°1Q", [p°1Q’, and [p”]Q" skew Frobenius maps.

The procedure is similar to computing [p]Q’. Interestingly, the coefficients
basis positions after the skew Frobenius map is similar for [p]Q’ and [p°]Q’
pair; [p°]Q and [p”]Q’ pair, [p?]Q’ and [p®]Q’ pair. Only constant multiples

will be different.

8.4 Experimental Result Analysis

To determine the advantage of the derived GLV techniques, in one hand we
applied the twisted mapping to map rational point Q € G, C E(FF ) to its
isomorphic point Q" € G, c E'(F,x). After that, we performed the scalar
multiplication of Q’. Then the resulted points are re-mapped to G, in [F 6. On
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the other hand, we performed scalar multiplication using the GLV techniques
derived in Section 8.3. In the experiment, 100 randomly generated scalars of
size < r (263-bit) are used to calculate SCM for all the cases. Average value
of execution time presented in the millisecond is considered for comparison.
The source of the experimental implementation can be found in Github .

In the experiment, KSS-16 curve over [, is obtained as y?> = x> + 1 by ap-
plying the parameters of Barbulescu et al. [BD17] for 128-bit security level.
Table 8.2 shows the experiment environment used for comparative evalua-
tion. No optimization is done to execute the program in multithreading.

TABLE 8.1: Curve parameters.

u = 35-bit P r t
235 _ 232 _9218 4 28 4 1 | 339 -bit | 263 -bit | 270 -bit

TABLE 8.2: Experimental Implementation Environment.

CPU Memory | Compiler | OS Lfinguage &
Library

Intel(R) 2.7' GHz 16GB 421 nTacOS High | C

Core(TM) i5 Sierra 10.13.6 | GMP v 6.1.0 [Gt15]

TABLE 8.3: Maximum length of scalar s after GLV decomposi-
tion in different dimensions.

Normal
Max bit length 2-Split | 2-Split JSF | 4-Split | 8-Split

binary
of s after GLV
263-bit | 139-bit | 139-bit 69-bit | 35-bit

Table 8.3 shows the maximum bit length after applying the GLV technique on
a scalar of length 263-bit. Table 8.4 shows the number of operation required
to perform single ECA and ECD in E'(IF4). Table 8.5 shows the result with
respect to ECA and ECD count and time [ms]. From the results, it is clear that
4-Split is the fastest among the techniques followed by the 8-Split. Logically
8-Split should be faster than the 4-Split since its loop length is half of the 4-
Split. In other words, 8-Split requires about less than half of 4-Split’s ECD
during loop execution. However, combining two 4-Split for one 8-Split in-
creases the number of ECA. As a result, the total ECA count in the loop for 8-
Split is almost the same a 4-Split. The significant fall back of 8-Split compared
to 4-Split comes from its number of pre-computed rational points. Moreover,
the total number of pre-computation also increases the other overhead cal-
culations such as initialization, memory allocation, padding 0 in MSB of the

1h’ctps ://github.com/eNipu/candar_glv.git


https://github.com/eNipu/candar_glv.git
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TABLE 8.4: ECD and ECA cost in E’(F ).

ECD cost in E'(FF ) ECA cost in E'(FF 1)
3M4 + 8A4 + 1[4 + 1Mp 2M4 + 6A4 + 1I4

decomposed scalar smaller than the max length. Which also impacts on the
execution time.

TABLE 8.5: Comparative result of average execution time in
[ms] for scalar multiplication.

Pre-computation InSCM i
Algorithm Time [ms]

Operation #ECA | #ECD | #ECA | #ECD

Normal binary 0 0 120 | 262 42.81
2-Split 5 6 98 138 28.48
2-Split JSF 8 6 66 138 25.16
4-Split 24 20 64 68 19.09
8-Split 52 47 67 34 21.85

8.5 Summary

This chapter shows the explicit formula to apply the GLV decomposition to-
gether with Straus-Shamir multi-scalar multiplication technique for efficient
Gy scalar multiplication which is a significant operation in many pairing-
based protocols. The experimental implementation confirms the correctness
of the derived technique. The comparative implementations show that di-
mension 4 is faster than 8 and 2. There is still scope to make the technique bet-
ter by optimizing the pre-computation which will reduce the number of ECA
and ECD. As a future work, we would like to reduce the pre-computation
cost by optimizing the Frobenius map calculation together with the applica-
tion of non-adjacent form (NAF) and evaluate the acceleration in a pairing-
based protocol.



127

Chapter 9

Conclusion and Future Works

The primary objective of this thesis was to contribute to settling pairing-
based cryptography protocols into practical use. The innovative protocols
mentioned in this thesis still obstruct with execution time. To solve this prob-
lem, we proposed several improvements to accelerate pairing and related
algorithms.

Chapter 2 defines the necessary fundamentals. Chapter 3 shows a com-
parative implementation of scalar multiplication for sextic twisted KSS-18
curve and quartic twisted KSS-16 curve. Chapter 4 proposes pseudo 12-sparse
multiplicationn to accelerate pairing over KSS-18 curve at the 192-bit secu-
rity level. Chapter 5 proposes efficient scalar multiplication for G, rational
point groups using skew Frobenius map in KS5-18 curve. In Chapter 6, we
presented state-of-the-art improvement of Miller’s algorithm for pairing at
128-bit security level using KS5-16 curve. Chapter 7 shows the technique to
improve finite field arithmetic targeted for IF;is extension field using CVMA.
This chapter also revisits the work of Chapter 6 providing further improve-
ments. In Chapter 8, we presented the necessary procedure to decompose
scalars for scalar multiplication in G, group in KSS-16 curve. We also pre-
sented several decompositions and suggested that 4-dimension decomposi-
tion is optimal for the purpose.

From the experimental results presented with each chapter, resembles that
our proposed methods can substantially improve pairing calculation for the
targeted curves and accelerate processing times. Therefore, our research will
contribute to the acceleration of high-level security protocols such as ID-
based encryption and homomorphic encryption.

As future works, we would like to complete our ongoing, i.e., scalar multi-
plication on G; and efficient exponentiation on G3. Besides, we also want
to explore the possibilities of improving other pairing-friendly curves that
may exhibit more efficient pairing. We want to improve the implementa-
tion program. The ultimate target is to apply our improvements in the real
pairing-based application such as ID-Based encryption and group signature
at a practical level.
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Appendix A

Software Library

A.1 ELiPS Library

Most of the implementations of this research are compiled in an install-able
library. The library is named as ELiPS. ELiPS: Stands for Efficient Library
for Pairing-based Security. ELiPS is solely developed in Information Security
Lab, Okayama University. The paring group researchers of the solely devel-
oped it over the years. There was a previous version of ELiPS which only
supports 32-bit Unix OS.

The part I contributed is opened in the following GitHub link https: //github.
com/ISecOkayamaUni/ELiPS_KSS16 under GNU GPL v3.0 license. Installation
instruction can also be found in the library documentation of the GitHub
link.

The main goal of this library is

* to give the researchers a tool that can be easy to install, configure and
use regardless of platforms they use.

* With a basic idea of pairing-based cryptography, anyone will be able to
use this library for their research of cryptography protocols.

The current version of the library used GNU Build Systems, i.e., Autotools 1
for the building. Therefore it is now install-able in Unix like OS, i.e., Mac OS
X, Ubuntu 32, 64, Raspbian. The big numbers are implemented using GNU
arbitrary precision arithmetic library GMP 2. The library will be updated as
an incremental basis. Since to this date, ELiPS is still under development
software, commercial implementations may not be correct or secure and may
include patented algorithms.

1http://www.gnu.org/software/automake/manual/html_node/Autotools—Introduction.html
2https://gmplib.org


https://github.com/ISecOkayamaUni/ELiPS_KSS16
https://github.com/ISecOkayamaUni/ELiPS_KSS16
http://www.gnu.org/software/automake/manual/html_node/Autotools-Introduction.html
https://gmplib.org
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