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Recently, pairing—based cryptographies have attracted much attention. For fast pairing calculation,
not only pairing algorithms but also arithmetic operations in extension field should be efficient. Especially
for final exponentiation included in pairing calculation, squaring is more important than multiplication.
This paper considers squaring algorithms efficient for cubic extension field which is often used for pairing

implementaions.

1 INTRODUCTION

In this decade, pairing over elliptic curve has at-
tracted much attention to realize epochal public—key
cryptographic applications such as ID-based cryptog-
raphy [1] and group signature [2]. As pairings enable to
efficiently work for these appplications, several pairings
such as Ate pairing [3], Xate pairing [4], and R—ate pair-
ing [5] have been proposed. The above pairings consist
of two steps, one is a calculation by Miller’s algorithm,
and the other is so—called final exponentiation. In order
to provide fast these calculations, arithmetic operations
in the definition field should be efficient. Especially, for
final exponentiation, squaring is more important than
the other operations such as multiplication.

As the definition field of the above pairings, most
of researchers use optimal extension field (OEF) [6].
OEF can efficiently carry out arithmetic operations with
some efficient algorithms such as Karatsuba multiplica-
tion algorithm [6]. Of course, OEF provides fast squar-
ing by using efficient squaring algorithms such as com-
plex squaring algorithm [7] and Chung-Hasan squaring
(CH-SQR) algorithm [8]. However, OEF can not often
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be used as the definition field of pairings due to some
mismatches of the conditions of the parameters such as
characteristic p and extension degree m between OEF
and pairing. Thus, construction method of extension
field available regardless of these parameters is required.

For this requirement, the authors have proposed
type—(h, m) all one polynomial field (AOPF) [9]. Type—
(h,m) AOPF is constructed by Gauss period normal
basis (GNB) [10] whose preparation needs a certain pos-
itive integer parameter h in addition to characteristic p
and extension degree m. By changing h, type—(h,m)
AOPF is flexibly available for almost all pairs of p and
m. Additionally, the authors have proposed an effi-
cient multiplication algorithm in type—(h,m) AOPF,
namely type—(h,m) cyclic vector multiplication algo-
rithm (CVMA). By using type—(h,m) CVMA, type—
(h, m) AOPF can carry out multiplication and squaring
almost as efficient as OEF; however, in the cases that
m = 2 and 3, compared to the squaring algorithms ef-
ficient for OEF, type—(h, m) CVMA is not efficient for
squaring. Thus, for type—(h, m=2) AOPF, Kato et al.
and the authors have proposed efficient squaring algo-
rithms [11, 12] having the equivalent efficiency of the
squaring algorithm efficient for OEF. On the other hand,
for type—(h, m=3) AOPF, such squaring algorithm have
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not been proposed yet, although cubic extension field is
often used for pairing implementations [4, 13]. There-
fore, this paper introduces pseudo Gauss period normal
basis (PGNB), and derives a squaring algorithm efficient
for the type—(h,m=3) AOPF with PGNB.

Notation: F,, F,m, Fym, and E(F,m) denote a prime
field, an m~th extension field over I, the multiplicative
group in Fpm, and the elliptic curve defined over Fym.
For two integers m and n, m|n means that m divides
n. My, Sm, Am, Dpn, and L,, denote the calculation
costs of a multiplication, a squaring, an addition (a sub-
traction), a doubling, an one-half multiplication in F,m,
respectively.

2 FUNDAMENTALS

This section briefly goes over optimal extension field
(OEF) and all one polynomial field (AOPF).

2.1 Optimal Extension Field (OEF)

Bailey et al. have proposed OEF [6], which achieves
efficient arithmetic operations by using some efficient
algorithm such as Karatsuba multiplication method [6].
OEF is constructed by a polynomial basis as

a= %/n, (1)

where n is the constant term of an m-th degree irre-
ducible binomial over F,. In order to prepare the above
polynomial basis, p and m need to satisfy the conditions
such that each prime factor of m divides p — 1, for ex-
ample. Thus, OEF is not available for every pair of p
and m.

{1,0[7012, e 70/1’1,—1}7

2.2 All One Polynomial Field (AOPF)

The authors have proposed type—(h,m) AOPF [9],
which efficiently carries out multiplication and squaring
with cyclic vector multiplication algorithm (CVMA) [9]
in almost the same of OEF. Additionally, type—(h, m)
AOPF does not need any arithmetic operations for Frob-
enius mapping since type—(h, m) AOPF is constructed
by Gauss period normal basis (GNB) [10]. In what fol-
lows, this paper briefly introduces GNB and CVMA.

2.2.1 Gauss Period Normal Basis (GNB)

Suppose a positive integer h which satisfies

Condition 1 (the h of GNB)
1) r = hm + 1 is a prime number not equal to p.
2) ged (hm/e,m) = 1, where e is the order of p in F,..

Then, let d be a primitive h—th root of unity in F7., the
following multicative group is obtained,

<{<<pidk>>:0§i<m,0§k<h},->:]F’;, (2)
where (S, - ) means a multiplicative group with a non—
empty set S and ((t)) denotes ¢ (mod r) with an integer
t and a prime number r. Let 8 be a primitive r—th root
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of unity in Fje. In other words, it is a zero of the all
one polynomial (AOP) over F, as

=" ®
1=0

Then, GNB [10] is defined with the above h, d and 3 as
follows.

h—1
2 m—1 k
{%VPKYP 7"'7’71) }7 Y= E ,Bd erm. (4)
k=0

This paper especially calls it type—(h,m) GNB. This
basis has the following properties.

Property 1 The summation of the elements in type—
(h,m) GNB is given by

m—1 ; m—1h—1 o r—1 '
D= Y =>p8=-1 (5
1= i=0 k=0 i=1

because p and d satisfy Eq. (2) and the 8 is a zero of
the AOP as shown in Eq. (3).

Property 2 Type—(h,m) GNB can be prepared when-
ever 4p t m(p — 1) [10].

Since type—(h, m) GNB is prepared with a zero 3
of the AOP given by Eq. (3), the extension field con-
structed by this basis is called type—(h,m) AOPF. Ac-
cording to Prop. 2, type—(h,m) AOPF is available for
every pair of p and m when p > m.

2.2.2 Cyclic Vector Multiplication Algorithm
(CVMA)

Generally, as the parameter h of type—(h,m) GNB
becomes larger, multiplication and squaring in type—
(h,m) AOPF become more inefficient. In this section,
in order to give an example of the relation between the
parameter h and the efficiencies of multiplication and
squaring, this paper briefly shows type—(h,m) CVMA
[9] which is a multiplication (squaring) algorithm effi-
cient for type—(h, m) AOPF.

Let A, B and Y in type—(h, m) AOPF F,m be

m—1 m—1 m—1
A= Zalfypl, B= Zbl'ypl, Y=AB= Zympl, (6a)
1=0 1=0 1=0
(6b)
Then, type—(h, m) CVMA calculates y; in Eq. (6a) as

.

h—1
a =YY (ai—a;)(bi=b;) Y & [nli,4,k],  (7b)
k=0

0<i<j<m

ag, by, y; € IFp.

(when h is odd),
(when h is even),

—aib; — ¢ + hey, (73)
—aib; — ¢

where J, denotes the unit impulse function as

5.0 = { :

(when s =t),
(otherwise),

(8)
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and 1 means a function as
nli, g, k] = e[(p'+p d")],
e[{p'd")] =i,
With type—(h,m) CVMA, the calculation amounts of

a multiplication and a squaring are explicitly given as
follows.

(9a)

and €[0] = m. (9b)

M, — (erl)jw1
( h+2) —H—m)AH—Hl
(when h is odd), (10a)
(m h+2)>A1 (when h is even),
m(m—|—1
S = 5
h—+1
(m(2)() —1—|—m>A1—|-H1
+ (when h is odd), (10b)

(m(m_;)(hm) Ay (when h is even),

where H; denotes the calculation cost of a scalar—h mul-
tiplication in F,. As shown in Eq. (10a), type—(h, m)
CVMA needs more additions in F,, as h becomes larger.
Usually, A; is much smaller than M;. However, if the
number of additions in [, is quite large, it will not
be negligible. Thus, in order to carry out type—(h, m)
CVMA more efficiently, we should adapt the minimal
h among h’s such that the conditions for type—(h, m)
GNB are satisfied. Moreover, it is the most desirable
when h =1 or h = 2 because then type—(h,m) CVMA
are the most efficient.

3 SQUARING ALGORITHMS
EFFICIENT FOR F;

Chung and Hasan have derived some squaring algo-
rithms efficient for OEF [Fps from a certain approach
[8]. Also in the case of type—(h,m) AOPF F,s, we can
apply the derivation approach; however, it is a daunt-
ing challenge. Therefore, in order to derive a squaring
algorithm efficient for type—(h,m) AOPF F,s, we must
consider the different approach.

This section first runs over Chung—Hasan squaring
(CH-SQR) algorithms and the derivation approach, and
then shows the efficiency of the algorithms. After that,
by using the different approach, the authors derive a
squaring algorithm in type—(h, m) AOPF F,s which has
the efficiency equivalent to CH-SQR algorithms.

3.1 Squaring Algorithm Efficient for OEF F s
Let A and Y in OEF Fps be
2 2
AzZalal, Y:Azzz:ylal, (11)
1=0 1=0

ap, Y € Fp.
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Schoolbook method [7] calculates y; in Eq. (11) as

Yo = a(Q) + 2naias, (12a)
y1 = 2apay + naj, (12b)
yo = ai + 2apaz, (12¢)

where n is the constant number shown in Eq. (1). For

Eq. (12), the following matrix is considered with the
coefficients.
‘ a% 2apa1 a% 2a1 a9 a% 2asa9
Yo 1 0 0 n 0 0
Y1 0 1 0 0 n 0 (13)
y2 | O 0 1 0 0 1

Let U(y;) denote the row vector of the above matrix.
Chung and Hasan have derived efficient squaring algo-

rithms by representing U(yo), U(y1

) and U(yz) with 5

of the 24 vectors shown in Table 1 as follows [8].

Table 1: The vectors prepared by Chung and Hasan

i ] Vi Vi - WT
1 [L100O0OO] ad
2 000010 a2
3 [T11111] (ao + a1 + az2)?
4 1 —11 —111] (a0 — a1 + az)?
5 [16 8421 4] (4ao + 2a1 + az)?
6 | [16 —84 —214] (4ao — 2a1 + a2)?
7 124816 4] (ao + 2a1 + 4az)?
8 | [1 —24 —8164] (ap — 2a1 + 4a»)?
9 01000 0] 2a0a1
10 000100 2a1az
11 [432 102} 2(a0+a1+az)(2ao+a1)
12 [—4 3 —-210 2] 2(&0 — a1 + ag)(—an + a1)
13 [O 1 2342} 2(a0+a1+a2)(a1+2a2)
1401 —23 —4 —2] 2(ap — a1 + a2)(a1 — 2az)
15 [10—101—1} ((Lo—|—a1—a2)(ao—a1—a2)
16 010 —100] 2a1 (a0 — az)
1710 -1 —-10 —1] (a0 — a1 — 2a2)(ao0 + a1)
18 [0 110 —1 1] (2ao + a1 — (LQ)(G,1 + (12)
19 [10 —110 —1} (a0+a1—2a2)(ao—a1)
20 01 —101 —1] (2a0 — a1 — a2)(a1 — a2)
21 [1 000 —1 0] (ao =+ (lz)(ao — (12)
22 010100 2a1 (a0 + az)
23 [0 4010 0} 20,1(4(10 =+ CLQ)
24 [O 1040 0} 2@1((10 + 4(12)
T W denotes a vector as [a% 2apa1 a% 2a1as a% ZaQaO}T.
The case of CH-SQR; algorithm:
U(yo) = V1 + nVio, (14a)
U(y) = nVz + Vs, (14b)
U(yg) =Vi+ Vo —Vis. (140)
The case of CH-SQR, algorithm:
U(yo) = Vi + nVio, (15a)
Uly,) = nVa + Vo, (15b)
Uly2) = Vi + Vo = Vi + Vo + Vio. (15¢)
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The case of CH-SQR3 algorithm:

U(yo) = Vi + nVio, (16a)
U(yr) = nVa+ Vi + Vig — Vas, (16b)
Ulyz) = —V1 — Vo + Vas. (16¢)

where Vo5 = (V3 + Vi) /2.

Then, for each algorithms, the calculation amounts of a
squaring in OEF Fjs are given by Table 2.

3.2 Squaring Algorithm Efficient for AOPF F s
Let A and Y in type—(h, m) AOPF F,s be

2 2

! !
A:Zayy”, Y:AQZZyl'yp, ap, yr € Fp.  (17)
1=0 1=0

The following positive integers satisfy Cond. 1 (1).
h=24,6,10,12,... (18)

For example, type—(h=2,m=3) CVMA calculates y; in
Eq. (17) as

Yo = *(aofaql)Q — (ag, *aqz)z - 0(2), (19a)
Y = —(ao—aq2)2 - (ath _a’qz)2 - a’ila (19b)
Yqo = _(ao_alh)z - (aO_G‘Q2)2 - 0327 (19C)

where ¢; and ¢y are given by

1,2] (when ((p)) =2 or 5),
[Q1, Q2] = [ ] ( << >> ) (20)
2,1]  (when ((p)) = 3 or 4),
Eq. (19) is expanded as
Yo = —2a(2)+2a0aq1 —2a31 +2aq,aq, —@327 (21a)
Yq = —a% _20‘31 +2aq1 Qqs, _2a22 +2a"12a0’ (21b)
Yqo = _2ag+2a0am _a; _2a32 +2ag, ao. (21C)

For Eq. (21), the following matrix is considered with
the coeflicients.

‘ ag 2apa4, agl 2a4, aq, ai 2a4,a0
Yo -2 1 -2 1 -1 0
Ygu -1 0 -2 1 -2 1

Y| -2 1 -1 0 -2 1

. (22)

In the case of OEF s, there are a lot of non-zero el-
ements in the coefficient matrix as Eq. (13). Thus, in
order to make squaring more efficient, it is compara-
tively easy to choose 5 of the 24 vectors shown in Table
1. On the other hand, in the case of type—(h,m=3)
AOPF, because there are few non—zero elements in the
coefficient matrix as the above example, it is very diffi-
cult to find a pair of the 5 suitable vectors in the same
way of OEF 3. Therefore, in what follows, let us con-
sider the different approach.

MEM.FAC.ENG.OKA.UNI. Vol. 45

3.2.1 Pseudo GNB (PGNB)

For type—(h,m) GNB shown in Eq. (4), let us con-
sider to replace v with 1 as

m—1

{,yp’,yp27._. an al} (23)

The above set also forms a basis because it is obvious
that the elements in the set are independent of each
other, according to Eq. (5). This paper especially calls
this basis type—(h, m) PGNB.

Let B and Z in type—(h,m) AOPF F,s be repre-
sented with type—(h, m) PGNB as

2 2

B:Zbl’ypl+b3~1, Z:Zzl'ypl+23 -1, (24a)
=1 =1

b, z1 € Fp. (24b)

When A = B and Y = Z, the following equations are
obtained from Eq. (5).

ag = —bg, ap = b1 - bg, as = bg - b37 (25&)

Yo=—23, Y1=21—23 Ya=22—23 (25D)
Additionally, from Eq. (25), the following equations are
obtained.

by =a1—ap, by=az—ap, bz=—ag, (26a)

21=Y1— Yo, Z2=1Y2—Yo, 23=—Yo.- (26b)

This paper derives each squaring algorithm efficient
for type—(h = 2,m = 3) and type—(h = 4, m = 3) AOPF
with Eq. (25), (26).

3.2.2 Derivation with PGNB When h =2
According to Eq. (25), Eq. (21) is given by

2g, = —b2, +2b3bg, (27a)
Zgy = b, —2bg, bg, — b2, +2bg, bs, (27b)
z3 = 2b7 —2bg, by, +b7, +b3. (27c)

For Eq. (27), the following matrix is considered with
the coeflicients.

‘ bgl 2bg, aq, b32 2bg,bs b3 2bsb,,
Zth 0 O —1 0 O 2
Zqz 1 —1 -1 1 0 0 (28)
23 2 -1 1 0 1 0

The above matrix has more non—zero elements than that
of Eq. (22). Thus, for example, we can easily consider
the deformation of Eq. (27) as

2q, = —bZ, +2bg, bs, (29a)
gy = (bfh _bqg)2_b§2+2bng3’ (29b)
1
3 = 5 (Qb(h _qu +2b3)(2bql _qu "‘bS)
1 3
+§b§2 +3bg, by — 5bg b3 (290)
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According to Eq. (26), Eq. (29) is given by

1
Yo =— 5 (aO +2ath Qg ) (ZCqu —0Qg, )

1
_i(ao_ah)2_3a0(a0_afh)_

an(ao—a%), (30a)
1
Y= _5(‘10 +2aq, _aqz)(2aq1 _aqz)
3 9 3
~ 2 (a0 —0)* ~a0(a0 —a,)+ Sao(a0—a), (30b)
1
Yq2= *i(ao +2a4, —ag,)(2aq, —ag, ) — (CLO*aql)2

7
— 2(a0—a4,)—3ag(a0 —ag, ) + S0 a0 —ag,). (300)

Moreover, Eq. (30) can be deformed as

1
Yo = — 5 (ao+2aq, —ag,)(2aq4, —ag,)

3
—2(ap—ag,)* +3ao(aq, *aqz)+§aqz (ao—aq,), (31a)
1
Y = _5(00"‘2%1 —ag,)(2aq, —ag,)

1
- (aO_aqz)z"‘aO(aql _aqz)"‘iaqz (ap—ay,), (31b)

1
Yo = =75 (ao+2aq, —ag, )(2aq, —ag,)+(aq, —ag,)”
1
—2(a0—ag,)* +3ao(aq, —ag,)+ 5% (ao—aqg,). (31c)
When Eq. (31) is calculated with the algorithm as

Alg. 1, the calculation amount of a squaring in type—
(h=2,m=23) AOPF is given as Table 3.

Algorithm 1: The squaring algorithm efficient for type—
(h=2,m=3) AOPF
2 .
Input: A = Zaﬁp, a; € IFp.
=0

2
Output: ¥ = 42 = Zyﬁpl, y; € IFp.
i=0

S0 S1 = Qg — Qgy-

S9 = 851 —|—aq1, S3 = S92 + agp.

t() - 8283/2, tl = S00Qqy, tg = S140.

f,3 = S%, t4 = S%

ts = —tg +to —t3, tg =2ta, ty = —t3+ 15+ tg.
ts =112, tg =t +tg.

Yo =17 + 19, Yg =15 +1s, Yg, =ta+1t5+1s

= ap —aq2,

N 0 Gk W =
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Eq. (32) is expanded as

yo =—4ag+4agag, —3al +2aq,aq, —2a7, +2a4,a0, (34a)
Ygr = —20a2+2a0a,, —46131 +4ag, ag, —3(132 +2a4,00, (34b)
Ygo=—3a3 +2apay, angl +2a4,aq, 74a22 +4ag,a0. (34c)

For Eq. (34), the following matrix is considered with
the coefficients.

‘ at 2apay, agl 2aq, ag, agz 2a4,a0

Yo —4 2 -3 1 —2 1

Yo | —2 1 —4 2 -3 1 -+ (35)

Yoo | —3 1 -2 1 —4 2

According to Eq. (25), Eq. (34) is given by

2q, = —b7 +2bg, by, — b7, +2b3by, , (36a)
2gy = b2, —2b2, +2bg, bs, (36b)
z3 = 3b7, —2bg, bg, +2b7, + 3. (36c¢)

For Eq. (36), the following matrix is considered with
the coefficients.

‘ b2 2bg aq, b2, 2bg,bs b3 2bsby,

| -1 1 -1 0 0 2
Zp| 1 0 =2 1 0 0 (37)
| 3 -1 2 0 1 0

The above matrix also has more non-zero elements than
that of Eq. (35). Thus, for example, we can easily
consider the deformation of Eq. (36) as

Zgy=—(bg, —bgy)? +2bqg, bs, (38a)
2g,=b7, —2bg, (bg, —b3), (38b)
23 = (bg, —bg, ) +2b7 +bg, (bg, —b3) +b3(bg, +b3). (38¢)
According to Eq. (26), Eq. (38) is given by

Yo = _2(0’0 —Qqy )2 - (Cqu _G’Q2)
70‘0(2(10 7aq2)+alh (an 7CLCI2)7 (393)

Ygr=—2(a0—aq, )? —2(aq, —ag,)+ao(2a0—aq,)
—ao(2a0—ag,)+ag,(2a0—ag,), (39b)
Yg.=—(a0—aq, )?— (ag, —ag,)
—ap(2a9—ag,)+3ag4, (260 —ay, ). (39¢)
When Eq. (39) is calculated with the algorithm as

Alg. 2, the calculation amount of a squaring in type—
(h=4,m=3) AOPF is given as Table 2.

3.2.3 Derivation with PGNB When h =4
Type—(h=4,m=3) CVMA calculates y; in Eq. (17) as
Yo = _2(a0 Qg )2_ (CLO —Qg, )2_ (aq1 —Qgqy )2_ CL(Q), (32&)

Y= —(ao —Qqy )2_ ((10 —Qgqy )2_ 2(aq1 — Qg )2_ 031 ) (32b)

Yg2= —(ao —Qq )2_2(a'0_a<I2)2_ (ath _CLQ2)2_ agga (32C)
where ¢; and ¢ are given by
1,2 when (p)) =4, 6, 7, or 9),
[91,q2] = 1.2 ( () ) (33)
2.1] (when (p) = 2, 3, 10, or 11),
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Algorithm 2: The squaring algorithm efficient for type—
(h=4,m=3) AOPF
2 .
Input: A = Zaﬂp, a; € Fp.
=0

2
Output: Y = 42 = Zyﬂpl, Y € IFp.
i=0

S0 = ap — Qgy, S1 = A0 — Qgyy, S2 = Qg — Qgy-
t() = Sg, tl = S%

t2 = Spap, tg = S14p, t4 = 51Qq,-

ts = —tg —t1 —tg + 14, tg = 2ta, t7 = 2t4.

Yo = —to+15, Yo = Yo —t1 —le, Ygo =1t5 — l7.

oA W N e
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Table 2: The calculation amounts of a squaring in OEF F s

Karatsuba

algorithm Schoolbook multiplication

CH-SQR; CH-SQR2 CH-SQR3

calculation amount || (3,3,3,3,0,2) T | (0,6,13,0,0,2) T | (3,2,9,2,0,2) T [ (2,3,8,2,0,2) T [ (1,4,10,1,1,2) T

¥ (a,b,c,d, e, f) means aM; + bS; + cAy +dDy +eLy + fNy,
where N7 denotes the calculation cost of a scalar-n multiplication in F,,.

Table 3: The calculation amounts of a squaring in type—(h,m) AOPF F,s

the parameter h h=2 h=4
algorithm type—(h, m) CVMA ‘ the proposed method | type—(h,m) CVMA ‘ the proposed method
calculation amount||  (0,6,9,0,0) T | (3,2,13,1,2) T | (0,6,15,0,00 T ] (3,2,10,2,0) T

t(a,b,c,d,e) means aM; + bS; + cAy +dDy + eL.

4 CONCLUSIONS

This paper introduced type—(h, m) pseudo Gauss pe-
riod normal basis (PGNB), and derives each squaring al-
gorithm efficient for type—(h=2,m=3) and type-(h=4,
m = 3) AOPF with PGNB. For an arbitary charac-
teristic p, type—(h =2,m = 3) or type—(h =4,m = 3)
AOPF is available by about 88.9% [9]. Thus, for an ar-
bitary characteristic p, the proposed methods shown in
Sec. 3.2.2 and 3.2.3 can be used by about 88.9%.
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