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Abstract- A method is presented for process
fault diagnosis using information from fault tree
analysis and uncertainty / imprecision of data.
Fault tree analysis, which has been used as a
method of system reliability / safety analysis,
provides a procedure for identifying failures
within a process. A fuzzy fault diagnostic system
is constructed which uses the fuzzy fault tree
analysis to represent a knowledge of the causal
relationships in process operation and control
system. The proposed method is applied
successfully to a nitric acid cooler process plant.

1 Introduction

Fault tree analysis is useful for system
reliability analysis and risk gquantification since
which illustrates the failure logic of a system,
and shows combinations and sequences of failure
which can lead to a failure condition under
consideration (the top event). The fault
diagnostic expert system is developed which uses
fault tree analysis for and
acquisition of knowledge from

representation
the process
operation and control system[l-4]. For many
systems, estimation of qualitative / quantitative
information from fault tree analysis is difficult
due to uncertainty and imprecision of
information about process malfunction.

In this paper, we uvse fuzzy set logic to
account for imprecision and uncertainty in
information and data while employing fault tree
analysis. Qualitative information of fault tree
analysis, i.e. minimal cut sets from a fault tree, is
transformed into the knowledge base in the form
of production rules. Quantitative information
which obtained by fuzzy fault tree analysis is
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used to determine the certainty factors and
stored in the knowledge base. The fuzzy fault
diagnostic system can identify component
failures and process disturbances which can lead
to system malfunctions by matching the process
uncertainty data from the plant with the pattern
of IF statements stored in the computers. From
the uncertainty detected data and knowledge, the
system also evaluates certainty factors of
component failures and process disturbances for
sequence checking in diagnosis. A nitric acid
cooler process plant is used to demonstrate the
effectiveness of the proposed method.
2 Fault tree for nitric acid cooler process

A nitric acid cooler process with
temperature feedback and pump shutdown
feedforward loops is illustrated in Fig.1[5]. The
function of this process is to cool a hot nitric
acid stream before reacting it with Benzene to
form Nitrobenzene. Numbers 1-14 in circles in
the plant of Fig.1 show nodes which are the
connecting points of components. The following
notation is used to describe deviations in process
variables at nodes: T, F, P( AP) denote deviations
in temperature, flow rate and pressure
respectively. Hence, to represent an increase in
the flow rate at node7, write F7 high. The
undesired event for the system is a high
temperature in the nitric acid reactor feed since
this could cause a reactor runaway. In this
study, T4 high (high temperature in the effluent
stream of nitric acid) is selected as the top event.
Fig.2 shows the fault tree of the process for the
top event (T4 high).

Process variables in the fault tree of Fig.2
can be divided into two groups: A type and B



type. The A type such as too high, high, normal,
low and too low is used to describe disturbances
in the process. Too high, too low denote large
deviations in the high, low direction respectively
which can not be corrected by a control loop,
and high, low denote deviations which can be
corrected. The B type such as more, less is used
to discribe deviations which occured in a control
loop and protective system. More, less denote no
signal to cancel the effect of deviations in the
process variables, and normal denotes a
standard state.

3 Knowledge representation and acquisition

Hot nitrie acid

Cooling water
(Outlet) |
HE

Fault tree analysis is wused for the
representation and acquisition of Knowledge
from the process operation and control system.
The fault propagation in process is modeled by
causal relationships from the qualitative
information, i.e. a fault tree and it's minimal cut
sets. The method can determine the minimum
number of sensors and the monitoring points to
detect basic events in the process[3]. Tablel
shows twenty—two minimal cut sets of the fault
tree, and the allocation of twelve sensors in
circles is illustrated in Fig.1, such as flow sensor
F2 for F2 more and F2 high and F2 too high,
temperature sensor T2 for T2 high and T2 too
high, pressure sensor P10 for P10 less and P10

Cold nitric acid

(Outlet)

Cooling water
(Inlet)

Fig.1 Nitric acid cooler process and
sensor allocation for diagnosis

[failure of shutdown system]

[failure of conirol system]

Fig.2

[uncontrollable
disturbance]

[erroneous operation of conivol system]

Fault tree of nitric acid cooler process for T4 high



low, and so on. acid cooler process, the qualitative information
Based on the minimal cut sets for the nitric can be transformed into production rules. For
example, the cutset(5,[6,10])) shows that a

Table 1 Minimal cut sets of fault tree disturbance and a failure of shutdown system

Minimal cut set Classifications could cause T4 high. The disturbance (Water
cutset (1,14,10).
cutset (2,[4,11]).

cutset (3,(4,12]). 1) Disturbance and Table 2 Failure rates of basic events
cutaet (4,[4,13]). Shutdown system and subjective estimation factors
cutaet (5,[6,101). failure
cutset (6,[6,11]). Classification Event numbers Basic event Failure rate K
cutset (7,[6,12)). 10 Shutd tem fuailure 6.580°10°
lown aystem iure o

e . Component 11, Tabe leak 1786+107¢
cataet (9,[15,22]). i 12,34 Tube plugged 5.323°10
cutact (10,(15,28)), ) Disturbance and 13 PV failure 795041078 13

Coutrol system 22 TS failure 10.540*10
cutset (11,[15,24]). failure C fail 21.010010”*
cutset (12,[17,22]). 22: FCV f.li;:-: 1‘1500010“‘
cutset (13,[17,23]). oo L LI T
cutset (14,[17,24)). Errenecous 29 TS low_output 2.477°10
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, operation 30 TC low_output L7100 gy
cuteet (15,[29)). 3) Erroneous operation of 32 Air low_imput 0.992¢10~*
cutset (16,{30]). control system 35 FCV closed 1790%10"°
cutaet (::'[:zl)- 4 Pump shutdown 1.917°1
catset (18,[33]). 6 ‘Water low_input 0.992*10
cutset (18,[34]). 15 F1 high 4.948°10°° 14
cutset (20,[35)). 17 T1 high 1.554°107%

i 37 F1 too_high 5.853°10"

cuteet (21,[37]). 4) Uncontrollable disturbance 39 T1 too_high 3.196°10°%

cutaet (22,(39)).

l. EEE RULE FORM[IIATIONS Ei 212212 ”Ps = A PB SEEES t/
Rule00:
IF T3 is normal, THEN The system is running on normally.
Rule01 (CF_rule is 0.155):
IF T3 is high & F2 is more & PS5 is not_low & P6 is low & P11 is less & P12 is less, THEN Pump is shutdown & Shudown_system is failure.
Rule02 (CF_rule is 0.268):
IF T3 is high & F2 is more & PS is not_low & P6 is low & P11 is less & P12 is not_less, THEN Pump is shutdown & (Tubel is leak or plugged).
Rule03 (CE_rule is 0.159):
IF T3 is high & F2 is more & P5 is not_low & P6 is low & P11 is not_less, THEN Pump is shutdown & PV is failure.
Rule04 (CF_rule is 0.152):
IF T3 is high & F2 is more & PS5 is low & P6 is low & P11 is less & P12 is less, THEN Water is low_input & Shudown_system is failure.
Rule05 (CF_rule is 0.246):
IF T3 is high & F2 is more & PS5 is low & P6 is low & P11 is less & P12 is not_less, THEN Water is low_input & (Tubel is leak or plugged).
Rule06 (CF_rule is 0.155):
IF T3 is high & F2 is more & P5 is low & P6 is low & P11 is not_less, THEN Water is low_input & PV is failure.
Rule07 (CF_rule is 0.174):
IF T3 is high & F2 is high & F7 is less & #P8 is less & P10 is less, THEN F1 is high & TS is [ailure.
Rule08 (CF_rule is 0.198):
IF T3 is high & F2 is high & F7 is less & #P8 is not_less & P10 is less, THEN F1 is high & TC is failure.
Rule09 (CF_rule is 0.163):
IF T3 is high & F2 is high & F7 is less & P10 is not_less, THEN F1 is high & FCV is failure.
Rulel0 (CF_rute is 0.167):
IF T3 is high & T2 is high & F7 is less & #P8 is less & P10 is less, THEN T1 is high & TS is failure.
Rulell (CF_rule is 0.186):
IF T3 is high & T2 is high & F7 is less & #P8 is not_less & P10 is less, THEN T1 is high & TC is failure.
Rulel2 (CF_rule is 0.158):
IF T3 is high & T2 is high & F7 is less & P10 is not_less, THEN T1 is high & FCV is failure.
Rulel3 (CF_rule is 0.186):
IF T3 is high & F7 is low & #P8 is low & P9 is low & P10 is low, THEN TS is low_output.
Rulel4 (CF_rule is 0.194):
IF T3 is high & F7 is low & #P8 is not_low & P9 is low & P10 is low & P14 is not_low, THEN TC is low_output.
Rulel5 (CF_rule is 0.157):
IF T3 is high & F7 is low & P9 is low & P10 is low & P14 is low, THEN AIR is low_input.
Rule16 (CF_rule is 0.172):
IF T3 is high & F7 is low & P9 is low & P10 is not_low, THEN Tube2 is leak or Tube2 is plugged.
Rulel7 (CF_rule is 0.216):
IF T3 is high & F7 is low & P9 is not_low, THEN FCV is closed.
Rulel8 (CF_rule is 0.310):
IF T3 is high & F2 is too_high, THEN F1 is too_high.
Rulel9 (CF_rule is 0.278):
IF T3 is high & T2 is too_high, THEN TI is too_high. Fig.3 Knowledge base about T4 high for diagnosis
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low_input) will occur if cooling water pressure
P6 and P5 are observed to be low both. And the
shutdown systen failure will be find by that
pressure P11, P12 are known to be less and flow
rate F2 to be more. Also the top event (T4 high)
will be found if temperature T3 is known to be
high. This one can be transformed into a
production rule as shown below.

IF T3 is high & F2 is more & P5 is low &

P6 is low & P11 is less & P12 is less

THEN  Water is low_input &
Shutdown_system is failure

The production rules which are obtained in the
same way are shown in Fig.3. Besides, we can
deduce a component failure, such as Eventl3
(PV  failure) in Fig2 will occur, from the
exclusive information of Event8 (P11 is less), and
write this information in IF statement of rules as
P11 is not_less.

4 Fuzziness in rules

An imprecision of component failure or
process disturbance can be described by using
the failure rate and the subjective estimation
factor. We call it a fuzzy failure measure, and
give it by

1

I+ kAogl/ 2" "

A=1

A4, K)= @

0, A=0
where, 2 is a failure rate of component shown
in Table2 for the nitric acid cooler process[7],
and K is a parameter which called a subjective
estimation factor. The more smaller of K, the
more stronger of evaluation for failure rate. The
value of K for the process is also shown in
Table2.

When THEN statement in production rules
are composed of two basic events with logical
multiply or logical sum, we will use the fuzzy
failure measure 1, f 2 to describe the fuzziness
of multiply with a t-norm of Dombi's type[8]:

I

1

]3+[ ]3]1/3 ,
|2

0<f1, fz =]

f1=0, or f2=0 (2)

A

1+[[
T(f,, f2)= it

0,
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Given a t-norm 7T one can consider the dual of
T(called a t~conorm) defined by
s] 1/3

S(f1, f)=1-TU-f1, 1-f2)
fe
]8}1/3 ’

fi ]®
&)+
0=f, fo<l

1,
]3+[f_2

il
_ ”[[z—fl 1,
1 , f1=1, 07’f2=1 (3)

therefore, the S function will be used to describe
the fuzzness of logical sum for THEN statement.
We use certainty factors of production rule,
in writting CF_rule, to deal with the uncertainty
of the information in the knowledge base. A
CF_rule means a certainty factor in THEN
statement of a rule under it's IF statement
occurred exactly, and defined by Equation(4).

JA x=E
T(f1, f2), x=El1 & E2
CF_mle(x)= S(fl; fz), x=E1 or E2

T(f1, S(fz f3)),
x=E1 & (E2 or E3)

where, E is the members of THEN statement in
a rule, such as E7=Pump is shutdown, E2=Tubel
is leaking, E3=Tubel is plugged for Rule02 in
Fig.3.

From above equations and data in Table2,
a result of CF_rule is obtained for the nitric acid
cooler process plant, and stored in knowledge
base as shown Fig.3.

5 Fuzziness in process variables

We can consider a process variable in fault
tree as a fuzzy set. Uncertainty about process
variables, which detected from sensor readings,
is dealt with through membership functions, and
transformed to certainty factors of senmsor
readings. The shape and relation for these fuzzy
sets with process variables appear as Fig.4[9].

A negation of process variable, such as P5
is not_low, is represented by a 2 -fuzzy set
complement /L not_i(x), and give the set by

1- pp(x)

/1 no t_A(x):



Table3
readings at twelve monitoring points. We can
calculate certainty factors of process variables by
the membership functions and sensor readings,

shows an example of sensor

+20_

high or normal

— normal —

Fuzzy variables

notrmal or Tow

low

- , - I
Process variables 0 0.5 1.0 #A®
(a) Membership functions
X
________________ +20
.
H
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more more |
10
................ “
<
3
more.or normal -3
2
— normal — & °
N
=
[N
normal or less
o 10
less less
-20
- . | S >
Process variables 0 0.5 1.0 wglxd

(b) Membership funclions

Fig4 Membership functions
((a) for A type and (b) for B type)

Table 3 Example of sensor readings and uncertainty
Certainty factor
No. Sensor readings Tiype Bupe
HIGH NORMAL LOW MORE NORMAL LESS
1 F2=0.0 0.80 0.20 0.90  0.10
2 1225.0 1.00
3 73:10.5  1.00
4 P5=-6.5 0.70  0.30
5 P6=-9.5 0.10  ©.90
6 F7:0.0 1.00 1.00
7 4p8=0.0 1.00 1.00
8 P920.0 1.00
9 P10:0.0 1.00 1.00
10 PI1=-8.5 0.30  0.70 0.15 0.8
11 P12=-2.5 1.00 0.75  0.25
12 P145.0 1.00

and result in Table3. From the fuzziness of
process variables, certainty factors about IF
statements in knowledge base will be determined.

6 Fault diagnosis

The fuzzy expert system attempts to
identify the component failures and process
disturbances which can lead to system
malfunction by searching through the IF
statements of rules in Fig.3 corresponding to
process data from the plant such as sensor
readings in Table3. The pattern recognition in
inference engine is completed by means of which
a pruduction rule will fire through certainty
factor in IF statement of the rule. Assume a IF
statement having N members with CF_pv(l),
CF _pv(Q2), =, CF_pv(N), the certainty factor in
the IF statement can be presented in the form:

CF_if=CF_pv(DACF _pv(2)A---ACF po(N) (6)

For example, using the values of CF pv for
sensor readings in Table3, six rules (Rule1-
Rule06) would fire and infer that T4 high could
result from the disturbance and the pump
shutdown feadforward loop failure. In turns, the
expert system identify the positive causes in
THEN statements which are composed of
component failures and disturbances, and
reasoning results are shown in Table4.

Table 4
Ruke l‘{n.
"0l Pump shutdown

Reasoning results for the example

Positive Causes CF_if CF_rule CF_then Check list No.

& Shutdown_system failure 0.25 0.155 0.0388 3
02 Pump shutdown

& Tubel leak or plugged  0.65 0.268 0.1742 1
03 Pump sbutdown

& PV failure 0.124 0.159 0.0197 5
04 Water low_input

& Shutdown_system fathwe  0.25 0.152 0.0380 4
05 Water low_input

& Tubel leak or plugged 0.30 0.246 0.0738 2
06 Water low_input

& PV failure 0.124 0.185 0.0192 6

Finally, sequence checking in diagnosis for
complex positive causes is carry out in the expert
system through evaluating certainty factors of

THEN statements for fired rules by a
multiplication.
CF_then=CF if ¥ CF_rule 7

A checking sequence as same example for



nitric acid cooler process is also appeared on
Table4. As a result of diagnosis using fault tree
analysis and certainty factors, the system can
successfully diagnose any single or multiple
faults in the plant.

7 Conclusion

In this paper, a fuzzy fault diagnostic
system is developed which uses fuzzy set logic to
accout for uncertainty in information and data
while employing fault tree analysis. Qualitative
information, minimal cut sets, of fault tree
analysis is used for the representation and
acquisition of knowledge, and transformed into
production runles. Fuzziness in ruoles is
determined based on a fuzzy failure measure, a
t-norm, a t-conorm, and stored in knowledge
base as certainty factors. As demonstrated, the
positive causes of system failure can be identified
effectively by reasoning through process
uncertainty data from the plant and production
rules. A checking sequence for complex positive
causes in diagnosis is evaluated from certainty
factors of THEN statements for fired rules.
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